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MGU-UGP : PREFACE

The University Grants Commission (UGC) has issued the Curriculum and Credit Framework for
Undergraduate Programmes 2023 (CCFUP) which would provide a flexible choice-based credit system,
multidisciplinary approach, multiple entry and exit options, and establish three Broad Pathways, (a)
3-year UG Degree, (b) 4-year UG Degree (Honours), and (c) 4-year UG Degree (Honours with
Research).

The Kerala Higher Education Reforms Commission has recommended a comprehensive reform in the
undergraduate curriculum for the 2023-24 academic year, adopting 4-year undergraduate programs to
bring Kerala's undergraduate education at par with well acclaimed universities across the globe.
Further, an Executive Committee and various sub committees were constituted for the implementation
of the Regulations. The subcommittee on Rules and Regulations submitted the draft regulations on
27-02-2024, namely: THE MAHATMA GANDHI UNIVERSITY UNDER GRADUATE PROGRAMMES
(HONOURS) REGULATIONS, 2024 {MGU- UGP (Honours)} under the New Curriculum and Credit
Framework, 2024.
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Sl. No. Categorization of Courses for all | 3-Year UG 4-Year UG (Honours)
Programmes (Minimum Minimum Credits
Credits)
1 Major 68 88
2 Minor 24 24 + 12*
3 Multi-Disciplinary Courses (MDC) 9 9
4 Skill Enhancement Courses (SEC) 9 9
5 Ability Enhancement Courses (AEC) 12 12
6 Value Addition Courses (VAC) 9 9
7 Summer Internship / Fieldbased 2 2
Learning
8 Research Project / Dissertation - 12 / 8**
Total 133 177

Credits
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MGU UGP(Honours) Regulations, 2024

1. Short Title & Commencement

1.1 These regulations are called MGU UG Programmes (Honours) Regulations 2024 under the New
Curriculum and Credit Framework.
1.2 They come into effect from the academic year 2024-2025.

2. Scope & Application

2.1 Applicable to all undergraduate programmes under Mahatma Gandhi University.
2.2 Includes university departments and affiliated colleges.

2.3 Applies to admissions from 2024-2025 onwards.

2.4 Each programme is monitored by an MGU-UGP Academic Committee.

3. Definitions

3.1 University - Mahatma Gandhi University.

3.2 Act - MGU Act 1985.

3.3 FYUGP - Four-Year Undergraduate Programme.

3.4 Academic Year - Two semesters with a vacation.

3.5 Academic Credit - Unit to measure course workload.

3.6 ABC (Academic Bank of Credits) - System for storing and transferring credits.
3.7 Credit Transfer - Transfer of credits between institutions.

3.8 Credit Cap - Maximum 30 credits per semester.

3.9 CCA - Continuous internal assessment.

3.10 ESE - End semester examination.

3.11 Audit Course - Course without credit (attendance-based pass).
3.12 CBCS - Choice Based Credit System.

3.13 Course - Includes theory, practical, project, etc.

3.14 Programme - Full degree course.

3.15 Major/Minor - Main and additional subjects.

3.16 SFA - Senior Faculty Advisor.

3.17 FA - Faculty Advisor.

3.18 SGPA - Semester Grade Point Average.

3.19 CGPA - Cumulative Grade Point Average.

3.20 Grade - Letter grading system (O-F).
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4. FEATI.IRES AND OBJECTIVES OF MGU-UGP ¥

_(Four-Year Undergraduate Programme) , e
FEATURES AND OBJECTIVES

The FYLIGP follows guidelnes of UGE and Kerala State Higher Education Curriculum Frasmeascek (KSHECE)

Stuclants can anter laterally inbs Sffarent semedtars, But o GO Degres i avwanded only after eamphetig
132 cradits as por regulaton,
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Students sxitng after 3 pears recetve @ UG Degree upon complating 133 credits.
A deyamr Homoors Degres reguirss 177 cedills, inchudng B cedils for & prefectidisssriation,

LN

Stushenks weilh mimimom T5% marks (up 1o GEh semescies] are elipdle for ihe Hanoure wilh Reseanch programms
{subjiect 1o screanivg if reguired]

Jo

Homowes with Resasrch requires 177 crecits, ncluding 12 credits for 8 meessch project

Orily departrant & widh &t lsat Bwio FRD faculty membera can affer the ressarch prograamme, aith
sach mentor puiding ot lpast tweo stadonts,

The entire fourth year i thie research stream s completed under & mentor™s supervision.

Stnicdeils mausl Coi il oy dmir 20 er } + Pesaarch <snilabsd courss (eelnlmem 17 crafis

Stuceris must complets and defond o resesarch project 4o earm credifs

Kesearch outcomes may be published, pressrted, or patented. |

The curriculum has these pargs: Qe TSTRE L ERE T Dis<iplne-Bpecilic Patbvaoy (Moo Sdinor}

Foundation cournns mcludp: Gonoml Fosadation WLEN Dizcpline-Specifc Fourdation
Ganeral Foundation cournes are prooped info;

AEL [Aility Enbancommmi) VAL (Walum Acdelition) | MOC (Muli-Busciplinary

AELD focuses on languapge and communicatian shille
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Lanpuape cowrses develog reasdicg, woitimg, ard colfural undesstasdieg.
WMDEC helps studanis explare mulilple disciplines (ned from thelr +3 stresm),
S5EC enhanoes skills like croasfeily. commusnication, amd critical hinking.
Discipline-speci®ic courses include both Magor and Finor subjects

Foumwiatian courara foeas on basic Thearies sewl preclical bneedecdza,
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VAL foclses on parsonality deveinpmeent and self- awieeness

bl ajor /Bl r parfrways inchede core and eleses couraos.

Blapor Inelodes care, o leetivae, Gnd 1) =Lic ki
Birmr commplemends the Maojor diseiplene .

Complating enough courses in anotler @aoighne qualifies for o Minor

CEEEEED
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ELS [ Bfajor kg the primary area of speciadization
Y EZa  Boards of Studies detme slighle Miror comes
30 ] £k Srudents cain change thew Major after e Second Semenied. [
E.i. =] WAL and SEC 0 samestors 5 & G et be from the Major discipline. |
E = A Gl rsa - Credht Certificate m iasused for crodil b re-annry.
E a Capstone coumes cdemponsirats acdvamced tru-rw'h-r.lgl- anc speciaicaton,
"34 6 Capstona includes rassarch methodalogy and spoclalzation subjects
m AT B S el a0 Dei DmboRd s w00t ssrding ool ve (et aics =7 5%, |
m 'ﬂ Entmmabap/asppreanticeship is mandatory.
p& Interruhip opportunibss sre provided scordes vanous ssckors.
u AR Fluidd - ba gl Bparnmp and comemunily dan e irweid s e boded .
EER & Extra credits moy be swarded for sosinl activities (MSS, MOC, ate.).
L:_.. [ Cerace marks are givan for achisesmenis m co-cormcular sctivitees.
] ==l Students cam earm credils thoough online platfonms like SWAYAR
KX iy Credints can aleo be carned from cilwer recognized institutions

Flemibles academbc schedules ars mplemerted

FLEXIBLE LEARMING = MULTINSCIPLINARY = CHOICE BASED = FUTURE READY
Empowering Learners. Enriching Futures.
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Component

Sub-Components & Focus

Foundation Components
General Foundation

AEC: Ability Enhancement - language, communication,
cultural understanding

SEC: Skill Enhancement - creativity, communication, critical
thinking

VAC: Value Addition - personality development,
self-awareness

MDC: Multi-Disciplinary - explore disciplines outside +2

stream

Discipline-Specific Foundation: Basic theories + practical knowledge

of Major/Minor
Discipline-Specific Major | Primary specialization - core, electives, research/practical
Pathway components

Minor: Complementary discipline. Eligible Minor courses defined by
Boards of Studies
Flexibility: Can change Major after 2nd semester. SEC/VAC in sem 5

& 6 must be from Major

Capstone Components

Advanced knowledge + specialization. Includes research

methodology + specialization subjects
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211 FYUGP i

ROLES, RESPONSIBILITIES & PROCESSES

) 1. KEY ROLES & [ | 2. ADVISORY SYSTEM - PROCESS FLOW

RESPONSIBILITIES "‘ :

ACADEMIC COORDINATOR / =

Senior faculty member
Ensures srmooth implementathen

of FYUGP Students. must AN acadermic Al apphications F Aubvitonry FASSFA maintaims.
pach Feconds reguiests must meEtings rearwubes and
FA/SFA farut Tor mmakniainad by b forwarded conducted: Bt taken
SENIOR FACULTY ADVISOR (SFA) | schics. clarifications FAVSFA. throwugh * Al the beginning Teports.
Wl PSR FASSFA. of the semester
= e per department o e
s Gusdes Faculty Adwizors (FAS) rai

= Conducts advisory meetings
« Maintains reports & records

FACULTY ADVISOR [Fa)
= Mentors 20-30 students
= First point of contact for

Reparts st
ascadermic matters be approved by
= Maintains student recosds Haoly and
Principal.

HEAD OF DEPARTMENT (HOD)

= Assigns Faculty Advisors

= Approves advisory reports

= Ensures resadution of
CCA-related isswas

PRINCIPAL

= Provides sdministrative and o E a 9 a
firancia BuppoTt OCA resulis must Seudent concerns H unresched, If sl unrescleed,
* Forwards University be displayed for are first addressed th issue is the Principal
CEHTIMAUNEC TS atleast 2 1 meetings with referred fo the escalates it 1o
+ Escalates unresched grievances woeking days advisors, HoD, college-tevel the University
to University before uploading and faculty: grievance with proper
ErTT D

The institution must provide proper

academic guidance and clasification E Eh
1o students and parents. "Ej
Admisslons & Adtendance
Aegisiragion
= The Principal rust communecate
q“: all University rules, guidelines, @
and announcements 1o departrments. J
Exams & Feedback
ASpERLmes
B The instifution must conduct
crientation programmes an ACCESSIBLE TO: ey
counsedling, mules, and procedures. 2\ L ] 4=i ;?& @ pcune login aysiem
g Rerum ircuiche and cutsice campus.

Faculty Seatf Students Parents
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INTERDISCIPLINARY
MAJOR
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il Gid R BE AL GOeE
carpeierco In the rsecdbcizlinay

pEgranTeme.

MULTI-DISCIPLINARY
MR

thar crad s o the majar and minor
gy vl be S pirbated mreesg
‘the brosd] dimc il wch o8 Lds Scisnoas,
Flykna! Sobenons, Mot hametosl and
Comparter Scisncas, Dals &l
Bieuisia | ot tantess, s Pt e
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Pt Semron

DEGREE WITH
DOUBLE MAJOR
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The assessment shall be a combination of
Continuous Comprehensive Assessment (CCA)
and an End Semester Evaluation (ESE).

:""': Assessment
ot Structure

Weightage « 30% weightage shall be given far CCA.
Distribution « The remaining T0% weight shall be for the ESE,
Content Teacher Specific Content will be

Evaluated evaluated under CCA,

« CCA will have two subcomponents: Formative
___"I CCA Assessment [FA) and Summative Assessment (SA).
> Eumpunents + Each of these compenents will have equal weightage

and to be conducted by the course Faculty/
course coordinator offering the course.

Components for the Evaluation of Practical Courses \l"uighlu}}c
LF
CCA of practical/practicum. 30%
TO%

ESE conducted under the supervision of the internal examiner
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s Maximum
Project type Marks CCA ESE
Research Project of
Honours with Research 200 60 140
(12 credits)
Project of Honours
(8 eradits) 100 30 70
Components of Evaluation of z Marks for Internship
Internship Weightage | °> Gredits/ 50 Marks
CCA 30% 15
ESE 70% 35
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Percentage of Marks (Both

Letter Grade |Grade Point | Internal & External Marks put Class
together)
O (Outstanding) 10 95% and above First Class
A+ (Excellent) 9 Above 85% and below 95% with
A (Very good) 8 Above 75% and below 85% Distinction
B+ (Good) 7 Above 65% and below 75%
3 finove 6 |Above 55% and below 65% i
average)
C (Average) 5 Above 45% and below 55% Second Class
P (Pass) 4 Above 35% and below 45%
Aggregate (ext{?mal arfd _intemal Third Class
put together) with a minimum of
30% in external
F (Fail) 0 Below an aggregate of 35%or Fail
below 30% in external evaluation
Ab (Absent) 0 Fail




THE MAHATMA GANDHI UNIVERSITY
UNDERGRADUATE PROGRAMMES
(HONOURS) SYLLABUS

MGU-UGP (Honours)

(2024 Admission Onwards)

Faculty . Technology and Applied Sciences

Expert Committee : Cyber Forensics

Subject : BSc (Hons) Cyber Forensics

Mahatma Gandhi University
Priyadarshini Hills
Kottayam - 686560, Kerala, India



Preface

The MAHATMA GANDHI UNIVERSITY UNDERGRADUATE PROGRAMME
(HONOURS), MGU-UGP(Honours), 5 a four year under graduate programme (FYUGP) in
education. FYUGP cumiculum comprises Foundation Components, Discipline Specific
Pathway Components (Major’ Minor), and Discipline Specific Capstone Components. Cyber
Forensics is a field of technology that uses investigation technigues to help identify, collect,
and store evidence from an electronic device, The cyber forensics programme is designad to
craale wall trainad and skilled profassionals. The programma equips individuals with the
knowledge necessary for the Centre of Education in Digital Forensics Certification. The
curriculum offers the sludents to meet the growing needs of information security and cyber
forensics in the [T industry, cooperate. finance sector, law enforcement agencies and other
Governmaent agencigs. The programme provides students the opporunity in cyber
investigation, analysis of digital data and implemeniation of varous security measures to
prevent hacking. It also promotes the rﬂﬂEEIﬂT work in the area concemed. In future, the
cyber forensics experis will ba an asset to the country as a part of Digital India Programme.
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Expert Committee & External Experts

Members of Expert Committee.

i
T

L

Dr. Kurian M J, Professar, Dept of Computer Applications, BPC College, Piravom. [Convanar)
&ri. Krishnakumar M.R, Associate Professor, Dept. of Computer Applications, 5A5 SNDP
Yagam College, Konni.
&rl. Jobin P Varghese, Assistant Professor, Dept. of Computer Science, KE College,
Mlannanam.

Dr. Soumya M.R, Assistant Professor, Dept. of Computer Science, Sree Sankars College,
Kalady.

Smit. Simi B, Assistant Professor, Dept. of Computer Applications, 5A5 SMOP Yogam College,
Ko,

Smit. Rajasree G., Assistant Professor, 5TAS, Pathanamthitta.

&ri. Abdul Mubhammed Rasheed, Assistant Professor and HOD, STAS, Pathanamthitta.

Sri. Thirumeni K. R, Assistant Professor, Dept. of Computer Science, STAS, Edapally.

Smt. Divya 5., Assistant Professor, Dept of Computer Science, STAS, Edapally.

10. Smt. lisha Mary George, Assistant Professor, STAS, Kottayam.
11. 5mt. Manju G. K, Assistant Professor, S5TAS, Kottayam.

External Experts

1L

Midhum 5., Assistant Professor, Department of Digital and Cyber Foresnsic Science ,  Srag
Laraswathi Thyagaraja College [ Autonomous), Pollachi, Tamilnadu [ Affillated to Bharathiar

Uiniversity)
Vinu R., Senlor Data Scientist,  Ospyn Technologies Pyt Ltd 15t Floor, Kabanl, Technopark

Phaze 4 , Trivandrum
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Syllabus Index

Mame of the Major: Cyber Forensics

Semester: |
TF';E of Hour Distribution
e ;
iweek
Course | Hours/
Course Code Title of the Course Credin
DsC, wek
MD0C, L T P 0
SEC ete.
introduction to Digital DSC A 4 ) 3| =2 -
MGIDSCCFS100 | Forensics and Tools
MGIMDCCFS100 | Foundation of Cyber Forensics 3 4 ¥ (B =
MGIMDCCES101 | Data Recovery MDC 3 4 Z 2 -
MGIMDCCFS102 | Web Designing 3 4 2 - . -
L — Lecture, T — Tuterial, P — Practical/Practicum , O — Others
Semesier: 2
¥ e o Hour Distribution
. 'week
Course Hours!
Course Code Title of the Course Credit
DSC, week
MDC, L. | T | F|Q
SEC etc.
Intraduction to Ethical DSC A 4 5 < I 2 -
MGE2DSCCFS100 Hacking and Toaols
MEIMDCCFS100 | White Hat Hacking and Toals 3 4 2 - 2 =
Fundamentals of block Chain MDC 3 4 2| - 2 -
MEEMDCCFS10 and Cryplo Currency
Introduction to Computer 3 K 2 = 2 z
MGEMDCCFS102 MNetwaorks
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Semester: 3

Typeaf Hour Distribution
the Mweek
Course Hours/
Coirse Code Title of the Course Credst
DsC, week
M, L |20 | A ] LED
SEC etc.
MGIDSCCFS200 Introduction to Programming DsC A 4 5 3 = 2 —
MGIDSCCFS2N Computer Organization DsC A 4 5 3 . 2 -
TCRAI® and Metwork Security DSE 4 4 < = = i
{Network Security
MGIDSECES200 Specia]imtinnj
Operating Systems DSE 4 4 o P
{Operating System
MG3IDSECFS20 Architecture _S.pecia.]{zltiuu]
parallel Processing (Modem DSE 4 4 A Tiw [oe] =
Computing with Resource
MGIDSECFS202 | Sharing Specialization)
MGIDSCCFS202 | Computer Security DsSC B 4 5 | = || -
MGIMDCCFS200 | Kerala Specific Content MDC 3 3 d |-a = |l 3
E-Waste Managament and Re- YAC 3 3 3 4 T =
cydling
MGEIWVACCES200
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Semester: 4

Typeaf Hour Distribution
the Mweek
Course Hours/
Course Code Title of the Cotirse Credst
DsC, week
MDC, L |20 | A ] LED
SEC etc.
MG4DECCFS200 | Data Structure using C++ DsC A 4 g 3 . 2 —
MGIDSCCFS201 | Applied Cryptography DSC A 4 5 ¥ = 3R =
Virtual Priviate Network Security DSE 4 4 d . - -
(Network Se!_:l,u'iiy
MEIDEECFS200 E‘-pecializaﬁnn]
Linuy Administration DSE 4 4 4 i = F
(Operating System
MGIDSECFS201 | Architecture Specialization)
Distributed Systems [Modem DSE 4 4 TR e e
Computing with Resource
MGIDSECFS202 | Sharing Specialization)
Incident Respanse in Cyber DSC B 4 5 3| = | X =
MGEIDSCCFSH? | Foransics
MGISECCFS00 | Programming in Java SEC 3 3 - 3 - £
MGIVACCFS200 | Cyber Laws and Case Studies VAC 3 3 3 : s =
MEINTCFS200 1nmm£hi;p 2
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Semester: 5

T"’;“ o Hour Distribution
e
Mweek
Course Hours/
Cotirse Code Title of the Course Credst
DsC, week
MDC, L. | T | P | &
SEC etc.
Database Management system DsC 4 5 3| - 2 -
MGEDSCCFS300 | and Security
MGEDSCCFSI0T | Security analysis using Python DsC 4 5 3 21 -
Remaote Sensing Network 4 4 4 2 = ES
(Network Security
MGEDEECFS300 Spccializnﬁ:m}
DSE
Internet of Things (MNetwork {ABy twe) 4 4 4
MGSDSECFS301 | Security Specialization)
Embedded Systerns (Network 4 4 & [ -
MGEOSECFS302 | Security Specialization)
hatile Applicatian 4 4 4 = =
Development- Android
[Operating Systern Architécture
MGSDSECFS303 | Specialization)
Soft Computing Techniques 4 4 R »
(Modern  Computing. with
MGSDSECFS304 | Resource Sharing Specialization)
MGESDSECFS305 | Biometric Security 4 4 4 - Z
MG5DSECFS306 | Mohile and Wireless Security 4 4 * | == =
Critical Infrastructure Sacurity DsSE 4 4 "W = %
MGSDSECFS307 | and Forensics CAny 00c)
security Threats and 4 4 O = =
MGEDSECFS308 | Vulnerabiiities
Cyber security Audit and 4 4 4 = 3 E
MEEDSECFS300 | Compliance
MGEDSECFS310 | M-Commerce Security 4 4 4 a =,
MGESECCFSI00 | Cyber Warfare SEC 3 3 3 E o =
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Semester: 6

Typent Hour Distribution
s Mweek
Course Hours/
Cotirse Code Title of the Course Credst
DsC, week
MDC, L. | T | P | &
SEC etc.
Preserving and Recowvering DS 4 5 3 = 2 =
MGEDSCCFS300 | Digital Evidence
MGEDSCCFS301 | Kali Linux DsC 4 5 | - |2 -
Social Media Security (Network | DSE 4 4 ¥ =] &
MGEDSECFS300 | Security Specialization)
Compiler Design (Operating DSE 4 4 4 | - | =] =
System Architecture
MGEDSECFS301 | Specialization)
security and Privacy in Cloud DSE 4 4 A Lo il =
Computing [(Modermn
Computing with Resouree
MGEDSECFS302 | Sharing Specialization)
MGEDSECFS303 | Security Scripting using Ruby DSE 4 4 3 i < z
MGEDSECFS304 | Security Scripting using Perl DSE 4 4 4 || - | -
MGEEDSECFSS06 | Security SCripting using Node JS sE 4 4 3 | - i
MGESECCFS300 | Penetration Testing Toals SEC 3 4 - I E
MGEVACCFS300 | Artificial Intelligence Ethics VAC 3 3 H lii=ilc=1 =
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Semester: 7

T"’E“ of Hour Distribulion
e
Mweek

Course Hours/
Course Code Title of the Cotirse Credst

DsC, week

MDC, Eii || 28| P | L ED

SEC etc.
MGTDCCCFS400 | Machine Learning using Python ), 4 5 3 * 2 =
MGTDCCCFS401 | Software Engineering DCC 4 4 4 - -
MGTDCCCFS402 | Block chain Technology DCC 4 o4 4 . -
MGTDCECFS400 | Multimedia Seturity DCE 4 4 & === 3
MGTDCECFS401 | Techmical Documentation DCE 4 4 4 - -
MGTDCECFS402 | Mobile Forensics DCE 4 4 4 | - z 3
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Semester: 8

T"’;“ of Hour Distribution
&
Mweek
Course Hours/
Cotirse Code Title of the Course Credst
DsC, week
MDC, L. | T | P | &
SEC etc.
Malware and Attacking [ 4 5 3| - 2 -
MGEDCCCFS400 | Techniques
MGBDCCCFS401 | Bug Bounty DCC 4 5 3 2] -
Reverse Engineering and Case DCE 4 h 4 | = |1&E]| =
MGEDCECFS400 | Studies
Disign and Analysis of DCE 4 5 3 | = || a
MEEOCECFS401 | Algorithm
Data Mining and Big Data DCE 4 5 S li= =
MGBDCECFS402 | Analysis with Tools
OR
Research methodology in Cyber DCE 4 5 4 ||=a 2| =
MGBDCECFS403 | Forensics y
Publication Ethice and DCE 4 5 3 E 2 T
MGBOCECFS404 | Documentation Standards
Statistical Analysis of Research DCE 4 5 3 2 -
MGBDCECFS405 | Data and Tools
OR
MGBPRJCFS400 | Project/Dissertation PRI 12
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Mahatma Gandhi University
Kottayam

Programme | BSe (Hons) Cyber Forensics
E::::E INTRODUCTEON TO MGITAL FOREASICS AND TOOLS
Type of OSC A
Course
Course . -
Code MGIDSCCESLOD
Course
Level HH]-]_"JEI - e
Gt The course 15 about preserving evidence, identifyving criminals, protecting
S.umma eorporate interests, assisting in eyber crime investigations, and facilitating legal
Ty procecdings,
Semester 1 Credits 4
Total Hours
{I;?IT: Learning Approach | _Lecure | Tutorial | Practical | Others
= 3 0 | 0 75
Pre-
requisites, if
any
COURSE OUTCOMES (C0O0)
0 | Expected Course Outcomes upon completion of this Learning PO
No. course , the students will be able to: Domains * No

Understand the role and uses of digital forensics in
crimunal inveshgations.

Understand how data are collecied as evidence and
: analyse windows system artifacts Understand | 1.2

| Understand 1.2

3 Analyse image files and artifacts using appropnate tools. | Analyse 3

Undertake basic digital forensic investigation, by using a
variety of digital forensics tools,

“Remember (K), Understand (U), Apply (A), Analyse {An), Evalnate (E), Create (C),
Skill (8), Interest (1) and Appreciation (Ap)

4 Apply 34
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COURSE CONTENT

Content for Classroom transaction (Uinits)

Module

Units

Course description

Hrs

C0 No.

¥l

Introduction to Digital
Forensics, Forensic Science,
Uses of Digital Forensics

l.2

Procedure of digital evidence-
ldentification, Collection and
Preservation

1.2

1.3

Lab tools-Forensic
laboratories, virtual Inbs, lab
security

1.4

Ewdence Storage, Policiés and

Procedores

(3]

Collecting  Evidence: Crime
Scenes and Collecting
evidence, Documeniing the
scenes

2.2

Chain of custody, Live system
ve Dead System, Hashing,
Repent

23

Windows System  arufacts:
Registry, Deleted data,
Hibernation file

1.2

3.1

Introduction to Anti-forensics:
hiding data, Password atlacks,

Steganography, [ata
Destruction

13

3.2

Metwork Forensics:
Fundamentals, types, attacks

1.3

33

Legal: Basics of law, the fourth
amendment, Cnmmal law,
Searching with a warrant, e
Discovery

13

3.4

Apply theoretical knowledge
through hands-on labs and
practical -

Identification and collection-
Autopsy

15

Regstry A.nnlj.'s:is ~ Reg-nipper

34
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| Data Preservation ol - |
Cruymager

Introduction to data carving

4.1 toals- Analyse an mmage -FTK

10 1.4

4.2 Analyse an image fle using -

4 Pro Discover 10 4

Data carving tool- FDAC,
4.3 Foremaost, Scalpel, 10 4
Steganography - steghide

Teacher Specific content. This
can  be  eiher glass  room
teaching, practical session,
5 5.1 field visit etc as specified by
the teacher concerned.

Evaluation 15 internal,

Teaching and | Classroom Procedure (Mode of transaction)

Learning Lecture and Practical
Approach

MODE OF ASSESSMENT
Assessment A. Continpous Comprehensive Assessment (CCA) 25 Marks
Tvpes Written Test / Seminar / Viva' Assignments

Practical 15 Marks

B. Semester End examination 30 Marks
Written test

Practical Examination 35 Marks

References

1. Dngital Forensies with Kali Linux Enhance your investigation skills by performing
network and memory forensics with Kali Linux 2022.x, 3rd Edition (Kindle
Edition)Shiva V. N, Parasram

2. The Basics of Digital Forensics The Primer for Getting Started m Digital Forensics
John Sammons Technical Editor Jonathan Rajewski

3. Cyber Forensics - Coneepts and Approaches. Ravi Kumar & B Jain, 2006, ICFAI
Liniversity press

4, Computer Forensics: Computer Crime Scene Investigation, 2nd Edition, John R. Vacca,
Charles River Media, 2003
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Mahatma Gandhi University

Kottayam
Programme
Course Name | FOUNDATION OF CYBER FORENSICS
Typeof MDC
Course
Course Code | MGIMDCCFS100
Course Level | 100-199

Course This course provides students with a comprehensive understanding of the
Summary foundational principles of Cyber Forensics and programming methodologies
Semester | Credits 3 Total
Hours
(n:::nri:: Learning Approact Lecture | Tulorial Practacal Others
i 0 0 6l
Pre-
reguisites, if
any
COURSE OUTCOMES (C0O)
C0O | Expected Course Outcomes npon completion of this Learning PO No
MNo. | course , the students will be able to: Domains *
1 Understand how computer forensics assists in legal and | {1hderstand 1
law enforcement conlexis
Apply business computer forensic technology to real-
2 world scenarios. Analyze the types of law enforcement Analyse 23
compuier forensic technology.
3 Understanding cyber forensics tools Understand 1.2
4 Evaluate the windows registry Evilagte 3

*Remember (K), Understand (L), Apply (A), Analyse {An), Evaluate (E), Create (C), Skill
(5). Interest (1) and Appreciation (Ap)
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COURSE CONTENT

Content for Classroom transaction [(inits)

Muodule | Units Course description Hrs | €O No.
Computer Forensics Fundamentals: What 1s
LI | Computer Forensics. Use of Computer | 4 L
Forensics in Law enforcement.
Computer Forensies Assistance to Human
1 1.2 | Resources'Employment Proceedmes, | 4 1
Computer Forensics Services.
Benefits of professional Forensics
1.3 | Methodology, Steps taken by Computer | 4 2
Forensics Specialists.
Types ol Computer Forensies Technology: -
2.1 Types of Business Computer Forensic 3 2
Technology,
23 Types  of Military Computer  Forensic 3 |
Technology
23 Types of Law Enforcement-  Computcr 3 |
3 Forensic Technology,
4
h 14 Types  of Business  Computer  Forensic 1 |
' Technology.
Compuler. Forensics Evidence and  caplure:
25 | Daia Recovery Defined- Data Back-up and | 3 2
Recovery
16 -The Role of Back -up in Data Recovery-The 3 E
: Data -Recovery Solution
Definition and types of cyber forensics tools
{e.g.. acquisition tools, analysis wools, reporting
3.1 | tools).Importance of using forensically sound | 4 3
toolsSelecting  approprnate  tools based on
specific needs and evidence tvpes
Introduction to disk imaging and its importance
32 |in forensicsPopular disk imaging tools (e.g., 3 3
1 FTK Imager, EnCase Forensic Imager),
13 Uu:dgrﬂanding file system structures and their | 4 1
role in forensics
Exploring file system analysis tools (e.r., FTK
Imager Viewer, EnCase Forensic
34 Explorer)Demonstrations on examming file 4 45
systems and extracting evidence using selected
tools,
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4.1 forensics, Introduction to Windows  registry 3 3
structure and key locations for evidence

Exploring registry analysis tools (e.g.. Registry
Explorer, EnCase Registry
4.1 | Viewer)Demonstrations on navigating the 3 3
registry, searching for specific evidence, and
interpreting findings. -

4 Introduction 1o network  caplure tools and their
4.3 |mle in network forensics Explonng popular | 3
network caplure tols (e.g, Wireshark,
tepdump)
4.4 | Introduction to mobile forensics tools and their | 4 3

functionahties,

Explonng basic mobile forensics tools [e.g.,
Cellebnte Physical Analyrer, Oxygen Forensic 4 4.3
Suite)

4.5

Teacher Speeific content. This can be either
5 5| | class room teaching, practical session, field

visit ete as specified by the teacher concemned..
Evaluation is internal.

Teaching and | Classroom Procedure (Mode of transaction)

Learning Lecture and Practical
Approeach
'MODE OF ASSESSMENT
Assessment A, Continnous Comprehensive Assessment (CCA) 15 Marks
Types Written Test / Seminar / Viva' Assignments

Practical 15 Marks

B. Semester End examination 35 Marks
Written test

Practical Examination 35 Marks

References:

|, Computer Forensics, Computer Cnme Investigation by John R Vacca, Firewall Media,
Mew Delhi.

2, Computer Forensics and Investigations by Melson, Phillips Enfinger, Steuwart,
CENGAGE Leaming.

3. Real Digital Forensics by Keith j.Jones, Richard Bepithch,Curtis W.Rose, Addison
Wesley Pearson Education

4. Forensic Compiling, A Tractitioneris Guide by Tony Sammes and Brain Jenkmson
Springer International edition.

5. Ashok Kamthane - Programmung in C, Third Edition, Pearson Education

6. P K Sinha & Priti Sinha - Computer Fundamentals . Fourth Edition, BPB Publications.
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Mahatma Gandhi University

Kottayam
Programme
Course Name | DATA RECOVERY
Typeof MDC
Course
Course Code | MGIMDCOCFS101

Course Level

100-199

Course This is a comprehensive course on dats recovery involves covenng a range of topics,
Summary from the basies of storage devices to basic techmiques for recovering data
Semester | Credits i Total
Hours

EBZ::] r!s': Learning Approact Lecture | Tulorial Practacal Others

2 i} | il 60
Pre-
reguisites, if
any

COURSE OUTCOMES (C0O)

C0 | Expected Course Outeomes upon completion of this Learning M
Mo, | course . the sindents will be able to: Domains * MNo

1 Understand the importance of data recovery, file systems | {jnderstand | |1
and types of storage devices

4 Analyse basic concepis for backup and prevention from

commaon data loss scenarios Aty 2
Uinderstanding disk imaging techniques and learn hands-

3 on lab when to use these techniques for data recovery., Undentand.. |1

4 Apply hands-on data backup strategies And Acquire Apply 34

skills in file carving using different toals

*Remember (K), Understand (L), Apply (A), Analyse (An), Evaluate (E). Create (C),
Skill (8}, Interest (1) and Appreciation (Ap)
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COURSE CONTENT

Content for Classroom transaction (Units)

Module

Units

Course description

Hrs

CO No.

1.}

Introduction to data recoverv-
common cause of data loss

1.2

Types of Storage Devices-
HDD,S5D.USB drives,
miemory cards

1,2

1.3

Understanding  file - systems-
FATI2Z.NTFS, exFat

1,3

P

Basic concepts and techmgues-
Backup and prevention plans

2.2

Common data loss scenarios —
Accidental deletion,
formatting errors, file system
correchion '

2.3

23

Virus and malware attacks

1,3

il

Understanding  hard  drive
architecture- platters, spindle ,
heads, actuators

1.3

3.2

Disk  imaging locls and
technigue

2,3

i3

Disk  imaging tools-dd{cm-
line-tool ), Clone-zilla, dd
reseue, Wind2 Disk Imager, R-
Drive

i4

34

Apply Hands-on lab practical -
Disk partitioning {windows) |
Familianze hard disk parts

33

Hands-on lab practical -Disk
imaging tools-dd,win32 Disk
imager, clone zilla/dd
rescue/R-drive Parl image

4.1

Key selection  crileria 1o
choosing a data recovery tool

42

Understanding of  Dama
Recovery Tools and Software
Recuva, Eascus Data
Recovery  Wirard,  Disk

34
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| Drill, PhotoRec. R-Studio,
Pandora

Apply Hands-on lab practical -
Data Recovery tools : Recuva

4.3 JLnseus Doata Recovery 3 4
Wizard Windows File
recovery Fandora

4.4 Data Carving tools : FDAC |, 4 4

Scalpel , PhotoRec

Teacher Specific content. This
can be either class room
5 51 teaching, practical session,
ficld visit clc as spp:iﬁ:d by
the teacher concermned.
Evaluation is internal.

Teaching and Classroom Procedure (Maode of transaction)

Learning Lecture and practical
Approach
MODE OF ASSESSMENT
Assessment A, Continuwous Comprehensive Assessment (CCA) 15 Marks
Types Written Test / Seminar [ Viva' Assignments
Practical 15 Marks
B. Semester End examination 35 Marks Time 1.5 hrs
Written test

Practical Examination 35 Marks

References

1.

oot

fi.

Data Recovery A Complete Guide - 2019 Edition Paperback — Import, 4 July 2019
by Gerardus Blokdyk [ Author)

File System Forensic Analysis by Bnan Carmier

Digital Forensics with Open Source Toolsby Cory Altheide and Harlan Carvey
Refer Online Documentation of Data Recovery Tools :

httpes:/recovent wondershare com'document-recovery/top- 1 O-document-recovery-
softwarc. himl

'datarecovernywizird/

hittpss/fwww, caseus oo ~dita-recovery-software html

. Online documentation of Understanding Hard drive architecture

hitbpeiiz/ S educati vego/answers/what-15-the-hard-thzk-archiles fure- m-opemims-

E]_':} D;a Backup And Recovery by Steven nelson
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Mahatma Gandhi University

Kottayam
Programme
Course Name | WEB DESIGNING
Typeof MDC
Course

Course Code MGIMDOCFS102

Course Level | 100-199

Throughout the course, emphasis is placed on ereating visually appealing. accessible, and

:::r:!l user-friendly websilcs Siudenis gain practical skills for designing and implementing web
: i interfaces using HTML and S5,
Semester | Cradits
75 : Total
Hours
Course Detnils | Leaming Approac] Lésture Tudorial Practical Oithers
2 0 I f Gl
Pre-requisites,
if any
COURSE OUTCOMES (CO)
0y | Expected Course Outcomes upon completion of this | Learning Domains PO No
No. | course , the students will be able to: » ’
| Understand the basic knowledge and skills to create Understand(U) 1.3

simple yet effective HTML-based web pages.

Develop and analyse skill to create interactive and
2 visually appealing web pages, incorporating multimedia | Apply(A) .3
elements and collecting data through HTML forms.

Evaluate and analyse you should be equipped with the

3 skills to create visvally appealing, well-structured, and | Evaluate(E) 34
responsive web pages

4 Eur-_-_,.lumea portfolio showcasing completed web designed Evaluate(E) 34
projects

*Remember (K}, Understand (L), Apply (A}, Analyse (An), Evainate (E), Create {C), Skill (8]},
Interest (1) and Appreciation {Ap)

COURSE CONTENT
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Content for Classroom transaction (Units)

Module

Units

Course deseription

Hrs

CO No.

1.1

Introduction w web, WWW architeciure,
Fundamentals of HTML

1.2

HTML Formauing Tags, HTML Color
Coding, creating tables, frames

L23

1.3

working with form elements. HTML list..
lexl formalting tags, marguee,

.23

2.1

Introduction on HTML, Forms & Images
Using HTML: Graphics: Introduction-
How to work efficiently with images in

web pages

2.2

Image in Web page wnage maps, GIF
animation, adding  muliimedia, data
collection with HTML forms text box,
password

3.4

23

list box. combo box, text area, tools for
building web page front page,

3.4

3.1

€8S and its importance in HTML web
page  designing, OS5 introduction
CS82,0C53, OS54 dnd features<link=
and <style>= elements

1.1

3.2

CSS propertics, Controlling Fonts, Text
formatiing. CSS  Tables, including their
border, padding, color, text, height and
width, and €55 lists,The border, outline,

margin, padding,

1.3

3.3

C55 dimensions. Borders  border-radius
Border Images Backgrounds
Background Size bhackground-origin
Text Effects text-shadow.

13

4.1

Simple HTML programs

3.4

4.2

HTML programs Using Form and

controls

3.4

4.3

Web design using HTML

10

3.4

i

Teacher Specific contenl. This can be
either class room leaching, practical
session, Nield visit ete as speeified by the
teacher concerned.

Evaluation is internal.
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Classroom Procedure { Mode of transaction)
Teaching and
Learning Lecture and Practical
Approach
MODE OF ASSESSMENT
Ansessment A. Continuous Comprehensive Assessment (CCA) 15 Marks
Types Written Test / Seminar [ Viva/ Assignments
Practeal 15 Marks
B. Semester End examination 35 Marks Time: 1.5 hrs
Writien test
Practical Examination 35 Marks
REFERENCES

. lvan Bayross - “HTML, DHTML, JavaScript, Peard & CG1 ™, Fourth Revised Edition, BPB
Publication

2. Laura Lemay, Rafe Colburn , Jenmfer Kyrnin, *Mastening HTML, CS5 & Javascnpt Web
Publishing™, 2016.

3. DT Editorial Services {(Author), “HTML 5 ‘Black Book (Covers CS53, JavaScript, XML,
XHTML, AJAX, PHP, jQuery)”, Paperback 2016, 2nd Edition.

4. C, Xavier, “World Wide Web Design with HTML", TMH Publishers 2001

5. Head First HTML and €85 -Elizabeth Robson and Ene Freanan, 2nd Edibon, Kmdle Edition

f. HTML and C55: Design end Build Websiies author-Jon Ducketl, | st edition. Wiley Publication
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Mahatma Gandhi University

Kottayam
Programme BSe (Hons) Cvber Forensics
Course Name | INTRODUCTRON TO ETHICAL HAUKTNG AND TEMILS
Typear DSC A
Course
Course Code | MG2DECCFS 100
Course Level | 100 - 199

Foundational understanding of ethical hacking,computer network be familiar with

requisites, if
any

;::::. common hacking wols and methodologies, and possess the skills to conduet ethical
4 hacking assessments m a controlled and responsible manner

Semester n Credits 4

Total

Hours
E':mnl: Learning Approach Leciure Tutonal Fractcal Dihers

3 0 | 4] 75

Fre-

Basic knowledge of computer networks, operating systems, and cybersecurity

concepts is recommended

COURSE OUTCOMES (C0)

CO | Expected Course Outcomes upon completion of this Learning
No. | course,

the students will be able to: Domains *

Understanding the Ethical hacking concepts, basic
1 networking and ethical gurdelines governing ethical Understand
hacking

syslem

Understand the various types of attacks and security
2 | threats and vulnerabilities present in the computer Understand

Analyse how to protect a website and explain the basic
conecepls of social engineenng

Analyse

Apply theoretical knowledge through hands-on labs and
4 practical exercises. Such as Metasploi, Wireshark, Apply
Nmap, and others.

34

*Remember (K), Understand (U), Apply {A), Analyse (An), Evaluate (E), Create (C),
Skill (5), Interest (1) and Appreciation (Ap)
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COURSE CONTENT

Content for Classroom transaction {Units)

Module Units Course description Hrs | CO No.
L1 Introduction to EH, Steps- Define scope, 3 |
. Aunthonzation, Reconnaissance
Gaming  Access- Vulnermbility analysis,
12 maintaining sceess -Exploitation, Post- 4 I
ZE Exploitation, Clearing tracks,
1 Decumentation and reporting
|3 Hacking- Types of hackers-White hat, Grey 3 |
E hat, Black hat hacker
l.4 Cyber laws-understanding cyber space 3 1
X Various Attacks-Malware attacks, Phishing g 3
' atlacks ‘
23 Dos, DDos attacks, Input validation attacks, 3 2
: SOL Injection attacks
2
13 Buffer Overflow attacks, Privacy altack. 3 12
2y Password attacks, Social engineering attacks 5
24 Spoofing-IP  Spoofing, Vulnerability vs 3 13
' Threat vs Bk !
11 Protection of websites, Intrusion detection . (3
: systemn-NIDS, HIDS *
13 Basic computer network protocols, TCIIP 3 13
' Model
Firewalls-Packet filter firewalls, Packet
13 mspection hrewall-Apphcation  proxy : 13
: firewalls, Hardware frewall. software ;
firewall
4 Apply theoretical knowledge through hands-
3.4 on labs and peactical exercize — VMWare 3 3
' creation and OS installation (windowsT/kah
Linux)
3.5 Windows hacking- Metasploit 5 4
36 Password  Hacking-John t_lu: Ripper, 3 4
7 Dictionary attack using HYDRA, Medusa

Page 26 of 211




| weh hacking- SQL Map, Vulnerability
4.1 : - 8 4
scanming -Nmap
4.2 Dos Attack — Evillimiter, HOIC/LOIC 6 4
4
4.3 Spoofmg Tools-Ettercap, Wireshark . ZAP B 4
Social Engincermg tools — SE toolkst /
A £IMhisher ; &
Teacher Specific content. This ean be either
class room teaching, practical session, ficld
5 51 visit ¢lc -as specified by the teacher
concerned.
Evaluation is iternal.
Teaching and | Classroom Procedure (Mode of transaction)
Learning Lecturing and Practical
Approach
MODE OF ASSESSMENT
Assessment A. Continuons Comprehensive Assessment (COCA) 25 Marks
Types Written ‘Test / Seminar / Viva' Assignmenis

Practical 15 Marks

B. Semester End examination 50 Marks, 1.5 hooars

Written test

Practical Examination 35 Marks

References

o

e

Hacking fur Beginners: Step By Step Guide 1w Cracking Codes Discipling, Penciranon Testing, and
Computer Virus, Learning Basic Secunty Tools on How To Ethical Hack And Grow Paperback —
Impaort, 29 October 2020 by Karnel Erickson

Unotficial Guide to Ethical Hacking, Ankit Fadia

Ethical Hacking Ankit Adia, Second edition. 2006, Macmillan India Lid.

Penetration Testing: A Hands-On Introduction to Hacking Paperback — [lustrated, 14 June 200 4by
Georgia Weidman {Author)

Beginner 10 Expert Guede to Computer Hacking, Basic Secunty, and Penctration Testing By James
Patterson

Cyvber Lew Crimes, Barkhs and U. Rama Mohan, Third Edition 2017 Asia Law House

Cyber Laws Simplified. ViveekSood, Fourth reprimt 2008 MeGraw Hill.

URL dutipss iwwwe, in fosectrin.com blog phases-of-ethical-hackin g
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Mahatma Gandhi University

Kottayam

Frogramme

WHITE HAT HACKING AND TOOLS
Course Name
Type of MDC
Course
Course Code | MG2ZMDCCFS 100
Course Level | 100-199

This course provides a comprehensive mtroduction to the field ol white hat hacking

g:ll::lrl:!ﬂr ; and develop the skills to hands-on expenence the social media hacking tools and
y lypes of altacks present in the compuler syslem
Semester ! Credits 3
Total Hours
E:rﬂrifs Learning Afgiroséh Lecture | Turorial | Practical Chhiers
2 0 | 1] fall
Fre-
requisites, il
dAny
COURSE OUTCOMES (C0y)
CO | Expected Course Outcomes upon completion of this Learning ro
No. | course , the students will be able to: Domains * No
Understand the white hat hacking concepts, basic
4 networking and cyber ethics-hacking Unidesutaret |1
4 Undc'rtl-m_n::llth_c various types of attacks, attackers and Hadssiand |3
vulnerabilitics
3 Apply theoratical knowledge through hands-on labs and ok 12
) practical exercises, such as Social media hacking tools PPYY
4 Analyse the social engineering Analyse 23

*Remember (K), Understand (L), Apply (A), Analyse (An), Evainare (E), Create (C),
Skill (8), Interest (1) and Appreciation (Ap)
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COURSE CONTENT

Content for Classroom transaction (Uinits)

Module

Units

Course description

Hrs

0 No.

¥l

Introduction to  white hat
hacking-Reconnaissance,
Scanning and enumeration

1.2

Gaining Access -
Vulnerability analvsis

1.3

Mainfaining Arcoess-
Exploitation, Post-
Exploitation, Clearning tracks,
Documentation and reporting

|.4

Hacking- Types of hackers-
White hat hacker, Grey hat
hacker, black hat hacker

12

1.5

Cyber laws- basics of law,
Defining  cyber law, cyber
erimes-types of eyber crimes

1.2

21

Various = attacks-  Malware
attacks. Phishing attacks

1,2

2.2

Dos attacks, DDos attacks,
Password attacks

1,2

2.3

Social  engineering attacks,
Spoofing -IP spoofing

|

Vulnerability vs threat vs Risk

.

2.5

Firewalls —Packel filter
firewalls, Packet inspechion
fircwalls, hardware firewall,
software firewall

1.2

3.1

Apply theoretical knowledge
through hands- on labs
% M Ware creation

3.2

05 mmstallabon  (windowskali
Linux)

33

Vulnerability Scanning tools -
MNmap

i3

Password Hacking tools - John
the Kipper
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| Hands-on labs on social media
4.1 hacking tools Spoofing tools- 5 34
Wireshark

Social ilrtEn::ri.ng ool -
SEToolk:n

Phishing tools-Zphisher, Email

4.3 phishing/Clonng phishing

Teacher Specific content, This
can be either class room
teaching, proctical session,
ficld visil etc as specified by
the teacher concerned,

Evaluation is intcrnal,

L A |

Teaching and
Learning
Approach

Classroom Procedure (Mode of transaction)
Lecturing and Practical

Assessment
Tvpes

MODE OF ASSESSMENT
A. Continnous Comprehensive Assessment (CCA) 15 Marks
Written Test / Seminar / Viva/ Assignments

Fractical 15 Marks

B. Semester End examination 35 Marks.1.5 hours

Wiritten test

References

1. Hacking for Beginners: Step By Step Guide to Cracking Codes Discipling, Penctration
Testing, and Computer ¥Virus, Learming Basig Secunty Tools on How To Ethical Hack

And Grow Paperback — Import, 29 October 2020 by Kamel Erickson

2, Cyber Law Crimes, Barkhs and U. Rama Mohan, Third Edition 2017, Asia Law House

. Cyber Laws Simplified. Vivek Sood, Fourth reprint 2008 McGraw Hill

4. Penctration Testing: A Hands-On Introduction to Hacking Paperback — Mustrated, 14

June 2014by Georgia Weidman

L]

Beginner to Expert Guide to Computer Hacking, Basic Security, and Penetration

Testing By James Patterson

Cvher Law Crimes, Barkhs and U. Rama Mohan, Third Ediion 2017 Asia Law House
Cvber Laws Stmplified. ViveekSood, Fourth reprint 20008 MeGraw Hall.
LIRL :https:www.infoscetmmn.comsblog/phases-ol-cthical-hackine,

° g

Ethical Hacking: A Hands-on Introduction to Breaking In Kindle Editionby Daniel G.

Craham {Author)
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Mahatma Gandhi University

Kottayam
Programme
Course Name FUNDAMENTALS OF BLOCK CHAIN AND CRYPTOCURRENCY
Typeof MIE
Course
Course Code MG2MDCCFS1
Course Level | 100 - 199

Able to build an awareness of block chain technology and how it can be used 1o process
crvplocumency  iTansactions. | By the end of the course, participants will gain a

g::]m : comprchensive understanding . of block chain téchnology and s imphications for
it decentralized sy=tems,
Semester 1 Credils 3
Total
Hours
Course Details | Leaming Approach Leciure | Tutonal Practical Chihers
¢l 1 Gl
Fre-requisites,
il amy
COURSE OUTCOMES (C0)
() | Expected Course Qutcomes upon completion of this Learning PON
MNo. | course , the students will be able to: Domains * o
Understand the block chain technology and s -
| implications for decentralized systems. Usderstand !
Analyse the cryptographic principles in the context of
2 TR EIITIY Analyse 1,2
3 Evaluate and analyse El_ill:ni n, from transactions and Evaluste 42
network structure to prachical aspects
4 | Proficient in block chain development, Evaluate 3.4
*Remember (K), Understand (U), Apply (A}, Analyse (An), Evaluate (E), Create {C), Skill {5},
Interest (1) and Appreciaiion (Ap)
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COURSE CONTENT

Content for Classroom transaction (Units)

Module Units Course description Hrs | €O No.
Introduction to block chain
1.1 Technology, The history of 3 1
block chain
1.2 CAP theorem, Benefits and 3 1
limitations of block chain
1
chain
Methods of decentralization
1.4 and Routcs to decentralization 3 1,2
2.1 | Crypography in Block chain | 5 |
introduction
2.2 errptngrap]:l{:rprirrﬁliv:t 2 1.2
23 | Asymmetric  cryplography | 3 1.2
2 public and private keys
Bitcoin IMPIOYETIEnt
proposals {BIPs) — Consensus
24 Algorithms, 4 2.3
BITCoin  Introduction  and
31 Transaction 2 e
k) 33 The genesis block The 2 2.3
bilcoin network
3.3 Wallets and s types,Bitcoin 2 1.2
paymenls
Bitcoin investment and buying
34 and selling bitcoing , Biteoin 4 34
installation, BIPs
Creating Merkle tree
+.1 Creation of Block 3 34
4
4.7 Block cham hnpll.:-m-:nmtim 5 34
Programming code
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4.3 code to implement block chain 10 34
m Merkle Trees

Java Code 1w implement
Mining using block chain,
Java Code o implement peer-

4.4 to-peer using block chain, | 10 34
Creating a Crypto-curréncy
Wallet

Teacher Specific content. This
can be either class room
5 51 teaching, practical session,
field wvisit etc as speeified by
the teacher concerned,
Evaluation i3 internal.

Tesching and Classroom Procedure (Mode of transaction)
Learning :
Apireach Lecture and Practical
MODE OF ASSESSMENT

Assessment A. Continuons Comprehensive Assessment (CCA) 15 Marks
Types Written Test / Seminar / Viva/ Assignments

Practical 15 Marks

B. Semester End examination 35 Marks, 1.5 hours
Written test
Practical Examination J5 Marks
REFERENCES

a
s

3.

Mastering Blockchain: Distributed ledger technology, decentralization, and sman conlracts

explained, Imran Bashirn 2nd Revised editon edibon. Birmingham: Packt Pubhshing, 2018,
Mastering bitcoin, A. M. Antonopoulos, First edition, Sebastopol CA: O Reilly, 20135,

An Overview OF Blockchoin Technology: Architecture, Consensus, and Fulure Trends 2.

Zheng, 5, Kie, H. Dhai, X, Chen, andH. Wang, —2017 IEEE Imernations] Congress on Big Data

{BigData Congress), 2007, pp.557-564.
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Mahatma Gandhi University

Kottayam
Programme
Course Name INTRODUCTHON TOCOMPUTER NETWORK
Type of MDC
Course

Course Code MG2MDOCFS102

Course Level | 100 -199

Computer Nelweorks course provides an mtroduction to computer networks, with a

E:"r“ special focus on Internet archifecture and protogols. Understand and apply Different
mmary
cvher tools.
Semester i | Crodits 3
Total
1 Hours
Course Details | Leaming Approach Legiure Tuitorial Practical Oithers
2 L] 1 ] i)
Pre-reg uisites,
if any
COURSE OUTCOMES (CO)
0 | Expected Course (hatcomes upon completion of this Learning ro
MNo. | course . the students will be able o: Domains * N
| Understand the computer networks. ranging from basic | Understand 1.2
defimihions and models to advanced concepts
Analyse, and troubleshoo! network communication at
2 different layers, preparing them for roles i networking | Analvse 1,2
and related ficlds.
Apply access contrel models and wunderstand  the
3 intricacies of security models, contributing to their | Apply 1,23
readiness for roles in cyber security and related fields.
Apply and Evaluate compuier lorensics lasks (o .
4 investigate computer crimes, exract digial evidence Ryahete 3
*Remember (Kj, Understand (U), Apply (A), Analyse (An}), Evaluate (E}, Create (C), Skill
(%), fnterest (f) and Appreciation (Ap)
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COURSE CONTENT

Content for Classroom transaction (Units)

Module Units Course description Hrs | €O No.
Basic network types and
11| Topology 2 1,2
1 |2 Fmim:n! EI‘HE' Standards, 3 1.2
connecting device
1.3 TCPP and OS] model 5 1.24
21 En‘;u' detection MNoiscless and 3 12
g Noisy channel ¥
£ 22 | Congestion controlDNS 3 12
2.3 Other protocols 4 1,2
3.1 O8] Secunty Amh.it:-:mr:, 3 1.2
Secunty Atlacks
3 13 Security  mechanism  and 3 1.2
' Service. }
33 Access control model 4 1.24
Understand the basic concept
4.1 of crimes, evidence, extraction, 4 1.2.4
preservation, eic.
Understand the basic concept
4.2 of OF 5 1.24
43 Daata recovery tools ] 1,234
4 43 Digital evidence control tools 5 34
4.4 apply Forensic tool ] 34
Teacher Specific content. This
can be either class room
teaching, practical session,
5 3.1 field visit etc as specified by
the teacher concermed,
Evaluation is infernal,
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Classroom Procedure (Mode of trapsaction)

Teaching and | ) o ture and Practical
Learning
Approaach
MODE OF ASSESSMENT
A, Continuons Comprehensive Assessment (CCA) 15 Marks
#::-:ment Written Test / Seminar / Yiva/ Assiznments

Practical 15 Marks

B. Semester End examination 35 Marks. Time: 1.5 hours

Written test

Practical Examination 35 Marks

REFERENUES

B i =

Wetwaork security essentials, William Stallings, foumh edinon, 2001 Pearson Education
Computer Networks, Andrew 5. Tanenbaum, fifth Edition, 2013, Pearson Education India.
Drata communication and Networking . Behrouz A Forowsn - Fourth Edition. McGraw Hill
Data and Computer Communications , William Stallings- Eighth Edition, Prentice Hall
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Mahatma Gandhi University
Kottayam

Programme

BSc (Hons) Cyber Forensics

Course Name

INTRODUCTION TO PROGRAMMING

Type of
Course

DSC A

Conrse Code

MGIDSCCF3200

Course Level

200 - 299

Course
Summary

Acquired a solid foundation in- programming, preparing them for further
cxploration of advanced topics and languages in the dynamic field of computer
seience and software development,

Nempster

m Credits 4 Total

Couorse Devails

Houars

Tutorial | Practcal Oithers

Leaming Approach

3 (1] L 3

Pre-requisites,
if any

COURSE OUTCOMES {CO)

0
No.

Expected Course Outcomes upon completion of this
course , the students will be able to:

Learning
Domains *

PO No

Understand the basic concepts and principles of
programmung and introduction of object oriented
concepls.

L'nderstand

Analyse and understand C++ @ programoming,
emphasizing modular and  object-oriented  design
prnciples..

Analyse

1.2

CEvaluate, analvse and understand the object-orented
programmung principles in C-++,

Evaluate

1,23

4

Develop a strong foundation in programming concepts
and techniques object-onented principles.

Apply

34

“Remember (K), Understand (L), Apply (A), Analyse (An), Evalnate (E), Create (C), Skifl
(8}, Interest () and Appreciation {Ap)
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COURSE CONTENT

Content for Classroom transaction (Units)

Module |  Units Course description }1' CO No.
R Characteristics of programming 3 i
; language, Flowchart, Algorithm.
Control  structure, Testing and
1.2 debugping. 4 1,2
| 13 POP and OOP concept 2 1.2
Simple ¢+ program, token, data
1.4 type ,variahles 3 1.2
Liperator and Operator
1.5 precedence. 3 1,2
2.1 Understand the class and funetion | 3 1.2
2.2 Call by value and reference 2 2.3
2
Member - function and private
= mémber function. J 5
2.4 Friend function and array 7 2.3
Constructor Different type and
3.1 destructor 3 2.3
Owperator overloading (unary and
32 i 3 3
biary) and rules
3 Inhentance, Derived class and the
33| visibility mode 31 I8
Different type of mheritance,
34 virfual base class, constructor in| 6 1.2.4
derived class
simple program and program
41 using control sfructure 5 Lihoet
4 =
42 ﬁumm based functions and 5 134
recursion
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. Program based on array , Function

%3 overloading.

5 1.3.4

Program based on operator

44 overloading{ Unary and binary)

% | 134

Program based on member

funciion, Friend funcion

4.5 3 123

46 Program based on constructor and
? inheritance.

7 1.3.4

Teacher Specific content. This
can be either class room teaching,
practical session, field visit elc as
3 Al specified |« by the “ieacher
concerned.

Evaluation 1s internal.

Teaching and | Classromn Procedure (Mode of transaction)
Yoxici
R Lecture and Practical

Approeach

MODE OF ASSESSMENT
A. Continvous Comprehensive Assessment (CCA) 25 Marks
Assessment Written Test / Seminar / Viva/ Assignments
Tvpes
Practical 15 Marks

B. Semester End exanmination 30 Marks. Time 1.5 hours
Wrilten test

Practical Examination 35 Marks

REFERENCE

1. Ohbject oriented Programming with ANSI & Turbo C++ Ashok N. Kamthane, First Edition,

2011, Pearson India.
. Computer Fundamentals,P K Sinha&PritiSinha, Reprint 2018, BPB Publications.

3. Object Oriented Programming with C++.E. Balagurusamy , Fifth edition, Tata McGraw
Education Hall, 2011.

4. Programming in C Ashok Kamthane Third Edition, 2015, Pearson Education,

5. Object Oriented Programming in Turbo C++ Roben Lafore, 1991, First Edition, Galgotia
Publications.

6. Programming with C++,1) Ravichandran, Second edition, 2002, Tata MeGraw- Hill.
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Mahatma Gandhi University
Kottayam

Programme BSc (Hons) Cvber Forensics

Course Name | COMPUTER ORGANTZATION

Typeof
Course

DSC A

Course Code | MG3DSCCFS201

Course Level | 200 - 299

To provide a solid foundation in the organization and architecture of

f:"m ry compuler systems, p_x:q:-aring them for more advanced topics in computer
scicnce and engmeering.
Semester I Credits 4 Total
Hours
Cnur_s-i: Leaming Approach Lieture Tutogial Practical Oihers
Details
3 0 | 75
Pre-
requisites, il
ARy
COURSE OUTCOMES (C0O)
CO | Expected Course Outcomes upon completion of this Learning PO
No. | course , the students will be able to: Domains * No
1 Understand basic functional units of a computer Understand | 1
Analyse the internal workings of the CPU and explore the
2 impact of program control on  overall system Analyse 1.2
performance.
3 E'l:-Ell,mI:.: different types of memory and their impact on Balists 12
overall system performance.
Apply the fundamental concepts of the processing unit
4 and mput/output organzation to selve practical problems Apply 1.2.3
in computer architecture and system design.
*Remember (K), Understand (U), Apply (A), Analyse (An), Evaluate (E), Create (C),
Skill (8), Interest (T) and Appreciation (Ap)
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COURSE CONTENT

Content for Classroom transaction (Units)

Module

Units

Course description

Hrs.

CO No.

.1

Introduction: Parts of
Computer System- Hardware,
Saftware, Data, Users,
Finctional units

1.2

Basic opemtional  concepts,
Bus structures, memory
Locations and  address
JMEmMOry operations

Instruetion  execution  and
straight hne  sequencing,
branching

2.1

Central ~ Procesging  Unit:
General Repister Organization,
Stack Chrganization,
Addressing

Mlodes

},2

2.2

Instruction Classificanon,
Program control.

3.1

Memory, Hierarchy, Main
Memory, Orgamzanon  of
RAM. SRAM, DRAM, Read
Omly Memory ROM-
PROM EPROM_EEPROM,

Auxibiary  memory, Cache

MEIOEY,

;2

3.2

Processing -unit: Fundamental
concepts. reégister  transfers.
performing an anthmetic or
logic operations, fetching a
word in memory, execution of
a complete msiruction

I,2

4.1

Identification of computer
hardware parts.

This hands-on activity helps
them wdentify vanous hardware
parts such as the CPU, RAM,
hord  drive;  mutherboard,
power supply unit [PSU), and
coolmg components elc
Component Identification:
Provide a set of hardware

1.2,3
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components (e.g.. CPU, RAM,
maotherboard, storage drives)
and have students identify each
component, mcluding s
purpose, form factor, and key
specifications.

42

Assembly language
programming to comprehend
the imstruction  set  and
addressing modes of a
processor utilizing an B-hit or
16-bit microprocessor,

1. Assembly language program
for  performing  Anthmetc
operations using two % bit and
16 bt numbers

2. Assembly language program
to find Sum of N numbers.

3. Assemnbly language program
to find factorial of number

4. Assembly language program
tor find Average of N numbers

5.1

Teacher Specific content. This
can' be cither ¢lass room
teaching, practical scssion,
field visit etc as specified by
the teacher concerned.
Yaluation 15 interal,

Teaching and
Learning
Approaach

Classroom Procedure { Mode of transaction)

Lecture and Practical

Assessment
Types

MODE OF ASSESSMENT

A. Continuous Comprehensive Assessment (CCUA) 25 Marks

Written Test / Seminar / Yiva/ Assignments

Practical 15 Marks

B. Semester End examination 50 Marks Time: 1.5 hours

Wrilten test

Practical Examination 35 Marks
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REFERENCES

1. Computer Systems Architecture, M.Marris Mano-Third Edition, Pearson Education

2, lntroduction on Computers Peter Norton, Sixth Edition, 2008, TataMcGraw Hill

3. Computer Organization- Hamacher VranesicZaky, Fifth Edition, 2011, Tata McGraw-
Hill

4. Computer Fundamentals, P K Sinha & Priti Sinha, Fourth Edition, Reprint 2018, BPB
Publications

8. Introduction to Computer Science, Fouthimpression, 2009, ITL Education Solutions
himited.

6. Structured Computer Orgamisation, Andrews Tanpenbaum, Sixthedition, 2016, Pearson

7. Computer Organisation and Architecture, William Stallings, Seventh edition, Fourth
impression 2009, Pearson education.
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Mahatma Gandhi University

Kottayam
Programme BSe (Hons) Cvber Forensics
Course Name | TCMIP AND NETWORK SECURITY [Network Security Specialization)
Type of DSE
Course
Course Code | MG3DSECFS200
Course Level | 200 - 299

Course Able to design, implement and secure network infrastructure while being of
Summary emerging threats mn network security
Semester 1] Credits 4 | Total
Hours
gml;::: Leamning Approath Lecture | Tuforial | Practical Oithies
4 0 0 60
Fre-
requisites, if
any
COURSE OUTCOMES (C0¥)
CO | Expected Course Outcomes upon completion of this Learning ro
MNa. | course , the students will be able to: Domains * No
1 Recognize in depth TCP/IP and Network fundamentals Understand | |
4 | Analyse network Security fundamentals and classify the Sl 12
role of firewall in network security
Apply Cryptography principles and secure
3 COMMUnicae Apply 2
4 Evaluate TCP/IP protocol, services and network security Evaluate 23

“Remember (K, Understand (U), Apply (A), Analyse (An), Evaluate (E), Create {C),
Skill (8), Interest (1) and Appreciation (Ap)
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COURSE CONTENT

Content for Classroom transaction (Units)

Module

Units

Course description

Hrs

CO No.

1.}

Introduction:  Types of computer
Networks

1.2

Beference Models: 150-05], TCP/AP.

1.3

Protocol Hierarchies: Network layer,
Transport layer, Appheation layer

2.1

Thie OS] Secunty Architeciure: security
attacks, security scrvices. Scourity
mechanisms

2.2

A Model for Network Security- Access
Contral Models; Chinese Wall, Clark-
Wilsom, Bell-LaPadula, MNon
Interference and Role Base Model,

Lad

23

Intruders: Intruders, Intrusion
Dretection, Password Management

24

Firewalls: The MNeed for Firewalls,
Firewall - Characteristics, Types of
Firewalls, Firewall Basing, Firewall
Location and Confirurations.

3.1

Symmetric  Encryption  Principles:
Symmetric Block Encryption
Alporithms

3.2

Public-Key Cryptogmphy - Prmciples:
Public-Key Cryplography Algonthms

2.3

33

koey Distribution and User
Authentication:  Symmetric  Key
Distribution Using Symmeiric
Encryption, Kerberos, Key Distribution
Using Asymmetric Encryption,X.509
Certificates, Public-Key Infrastructure.

34

4.1

Transport-Level Securnity: Web Security
Considerationz, Secure Socket Laver
and Transport Layer Secunty, HTTPS,
Secure Shell (S8H).

34

4.2

IP Security: IP Security Overview, IP
Security Pohiey, Encapsulating Security

34
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| Payload,  Combining  Security
Aszoctations, Internet Key Exchange |

43 Electronic Mail Securnity: Pretty Good 3 34
Privacy, S'/MIME

Teacher Specific content. This can be
either class room teaching, practical

5 5.1 gession, field visit etc as specified by the
teacher concerned.
Evaluation is internal.
Teaching and | Classroom Procedure {Mode of transaction)
Learning
Approach Lecture
MODE OF ASSESSMENT
-":mmmt A. Continuous Comprehensive Assessment (CCA) 30 Marks
Types Written Test / Seminar [ Viva' Assignments
B. Semester End examination 70 Marks Time: 2 hours
Written test
Text Bonks

1. MNetwork secunty essentials, William Stallings, 4" edition, 201 1 Pearson Education

2, Computer Networks, Andrew 5. Tanenbaum, 5% Edition, 2013, Pearson Education

Inddia.

3. Data communication: and networking, Behrouz A. Forouzan, 2017 MeGraw Hill
Education.

References

1. Networkmg: Principles, Protocols, and Practice” by Olivier Bonaventure
2. "TCP/IP Hlustrated, Yolume 1: The Protocols®™ by W, Richard Stevens

3. " Computer Cryptography and Network Security: Principles and Practice” by William
Stallings
"Hacking: The Art of Exploitation™ by Jon Enckson (for understanding security from

an offensive perspective)
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Mahatma Gandhi University

Kottayam
Programme BSe (Hons) Cvber Forensics
Course Name | OPERATING SYSTEMS (Operating System Architecture Specialization)
Type of DSE
Course
Course Code | MG3DSECFS201
Course Level | 200 -299

Course Aim the comprehensive understanding of operating systems, enabling them to design,
Summary implement, and manage systems effectively.
Semester 1] Credits 4
Total
Hours
El:ml'!: Learning Appmﬂ'nh Lecture Tidonl Fractcal Oithers
4 ] 4] fal)
Pre-
requisites, if
any
COURSE OUTCOMES (CO)
C0O | Expected Course Qutcomes upon completion of this Learning PO
No. | course . the students will b able to: Domains No
Analyse the basic concept. of process, Threads CPU
I | scheduling, Scheduling - criteria, ~ Analyse CPU|  Analyse |
scheduling algonthms, Crnitical sections problems.
Understand and Analyse Deadlock, Deadlock prevention
7 | JAvoidance, contiguous memory  allocation, paging Analyse 1.2
segmentation, Demand paging,. Page replacement
technigues
1 Ama.l:.-'sr._' different Types of file access methods and Analyse 124
Allocation
4 | Make use of Linux OS, File System, Different Editors | Understand | |

“Remember (K), Understand (U), Apply (A}, Analyse (An), Evaluate (E), Create (C),
Skill (8), Interest (T) and Appreciation (4Ap)
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COURSE CONTENT

Content for Classroom transaction (Units)

Module

Units

Course description

Hrs

CO N

1.1

Definition and Functions of OS5,
Types of Operating Systems-
Baich OS5, Multi programming
08, Time Eh.u:'ing 08, Real time
05, Distnbuted 0OFf, PQOST,
Booimapping.

|.2

Process management: . process
concepl,  provess  scheduling,
operations on processes,
cooperaling processes,

13

1.3

Threads-overview And Benefits |
CPU  scheduling,  scheduling
critena, CPU schedulmg
algorithms, Process
synchronization,  crifical-section
problem seimaphores.

1,3

2.1

Deadlocks-
Characterization,Resource
Allocanion  Graph, Dead lock
prevention and avoidance .

I3

2.2

Memory management, conliguous
memory  allocation,  paging.

sepmentation, segmentation with
paging.

L3

23

Virtual memory, demand paging,
page replacement.

1,3

3.1

File Svstem- Access Methods-
Sequential, Dircet, Other access
methods.  Allocation  Methods-
Contiguous  allocation, Linked
Allocation, Indexed Allocation

1,3

3.2

Directory Structure-Single- level
Drirectory, Two- level Directory,
Tree -structured directories.

[.3

i3

o syslems-Kernel o
subsystem-1'0 Scheduling,
Buftering, caching, Spooling.

[.4
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Linux Operating System:
Architecture, Features of Limux
4.1 05, Types of shells available n 3 1
Linux, hardware requirements for
Linux

Linux File system, Types of files
42 in Linux- Ordinary Directory, | 3 l
special files. Types of Users,

Types of Edifors-
gedit,vi,emacs Jog,pico,

43 Functions Of text editors.
: Introduction to GNOME and
KDE-GNOME  Desktop, KDE
deskiop.

Teacher Specific content. This can
be either class room teaching,
practical session, field visit etc as
3 : specified by the  teacher
congerned.

Evaluation is internal,

Teaching and | ¢yyeqr00m Procedure (Mode of transaction)
Learning

Appraach Lecture

MODE OF ASSESSMENT
Assessment A. Continuous Comprehensive Assessment (CCA) 30 Marks
Types Written Test / Seminar / Viva/ Assignments

B. Semester End examination 70 Marks Time: 2 hours
Wrritten test

REFERENCES

1. Operating systern Concepts-Sixth Edition- Silberschatz Galvin Gange- Wiley India
Edition

Linux -The Complete Reference-Sixth Ediion-TATA MeCrraw-Hill Edition

Milan Kovie - Operating Systems, 2ndEdition, (TMH )

William Stallings - Operating Systems, Sixth Edition, Prentice Hall of India. Pearson

LT TR

Cristopher Megus - Red Hat Linux Bible, Wiley Dreamtech India 2005 edition.
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Mahatma Gandhi University
Kottayam

Programme

BSe (Hons) Cvber Forensics

Cowrse Mame

PARALLEL PROCESSING (Modern Computing with Resource Sharing

Specialization]

Tvpe of DSE

Course

Course Code | MGIDSECFS202
Course Level | 200 - 299

Aims ig to provide 1n deésigning, jmpltml:n}.ing_, and optimizing parallel programs

Course for various architectures.
Summary
Semester I Credits 4
Total
Hours
E:;I;]S-: Leaming Approach Lecture Tusorial Practical Oithers
- 4 0 i 0 il
Pre-
requisites, il
any
COURSE OUTCOMES (C(O)
0 | Expected Course Qutcomes upon completion of this Learning MO
MNo. | course , the students will be able to: Domains * No
1 Recognize the Parallel Processing System Understand | I
3 AI‘.IE:I.'}I’ELI‘, the pnnciples of pipelining and vector Kireia ?
processing.
F Famuliarize the structures and algorithms for array oderatend . |1
PrOCEsSor,
4 analyse multiprocessor architecture and programming Analysze |

“Remember (K), Understand (U}, Apply (A), Analyse (An), Evaluate (E), Create (C),
Skill (5}, Interest (1) and Appreciation (4p)

COURSE CONTENT
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Content for Classroom transaction (Units)

Module Units Course description Hrs | CO No.
11 Evaluation of computer | !
’ syslem
Parallelism m uniprocessor
1.2 syVElEms 3 :
1 1.3 Parallel computer structures 2 l
14 Architectural classification 5 I
’ schemes
Parallel processing
I3 Appheations % I
2.1 Lincar pipehning 2 2
55 Classification of pipeline 5 A
’ Processors -
13 ltyst_:}mhun and anthmetic 5 >
3 pipelines
74 Principles of designing 5 3
; pipehned processors
Introdoction o vectar
3 processing 1 .
F‘ip:]in::l veclor processing
2.6 cretbidd 2 2
3:1 SIMD Array Processors 3 3
SIMD Interconnecinon
3 34 Metworks ) 3
13 Parallel Algorithms for array 4 1
prOCESSOrs
il Functional Structures of 5 4
' Multiprocessor Systems
4
43 Interconnection Metworks, 3 4
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Multiprocessor Operating

4.3 Systems 3 4
Inter-processor

44 Commumecation Mechamisms E 4

4.5 Dataflow compulers 5 4

Teacher Specific content. This
can be cither class room
teaching, practical session,

3 5.1 field visit etc as specified by

the teacher concerned.
Valuation is intermal,

Teaching and | Classroom Procedure (Maode of transaction)

Learning Lecture

Appreach

Kkabaan MODE OF ASSESSMENT

Tvoes A. Continuous Comprehensive Assessment (CCA) 30 Marks

» Written Test / Seminar [ Viva/ Assignments
B. Semester End examination 70 Marks, Time: 2 hours
Writlen test
References

l. Computer Architecture and parallel processing-Kai Hwang and F A Briggs.
2. Introduction to Computer Architecture, Stone H 5, Galgotia publishers
3. The Architecture of pipehned computers — KogmH. McoGraw Hill
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Mahatma Gandhi University

Kottayam
Programme BSe (Hons) Cvber Forensics
Course Name | COMPUTER SECURITY
Typear DSC B
Course
Course Code | MG3DSCCFS202
Course Level | 200 - 299

Aim o equip sindents the knowledge and skills needed to analyze, implement, and

Course manage effective secumty measures in various computing environments. The course
Summary often emphasizes a combination of theory and hands-on experience to prepare
students for the dynamie and constantly cvolving field of computer securty.
Semester 1l Credits 4 Total
Hours
E:;:TE Learning Approach Legiure Tadogial Practical Dihiers
5
i 0 | 75
Fre-
requisites, if
any
COURSE OUTCOMES (CO)
C0 | Expected Course Outcomes upon completion of this Learning PO
Mo, | course , the students will be able to: Domains * No
1 Understanding of computer Security Concepts Understand 1
2 Analyse network vulnerabilities, attacks and security Analyse 1.2
3 hpphr secure coding practices and analyse application Apply 5
SCCUTIty
Evaluate security in differemt operating system and
4 provide security that is resilient to common secunty Evaluate 2.3
vulnerabilitics.

*Remember (K), Understand (U), Apply (A), Analyse (An), Evaluate (E), Create (C),
Skill (8), Interest (1) and Appreciation (Ap)
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COURSE CONTENT

Content for Classroom transaction (Uinits)

Module Units Course description Hrs | CO No.
Overview  of computer  secunty
1.1 concepts-Types of sceunity threats (eg. | 5 1
malware, phishing, hacking)
Security goals: confidentiality, integrity,
1 1.2 A 3 i
availability
1.3 Basic cryptography principles 3 1.2
| 4 Security policies and models 4 23
; 2
2.1 Network vulperabilitics amd attacks 1
37 Flrll:'l.l'l'ﬂ]j!i and  intrusion  detection’ 3 1.3
prevenhon systems
3 2.3 Virtual Private Networks (VPNs) 3 2
2 Secure . Socket Layer (SSL) and | 5
s Transport Layer Security (TLS)
Metwork security protocols {e.g, [Psec)
2.5 3 2
31 Understanding Web application security 4 |
12 Apply Secure coding practices 3 3
3 33 Database securnty 3 3
14 Mobile app secumty 2 2
3.0 Security in cloud computing. 3 2
4.1 Access controls and permissions 4 1.3
g 4.2 Lizer authentication mechanisms 3
43 3 2

Analyse File system security
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4.4 Security m different operating systems 4 5%
(€., Windows, Linux, MacOS) |

4.5 Evaluate Sccunty updates and patches 3 2,3

4.6 lrllsl,ulling, and Configuring Windows A 3
Firewall

4.7 [I:_.si.alling and Configuring Linux | 5 3
Firewall (Iptables)

Teacher Specific content. This can be
either class room teaching, practical
3 a1 sess1on, Deld visit etc as specified by the
teacher concerned,

Evaluation is internal.

Teaching and | Classroom Procedure (Mode of transaction)

Learning Lecture and Practical
Approach
MODE OF ASSESSMENT
Assessment A. Continuous Comprehensive Assessment (CCA) 25 Marks
Tvpes Written Test [ Seminar / Viva Assignments

Praciical 15 Marks

B .Semester End examination 50 Marks Time: 2 hours
Written test

Practical Examination 35 Marks

References &

L. Computer Security: Principles and Practice”™ by William Stallings and Lawriz
Brown, 3% edition

2. Metwork Security Essentials” by William Stallings , 4" edition

3. The Web Application Hacker's Handbook™ by Dafydd Stuttard and Marcus Pinto 2™
edition

4. Operating System Concepis” by Abraham Silberschatz, Peter B. Galvin, and Greg
Gagne, 10" edition

SUGGESTED READINGS
1. Cryptography and Network Security: Principles and Practice” by William Stallings
2. Introduction to Computer Secunty” by Michael T. Goodnich and Roberio Tamassia
3. Computer Security: Art and Science” by Matt Bishop
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Mahatma Gandhi University
Kottayam

Programme

Course Name | E-WASTE MANAGEMENT AND RECYCLING

Typeof

VAC
Course

Course Code | MG3IVACCFS200

Course Level | 200 =299

Course Aim 1o attain the knowledge and skills needed to contribute to sustainable e-waste
Summary management and recyeling efforts. both at the local and global levels.
Semester I Credits 3 Total
Hours
ﬁ::::?: Learning Approach Leciure Tworinl Pracoc| Oithers
" 3 0 i 45
Pre-
requisites, if
any
COURSE OUTCOMES (C0)
0 | Expected Course Dutcomes upon completion of this Learning POy
Ma. | course , the students will be able to: Domains ® N
1 Recognize E-Waste Understand | 1
4 Analysn_ the environmental consequences of improper E- Atalyie |
waste disposal
3 Apply skills to communicate E-waste management Apply 2
Evaluate real world case studies to gan  practical )
# successful E-Waste management. il
“Remember (K), Understand (L), Apply (A), Analyse {(An), Evalnate (E), Create (C),
Skill (5), Interest (1) and Appreciation (Ap)
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COURSE CONTENT

Content for Classroom transaction (inits)

Module 1 mids Course description Hirs C0 Mo,

Introduction- Types of
1.1 contaminants in E-waste, 4 1
Treatment strategies

Landfill disposal. Biological

1.2 2 2
treatment, Advanced methods
Urban mining E-waste for metals:

1.3 -Physical Techniques-Chemical 4 2

wechniques

Extraction of nanometals from E-
.4 waste-Pure metals- Metal oxides B 4
Metal nanocomposites

24 Mechanisms in phytoremedistion 4 4
Phytoremediation approaches for

i ; 3 2
different contaminants
Advancement of

23 phytoremediation for remediation 1 3

5 of E-wasie conlaminated sites

Advantages associated with

2.4 phytoremediation for E-waste 4 |
cordaminated sites.

25 limitations 3 |

2 h phytoremediation  for E-waste F -

contaminated sites.

31 Waste electronic and electrical 4 |

equipment types

3.2 Metallic components in E-waste 4 l
i
13 Hydrometallurgical recovery 4 1
methods
Electrowinning aned
34 ; 4 3
electrorefining processes
4 i1 Electrolysis, Adsorption- P i

desorption
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Precipitation-dissolution,

% i 2 4

" Dxadation-reduction 3
Advaniages of the electrokinetic

4.3 remediation techmique, 2 4

Disadvantages and challenges

44 Electrokinetic remediation for the - 4

removal of organic wasle,

Teacher Specific content. This can
be either class room teaching,
practical session, field visit etc as
5 2l specified by the teacher
concerned.

Valuation isinternal,

TE“I]'!EE and Classroom Procedure (Maode of transaction)
Learning :
,d,pp roach Lecture
MODE OF ASSESSMENT
Assessment A Continuous Comprehensive Assessment (CCA) 25 Marks
Types
Written Test/ Assienment/Viva/Seminar
B. Semester End examination 50 Marks Time: 1.5 hours
Written Test
TEXT BOOKS :

I. FElectronic Waste Management Intemational Best Practices and Case Studies by Majeti
Mamsimha Vara Prasad, Meththika Vithanage, Anwesha Borthakur, First
edition, 2020, Elsevier publication

REFERENCES :

1. "E-Waste Management: From Wasle o Resource” by R, E. Hester, R. M. Harmison,
First edinon, 2010, Royal Society of Chemistry publication

2. "E-Waste in Transition: From Pollution te Resource" by Florin-Constantin Mihai,
Publication Academic Press, First edition, 2016,

1. Electronic Waste: From Cradie to Grave by Ruediger Kuehr and Eric Williams,
Publisher CRC Press, First edition, 2013,

4. Electronic Waste Management: A Case Study of Lagos State, Migeria Author: Oladele
Osibanjo, Maruf Sanni, and Kehinde Ojedokun, Publisher: Sprnnger, First
editon, 2015,
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Mahatma Gandhi University
Kottayam

Programme BSe (Hons) Cvber Forensics

Course Name | DATA STRUCTURE USING C++

Typeof
Course

DSC A

Course Code | MGADSCCFS200

Course Level | 200 = 299

This course is designed to provide a comprehensive understanding of fundamental

Course data structures and algonthms usmg the C+ programming language, Parlicipants
Summary will learn how to implement and utilize various data struciures to selve complex
problems efficiently.
Semester v Credits 4 Total
Hours
E:;:TE Learning Approach Legiure Tadogial Practical Dihers
5
i 0 | 75
Fre-
requisites, if
any
COURSE OUTCOMES (C0)
CO | Expected Course Outcomes upon completion of this Learning PO No
No. | course, the students will be able to: Domains *
1 Recognize the basic of data structure, Understand | |
2 Analyse applications of stack, queue Analyse 1.2
Analyse applications of linked list Apply 1,2
4 I;J'GSLE!,IL mmplement, and deliver programs in data e 12.3
structune

“Remember (K), Understand {U), Apply (A), Anulyse (An), Evalnate (E), Create (C), Skifl (5),
Interest (1) and Appreciation {Ap)
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COURSE CONTENT
Content for Classroom transaction [(1inits)

Module

| mits

Course description

CO No.

1.1

Introduction o Data Structures,
Basic Terminology, Data
Structure Opemtions; Armay:

1.2

Introduction, Linear Armays,
Representation of Linear Arrays
in Memory, Multidimensional
ATTayS.

2.1

Stack: - Introduction,  Array
Representation amd  Basic
Operations;  Implementation of
Stacks.

1,2

Application of Stacks, Evaluating
Arithmetic  Expression  using
Stacks, Infix Lo Posthx Notation,

1,2

Queue: Introduction,
Implementation.  of Quewe,
Prionty Queue, Dequeue, Linked
List: Introduction, Representation
of Linked List, opcrations in
Linked List, Doubly and Circular

Linked List.

1.2

il

Trees =  Introduction, Binary
Trees, Representation, Traversing
and its Algorithms, AVL tree

1.2

3.2

Serting: Bubble sorl, Insertion
sort, Selection sorl

Searching: Linear Search, Binary
Scarch

1.2

4.1

Part 1
1. Stack Implementation
2. Linked list

3. Queve

15

123

4.2

Part 1
l. Sorting

2. Scarching

15

123

3.l

Teacher Specific content. This
can be either class room teaching,
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specified by  the  teacher
concerned,

Evaluation is internal.

TE“!]!“E and Classroom Procedure (Mode of transaction)
Learning
Approach Lecture and Practical
MODE OF ASSESSMENT
Assessment A. Continuous Comprehensive Assessment (CCA) 25 Marks
Types Whritten Test / Seminar / Viva/ Assignments

Practical 15 Marks

B. Semester End examination 30 Marks Time: 1.5 hours

Written test

Practical Examination 35 Marks

REFERENCES

1. Schaum’s Outline Series: Theorv and Problems of Daa Structures- Sevmour
Lipschutz, 1 986 MeGraw- Hill.

2, Data Structures and Algorthms in T, Goodrich Michael T, Second cdition,
2016, Wiley.

3. Data structures and Algonthm Analysis-in C++, Mark Allen Weiss, Third edition,
2007, Pearson Education India.

4. Data Structures. Seymour Lipschutz, Revised Fiurst edition. 2014, MeGraw Hill

Education,
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Mahatma Gandhi University
Kottayam

Programme BSe (Hons) Cvber Forensics

Course Name | APPLIED CRYPTOGRAPHY

Typeof

DS A
Course

Course Code | MGADSCCFS20)

Course Level | 200 =299

"Applied Cryptography" 18 a field of study that focuses on the practical application

$ree of ervplographic techmiques to secure communication, data integrity, and user
Summary et
authentication.
LS te g
emester v Credits 4 Tistiil
Hours
gx :_:: Learning Approaé Lecture | Tuforinl | Practical Oithirs
3 1] | 15
Pre-
requisites, if
any
COURSE OUTCOMES (C0)
0 | Expected Course Ountcomes upon completion of this Learning PO
Mo. | course , the students will be able to: Domains * Mo
1 R:uugn:i:.:: the fundamental concepts of cryptography. Understand | |

5 | Analyse secure coding practices with cryptographic

algorithms to prevent vulnerabilities.

3 Apply c_ryp_m-gmphir: techniques o secure network Apply 2

communieaton,
4 | Implementation of cryptograply Create z

“Remember (K), Understand (L), Apply (A}, Analyse (An), Evainaie (E), Create (C),

Skill (5), Interest (1) and Appreciation (Ap)

Analyse |
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COURSE CONTENT

Content for Classroom transaction (Units)

Module Units Course description Hrs CO Now
Defimition and historical
1.1 development-Basic cryptographic 3 |
terminalogy
I3 Applications of cryplography o 3 3
; madern computing
1
Crvplographic Primitives:
1.3 Syinmetric kev crypiography ws. 4 2
asymuretric key erypiography
1.4 Hash  functions - and ther 5 p
' applications
11 Symmeiric Koy Algorithms; Dats 3 -
' Encrvption Standard { DES) .
53 Advanced Encrypiion  Standand 5 P
h [AES)
23 Stream ciphers and block ciphers. 1 2
2
24 Block Cipher Mades of Operation 3 4
2.55 Electronic Codebook (ECB) 3 4
2.6 f_'i.phcr Block Chai.ning (CBC). 3 4
Public Key Infrastructure (PKI)
3l Digital signatures, centificates, 2 3
and Certificate Awhonties
Public key algonthms: E5A
LB Diffie-Hellman Key Exchange: | 4 3
i Key exchange protocols
Cryptographic Hash  Functions:
33 Secure Hash Algonthm (SHA) 7 4
Family
14 Message Authentication Codes: g 3
' HMAC
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Write a JAVA program 1o
emplement the DES algonthm
logie.

4.1 b i
Write a JAVA program o
smiplement the AES algomithm
logic.

Write a JAVA program 1o
4.2 implement the REA algonithm i 3
logic.

Write o JAVA progmm o
4.3 implement the MDS algorithm ! 4

logic.

Write ‘a program to implement
4.4 siegnegraphy-image, awdio, 8 4
video

Teacher Speci fic conten, This can
be either cliss moom teaching,
prachical session, field visit ele as
2.1 specified by the  teacher
eoncemed.

Evaluation 1s imternnl.

Teaching
and

Learning
Approach

Classroom Procedure (Mode of transnction)
Lecture and Practical

Assessment
Types

MODE OF ASSESSMENT
A, Continwous Comprehensive Assessment (CCA) 25 Marks
Written Test / Seminar / Viva' Assignments

Practical 15 Marks

B. Semester End examination S0 Marks Time: 1.5 hours
Written test

Practical Examination 35 Marks

REFERENCES

|. "Cryptography and Network Security: Principles and Practice™ by William Stallings
2. "Applied Cryptography: Protocols, Algonthms, and Source Code  In C" by Bruce

Schneer

3. "Serious Cryptography: A Practical Introduction to Modern Encryption “ by Jean-
Philippe Aumasson
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4. "Understanding Cryptography: A Texthook for Students and Practibhoners" by Chnstof
Paar, Jan Pelzl first Edition 2009, springer

SUGGESTED READINGS
|. "Cryptography Engineering: Design Principles and Practical Applications” by Niels
Ferguson, Bruce Schneier, Tadayoshi Kohno
2. "Handbook of Applied Cryptography™ by Alfred . Menezes, Paul C. van Oorschot,

Scort A, Vanstone
3. "Public-Key Cryptography: Theory and Practice “by lonathan Katz, Yehuda Linde
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Mahatma Gandhi University
Kottayam

Programme

BSe (Hons) Cvber Forensics

Course Name

VIRTUAL PRIVATE NETWORK SECURITY (Metwaork Security Specialization)

Tvpe of DSE

Course

Course Code | MG4DSECFS2(0
Course Level | 200 - 299

Able to comprehensive undersianding of VPN security, equipping them with the

requisites, if
any

E“m skills needed to design, implenent, and matntain secure VPN solutions in various
Summary R T A
organizational semings.

Semester IV Credits 4

Total

Hours
E::E: Loariing Apbeoach Lesture. | Tutorial | Practical Cithers

4 i 0 6l

Fre-

COURSE OUTCOMES (CO)

) | Expected Course Outcomes upon completion of this Learning PO

No. | course ., the students will be able to: Domains * No
| Linderstand the fundamental concepts of Virtual Pnvate Uriksstaing |1
Metworks.
Analyse the prninciples and applications of eneryplion :
2 algonthms in VPNs, Arialyme 12
3 Implemem role- based access control for VPN uscr Apply 12.3

management.

4 Make use of various user authentication methods in the
context of VPN=

Evaluate 23

*Remember (K), Understand {U), Apply (A}, Analyse (An), Evainate (E), Create (C),
Skill (8), Interest (1) and Appreciation (Ap)
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COURSE CONTENT
Content for Classroom transaction (Units)

Module

Units

Course description

Hrs

CO No.

[.1

Overview of Virtual Private
Networks { VPNs), Types of
VPNs: Site-to-Site, Remote
Aecess, S5LTLS VPNs

1.2

Importance of VPN Secunty
Security Fundamentals:
Encryption, Authentication,
Integrity

.2

1.3

Threats to VPNs:
Eavesdropping, Man-in-the-
Middle Anacks

1.2

2.1

VPN Prolocols; IPSec,
SSL/TLS, PPTP, L2TP

2.2

Encryption Algorithms: DES,
IDES, AES

L ]

2.3

2.3

key Exchanpe Mechanisms:
IKEv], IKEw2

23

il

LUser Authentication Methods:
Passwords, Certificates, Two-
Factor Authentication

L

32

VPN User Management: Role-
Based Access Control

33

Integration with LDAP and
RADIUS, Network Access
Control (NAC) m VPNs

2.3

4.1

YN Design Considerations

4.2

Site-to-Site VPN Deployment,
Remote Access VPN

Deployment

4.3

Security Considerations for
VPN Gateways, VPN
Performance Optimization

[

5.1

Teacher Specific content. This
can be either class room
teaching, practical session,
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the teacher concernad.

Evaluation is internal,

Classroom Procedure (Mode of transaction)
Teaching and
l..r.ur:ning Lecture
Approach

MODE OF ASSESSMENT
Assessment A. Continuous Comprehensive Assessment (CCA) 30 Marks
Types Written Test / Seminar/ Viva' Assignments

B. Semester End examination 70 Marks Time: 2 hours
Wiritlen test
References :

1. "Virtual Private Networks™ by Charlie Scott and Paul Wolfe , 2 edition

2. “Vinual Private Networks: Techoologies and Solutions”™ by Ruixi Yuan, W. Timothy
Strayer 2011

3. Network Security Essentials”™ by William Stallings 4™ edition, 2011

4. “Deploying Virtual Private Networks with Microsoft Windows Server 2003 by Joseph
Davies

SUGGESTED READINGS

1. "S5L and TLS: Designing and Building Secure Systems” by Eric Rescorla
2. "Yirtual Private Networks: Making the Right Connection” by Mark Norris. Weidong
Wu, and Mark Turner
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Mahatma Gandhi University

Kottayam
Programme BSe (Hons) Cvber Forensics
Course Name | LINUX ADMINISTRATION {Operating Systermn Architectura Specialization)
Type of DsE
Course
Course Code | MG4DSECFS201
Course Level | 200 - 299

Course To provide a solid foundation in Linux, enabling them to effectively use, administer,
Summary and troubleshoot Linux-based systemns in vanous contexls.
Semester v Crodits 4 Total
Hours
gx :_:: Leaming Rpproati Leciure | Tudorial | Practical Othiees
4 0 0 60
Fre-
requisites, if
any
COURSE OUTCOMES (C())
CO | Expected Course Outcomes upon completion of this Learning ro
MNa. | course , the students will be able to: Domains * No
Understand architecture of Linux 05 Shell types. Linux _
: file system and different Editors. Hndentana ()
Analyse Directory commands, File Commands, Filter
2 commands, Process related commands, Disk related | Analyse 1.2
commands.
; Analyse and Fvaluate shell seript, Parameter Handling, |  Analyse, L2
Control Structures Evaluate '
4 Analyse and Ewvaluate User management commands, Analyse, 124
package management, and various servers Evaluate B

“Remember (K), Understand (L), Apply (A), Analyse (An), Evaluate (E), Create (C),
SKill (5), Inverest (T) amnd Appreciation (Ap)
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COURSE CONTENT

Content for Classroom transaction (Uinits)

Module

Units

Counrse description

Hrs

0 No.

1.1

History Of Linux and UNIX, Open
source  Software,  Architecture,
Features of Linux OS, Types of shells
available m  Linux, hardware
requirements for Linux

1.2

Linux File system, Types of [iles in
Linux- Ordinary, Directory, special
files

1.3

Types of Users, Types of Editors-
peditvi.emacsJJoe, pico, Functions Of
text editors.

[

2.1

Managing directorics-
mkdir,mmdinls cdpwd.  Basic  file
commands-cat, More, less,
cp.mv, i find diffemp. Standard
Input/Output Redirection, File Name
Expansion, Changing file Permission
USing chmod-absolute muode
symbaolic mode.

Simple filter commands-
head tail we,cul, tr,paste, soit, unig, we,
sed awk, pipe. Mathematical
commands-

expr.factor. be Networking
commands-mesg,

whe talk,write, wall finger.chin.ping
truceroute. ssh. Process related

Commands-ps topJall.Disk  reluted
commands-df.du

]

23

File transfer command-
fip.Compressing and decompressing
files-compress, gzip,gunzip. Mounting
and unmounting filesystem:-
meunt, imount.

il

Shell Programming-Creating  and
editing files with vi and gedit editor.
Basics of shell programming,

shell programming in hash.

34

3.2

Shell variables-Local and Global

variables, system shell wvariables,
Parameter Handlng In Shell script

34
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33

| Control Structures- Test Operations,

Conditional control structures, Loop
control structures.

id

4.1

Basic  System Administration-
Superuser Control.-

su,sudo,Scheduling task using cron

id

4.2

Controlling access lo direclories and
files:chmod changing a file’s owner
or group:chown and chgrp Managing
Users and Groups: Command line
User management- useradd, userdel,

usermod, pgroupadd, groupdel, and
groupmad.

34

4.3

The password Files. Redhat package
management using rpm.  Analyse
various  servers-DHCP,DNS Apache
and squid

34

5.1

Teacher Specilic content. This can be
either class room teaching, practical
session, field visit etc as specified by
the teacher concerned.

Valuation 1s infermnal,

Teaching and
Learning
Approach

Classroom Procedure (Mode of transaction)

Lecture

Assessment
Types

MODE OF ASSESSMENT
A, Continuous Comprehensive Assessment (CCA) 30 Marks

Written Test / Seminar / Viva' Assignments

B. Semester End examination 70 Marks Time: 2 hours

Written test

REFERENCES
1. The Complete reference-Linux, Sixth Edition-TATA McGRAW-HILL Edition

2. Linux Administration-A Beginners Guide, Sixth edition-Wale Soyinka
3. Official Red Hat Linux Users guide by Redhat, Wiley Dreamiech India

4. Graham Glass & King Ables - UNIX for programmers and users, Third Edition, Pearson

Education.

5. Neil Mathew & Richard Stones - Beginning Linux Programming, Fourth edition, Wiley

Dreamtech India.

6. Cnstopher Negus - Bed Hat Linux Bible, Wiley Direamtech India 2005 edition.
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Kottayam

Mahatma Gandhi University

Programme BSe (Hons) Cvber Forensics

L N
ARG Specialization]

DISTRIBUTED SYSTEMS (Modern Computing with Resource Sharing

Tvpe of DSE
Course

Course Code | MG4DSECF5202

Course Level | 200 - 299

Course Covers concepts related to designing, implementing and managing distributed
Summary compuling system
Semester ™ Credits 4 S
Hours
E:ﬁ: Learning Approach Lechure . | Tuiorisl Practical Othicrs
4 0 i )
Fre-
reduisites, if
any
COURSE OUTCOMES (C0O)
C0 | Expected Course Outcomes upon completion of this course . Learning PO No
No. | the students will be able to: Doamains * :
1 _melll:lr:iz:e the ﬁn}drrmental concepts of Distributed svste) 1inderstand | 1
including its charsctenstics, hardware, and software concepts.
Analyse vanous communication models i Distribuied system,
2 which mcludes Remote procedure calls, remote object invocation, Anulyse 3
message onented communication, stream onented communication o
3 Analyse the reaszon and technique of code migration Analyse 1.3
4 Evaluate, how the process can synchronize Evaluate 24

Inrerest (1) and Appreciation (Ap)

“Remember (K), Understand (L), Apply (A), Analyse (An), Evaluate (E), Create (C), Skill (5},
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COURSE CONTENT

Content for Classroom transaction (Units)

Module

Units

Course description

0 No.

1A

Introduction o Distributed  Syslem-
definition,  characteristics,  Hardware
Concepts-multiprocessors

12

Homogeneous multi computer svstems,
Heterogeneous mult computer systems

1.3

Software concepis-Distributed Operating-
Systems, Uniprocessor Operating Sysiems,
multiprocessar Operating systems; mult
comptiter  operating - systems,.  DEM,
m:twurkﬂpm-ul.:ing Sysiems

gt

Ceommunication model « RPC « basic RPC
Operation, Chent and Server Stubs,
parameter  passing, Remote  Object
Invocation-Distributed Objects, binding a
client 1o an Objects, Static and Dynamic
RMI

1.2

22

Message-Onenled Communication-
persistent  commumication, transient
communication, Bekerly Sockets, MPI

2.3

MOM-message-queming model,  messal
brockers, Strenm-Oriented Communiciatio
media representaton, data stream.,

3.1

Provess-threads,  thread  Implementaric
threads in Distributed System, Multithread
Clients, multithreaded Servers,

3.2

Clients-user Interface, clientside Software
for Distribunon  Transparency, Servers-
general Design [ssues, Object Servers,

i3

Code migration-Approaches to code
migration, migration and local resources,
migration in heterogeneous svstems

4.1

Synchromisation-Clock  Synchronisation,
Christan’s algorithms, Bekerly Algorithm,
Logical Clocks-Lamport Timestamps

4.2

Election algorithms-Bully algorithms, Ring
Algorithms, Mutual Exclusion-centralized
algonthm, Dstnbuted algonthm, Token
Ring Algarithros,
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4.3 | replication, Object  Replication, Fal g 4
Tolerence-basic  concepts, failure mode
Failure making by Redundancy.

Teacher Specific content. This can be eith
51 |¢lass room teaching, practical session, fic
visit etc as specified by the teacher concerne
Evaluation is internal.

Teaching and

Classroom Procedure (Mode of transaction)

Learning Lecture
Approeach
MODE OF ASSESSMENT
Assessment A. Continvous Comprehensive Assessment (CCA) 30 Marks
Types Written Test / Seminar [ Viva' Assignments

B. Semester End examination 70 Marks Time: 2 hours
Wrilten test

REFERENCES

2

3.

et

Distributed Systems Principles and pamdigms- Andrew S Tanenbaum, Mareen van
Steen-Prentice Hall Of India-Second Edition

Distnbuted Systems Concepts and Design -George Coulouns, Jean Dollimore, Tim
Kindberg-Third Edition

Dismbuted Systems -Sunitha Mahajan, Seema Shah- Oxford University Press, First
Edition 2010

Dhistributed Operating System- Pradecp K Sinha-PHI Edition-first Edition

Distributed algorithms - Nanmey A Lynch. Hardeourt Asia  Pvt.Ltd. Morgan
Kaufmann, 2000
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Mahatma Gandhi University

Kottayam
Programme BSe (Hons) Cvber Forensics
Course Name | INCIDENT RESPONSE IN CYBER FORENSICS
Typear DSC B
Course
Course Code | MGADSCCFS202
Course Level | 200 -299

Incident Response is a crucial aspect of cyber security .which provides a

;::::. comprehensive approach, covenng foundational concepts, hands-on technical
Y skills, and exposure o advanced incident response techmiques.
Semester I\ Credits 4 Total
Hours
gx :_:: Learninig Approah Lecture | Tuforial | Practical Ohirs
3 1] | T35
Pre-
requisites, if
any
COURSE OUTCOMES (C0¥)
CO | Expected Course Outcomes upon completion of this Learning ro
MNa. | course , the students will be able to: Domains * No
Understand the phases and steps invelved in the incident
1 response process. Grasp the components and structure of | Understand |
an incident response plan,
Evaluate the mmportance of a well-defined ncident
2 _ . . : Evaluate 2
response plan. Examine the digital forensic process.
Apply meident response methodologies 1o real-world
3 scenarios. Develop an incident response plavbook based Apply 2
on different attack scenarios.
Analyse packet caplures as a form of network evidence.
4 : : Analyse 2
Analyse syslem memory as a form of forensic evidence
*Remember (K), Understand (U), Apply (A}, Analyse (An), Evaluare (E), Creare (C),
Skill (5), Interest (1) and Appreciation (Ap)
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COURSE CONTENT

Content for Classroom transaction (Units)

Maodule

Units

Course description

Hrs

CO No.

1.1

The incident response process, The
mncident response plan, The incident
response playbook.

1.2

Forensic

Fundamentals: Digital forensic
fundamentals, The digital forensic process

L3

Acquiring Host-Based

Evidence-Preparation, Evidence
volatility, Evidence acquisition, Evidence
callection procedures,

Non-volatile data.

1.2

2.1

Network Evidence Collection:
Preparation, Network device evidence.

132

Packet capture, Evidence

Collection.

23

MNetwork Evidence Analysiz-Analyzing
packet captures, Analyzing network log
files

3.1

Analyrmg  System  Memory-Memory
evidence overview, Memory analysis,.

L )

Forenswe Reporting-

i3

Documentation  overview.  Incident
tracking, Written reports  Advanced
Incident Response Techmgues- Malware
analysis and reverse engineening,

Threat intelligence and information
sharing, Endpoint detection and response
(EDR),

Advanced persistent  threat  (APT)
detection and response.

4.1

Dhigtal Forensic Fundamentals-
Introduce  digital forensic tool: and
conduct basic cxercises on file system

10
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nnal_y_*ais, file r-ﬂ-:::wgrv. and metadata
axamination

Mon-volatile Data Analysis  Perform
analysis on non-volatile data sources, such
as disk mmages. Use tools to extract
nformation. recover deleted files, and
understand file structures,

Packet Analvsis with Wireshark- Analyvze
packet captures using Wireshark. Explore
42 protocols,  extract  imformation,  and ] 3
dentily patterns indicative of potential
secunty incidents

Aml:.rzirlg System- Memory- Explore
memory  evidence by  capturing and
43 | analyzing volatile data. Use tools like | 10 3
Vaolatility to examine memory dumps and
identify mahcious activity.

Teacher Specific content, This can be
either class room  leaching, practical
51 session, feld visit ete as specificd by the

teacher concerned.
Evaluation is internal.
Teaching and Classroom Procedure (Mode of transaction)
Learning Lecture and Practical
Approach
MODE OF ASSESSMENT
Assessment A. Continuous Comprehensive Assessment (CUA) 25 Marks
Types Written Test / Seminar / Viva/ Assignments
Practical 15 Marks
B. Semester End examination 50 Marks Time: 1.5 hours
Written test
Practical Examination 35 Marks
References

1. Dngital Forensics and Incident Response |, Gerard Johansen, Ist edition, Packl
Publishing, 2017
2, "Incident Response & Computer Forensics” by Jason T, Lutigens, Matthew Pepe, and

Kevin Mandia
3. "Dimtal Forensics and Incident Response” by Gerard Johansen
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Mahatma Gandhi University

Kottayam
Frogramme
Course PROGRAMMING IN JAVA
Name
Tvpe of SEC
Course
Course Code | MGASECCFS200
Course
Level 200 - 299
R e The specific: outcomes of & lava course can vary depending on the level
PR (introductory, mtermediate, and advanced) and the focus of the course (e.g., Java
X i programming, Web development with Java, Java for mobile development).
Semester v Credits 3
Total Hours
Course 2 Lecthire | Tutoral Practical {ithers
2 Leaming Approsch
Doty 0 3 0 45
Pre-
requisites, if
any
COURSE OUTCOMES (CO)
CO | Expected Course Outcomes upon completion of this Learning o
No. | course , the stndents will be able to: Domains * No
1 Familiarize its history, features, and core concepls. Understand | 1
. Anﬂl_g.fse exn:-eplmnumsm_mnt code and crafting efficient Al 12
multi threaded programs.
Apply graphics techmiques and swing components to
3 create multimedia-nich content. Apply 12
Evaluates students' ability to design, implement, and
4 | deliver a functional Java applicabon, showcasing their | Evaluate 123
overall proficiency in Java programming.
*Remember (K), Understand (U), Apply (A), Analyse (An), Evaluare (E), Create (C),
Skill (8), Interest (1) and Appreciation (Ap)
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COURSE CONTENT

Content for Classroom transaction (Units)

Module

L'mits

Course descripfion

Hrs

CO No.

Bricf History of Java, Feature of Java,
JDK., Data Types, Operators, Control
Structures nJAVA,

Arrays, Defining a Class, Ficlds
declaration, Method declaration,

creating object, Accessing

Class members, method overloading,
visibility control, Constructors,
constructor overloading,

Super keyword, static members,
Inberitance, Overriding Methods,

I

2.1

Exception Handling- Try- Catch
Statement, Catching more than one
Exeeption, The Finally Clause. Multi-
threading

1.2

22

Creation of mult: threaded program,
thread Life cycle.

I o

kg

LN

Applet Fundamentals -applet tag,
applet life cycle, Work

With graphies - Line, Reclangle, Oval,
Arc, and Colour setting.

1.2.3

AWT and Event Handling- Delegation
Event Model -Event Classez- Sources
of Events-

Event Listeners

1,23

33

Swing- components of swing- Jabel,
JButton, ICheckBox,

JRadiwoBulton, JList, JComboBox,
JTextField, JText Area

12,3

4.1

Part 1. Applet, swing based Programs

i}

1,23

42

Part Il {using closs and read mputs
from kevboard)

Java Programs: Method Overloading-
Method Overnding-inheritance,

L

1.2.3

- |
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threading

Teacher Specific content. This can be
either class room teaching, practical

5 5.1 session, field visit etc as sp-ur.iﬁv::d by
the teacher concemned.
Evaluation is mternal,
Teaching and
Learning Classroom Procedure {Mode of transaction)
AfpEeAch Lecture and Practical
MODE OF ASSESSMENT
j-:frw:ment A. Continvous Comprehensive Assessment (CCA) 25 Marks
P Written Test / Seminar [ Viva Assignments
B. Semester End examination 530 Marks Time: 1.5 hours
Written test
BOOK OF STUDY;

1. E. Balsgurusamy- Progromming with Java, Third Edition, MeGraw Hill Companies.
1. K. Somasundaram = PROGEAMMING IN JAVAZ, First Edition, Jaico Publishing

House.

REFERENCE:

1. Patrick Maughton - Java2 the Complete Reference, Seventh Edition:
2. Cay 5 Horstmann &amp; Gary Comell - Core Java Yolume 1- Fundamentals, Eighth

edition.

4. Java 6 Programming Black Book 2007 Edition, Dreamtech press.
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Mahatma Gandhi University

Kottayam
Programme
Course Name | CYBER LAWS AND CASE STUDES
Typear VAC
Course
Course Code | MGAVACCFS200
Course Level | 200 -299

Course Cyber Laws tyvpically covers legal frameworks and rezulations that govern
Summary activities in evherspace.
Semester v Credits 3 Total
Hoiirs
ﬁ::::?:‘ Learning Approach Leciure Tusorial Practcal Others
: 3 0 i 45
Pre-
requisites, if
anv
COURSE OUTCOMES (C(y)
0 | Expected Course Dutcomes upon completion of this Learning POy
Ma. | course , the students will be able to: Domains Mo
| ll.:lnderstnnd the advantages and importance of Cyber Cadsatsnd |1
AW,
) E"-'EI[IJ:_]IE t!‘le impact of teclu'fulugy on privacy rights. Ryaluas 7
Examine high-profile cyber-crime cases
Apply knowledge of E-Governance n a legal context,
3 Apply legal knowledge to snalyze case studies on e- Apply 2
commerce disputes.
Evaluate the significance of law in the digital age. Asscss
Y | the significatios of Givil Eaw jurisfiction a lidia. Bralugte, (2

“Remember (K), Understand (U}, Apply (A}, Analyse (An), Evaluate (E}, Create {C),
Skill (5), Interest (1) and Appreciation (Ap)
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COURSE CONTENT

Content for Classroom transaction (Units)

Module

Units

Course description

Hrs

1.1

Basic of law, Advantages of Cvber Laws,
Understanding cyber space, Defining
eyber law, Scope and jurisprudence ,

.2

Concept of junsprudence, Overview of
Indian legal system, Introduction to 1T
Act 2000,

Amendment in [T Act,

1.2

1.3

Jurisdiction: Civil Law of Jurisdiction in
India, Cause of Action, Jurisdiction and
IT Act 2000. Indian

Evidence Act Vs IT Act 20040,

2.1

Digital  signature and  Electronic
signature, Digital Signature under the [T
Act, 2000

1.2

E-Governance,

Altnbution,  Acknowledgement  and
Dispatch” of  Electronic  Records,
Certifying Authorities, Dhties of
Subscribers, Intermedianes,

2.3

Electronie Commecrce, E-commierce n
India, Electronic Confracts.

Penalties and offenzes under the 1T Act,
2000,

3.1

E-Commerce and Consumer Protection -
Legal aspecis of electronic transactions,
Consumer protection laws onling

3.

Case studies on e-commerce disputes,
Cyber secunty Laws and Incident
Responsc - Legal frameworks for cyber
secunty

3

Incident response and l2gal
considerations, Case studies on cyber
security incidents and legal outcomes

4.1

Privacy  Laws and  Regpulations-
Orverview of privacy laws {e.g.. GDPR,
CCPA),
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Case studies on privacy breaches, 5 4

4.2 Impact of technology on pnvacy nghts
Cyber cime Laws and Enforcement-
43 Cyber crime legislation and statutes, 5 4

Low enforcement in cyberspace . Case
studies on high-profile cyber crime cases

Teacher Specific content. This can be
cither class room teaching, practical
5 51 session, field visit etc as specified by the
teacher concerned.

Evaluation is internal.

Classroom Procedure (Mode of transaction)
Taach!ng and Lecture
Learning
Approach
MODE OF ASSESSMENT
Assessment A. Continuous Comprehensive Assessment (CCA) 25 Marks
Types Written Test / Seminar / Viva' Assignments
B. Semester End examination S0 Marks Time: 1.5 hours
Written test
REFERENCES

1. Cyber Law Crimes, Barkha and L. Rama Mohan, 3rd Edition . Asia Law House, 2017

2. Cvber Laws Simplified, Vivek Sood, 3 rd edition, Mc Graw Hill Education, 2014

4. "Cyber Law: Maximizing Safety and Minimizing Eisk in Classrooms” by Virginia REezmicrski
4. "Cybersecunty Law" by Jelf Kossefl
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SEMESTER 5



Mahatma Gandhi University
Kottayam

Frogramme B5c (Hons) Cyber Forensics

Conrse Mame | DATABASE MANAGCEMENT SYSTEM AND SECURITY

Type of

e DSC A

Course Code | MG5DSCCFS300

Course Level | 300 - 399

Aim o understanding of both database management system concepts and pnnciples of

g:umr':e oy muﬁt_y. enabling them to design. implement, and secure databases in real-world
2CNArIos
Semestier v Credits 4
Total Hours
:;;l;: Leaming App } Lecture Tutorial Practical Oithes
3 0 1 0 73
Pre-
requisites, if
any
COURSE OUTCOMES (C0)
C0) | Expected Course Outcomes upon completion of this Learning PO
No. | course . the students will be able to: Domains * No

Familiarise the different data models and elTective use of
| database management systems for data storage and | Understand |

retreval.
Analyse dalabase managemen! concepls, relational data

2 | modeling, normalization, and querying databases using | Analyse 2
SOL and other formal lansnapes.

3 _Appl}r dnta Securnty measure 1o profect sensive Agply 7
information

Create and execute SQL guenes for data retneval,
modification, and manipulation.

*Remember (K), Understand (U), Apply {A), Analyse (An), Evaluate (E), Create (C),
Skill (5), Interest (1) and Appreciation (Ap)

COURSE CONTENT

4 Creale L]
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Content for Classroom transaction (Units)

Module | Units Course description Hrs | CO No.
Introduction: Characteristics of the Database
L1 | approsch,Problems with file system data| 3 L
management
Database System Architecture, Levels Data
1.2 | Abstraction,Schema, Instance, Data | * 2
| Independence
|.3 | Evaluate ER Model, Relational Model and 5 ]
Enhanced Entity Relationship
L4 | Integrity Constraints . 3 1.2
7 Physiﬂn! Data urgammhun, [ndexed files, | g 1
sequential Orpanization files.
The relational Data model concepts Relational
2 2.2 algebra, Tuple relational calculus, Domain 3 2
relational calculus, SQL
i First, Second and Third Nommal forms, Boyee - 5 7
Codd Normal forms.
ER Introduction 1o Databases Sccurity Problems in 1 |
Databases
17 D&mhp: hu:g_,]:'lt:r and S_n:ulir_*.r F‘uncl:pts. ] 1
Domain constraints, Referential Integrity
Diseretionary access control method, Mandatory
33 access control and rele base access control for 4 12
3 mlttlevel security
Crash  Recovery, Failure classification,
14 | Recovery conmcepts, Log base recovery| ¢ 1
techniques  .Checkpoints, Recovery  with
concurrent transactions
Undemstanding DDL 13 used to define the
structure of the database, including creating,
altering, and deleting tables and schemas.
DML is used for managing data within the
4.1 database, including guerying, inserting, 10 |
4 updating, and deleting records.
DCL s used 1o control access to data within the
database, including pgranting and revokmng
permissions.
42 | Analyzing in SOL (Aggregate, Sort, Date) ] 2
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Create PL/SOQL Program Using Conditional

4.3 Stalements, Loop Statements, Function, 12 4
| Procedure
Teacher Specific content. This can be either class
< 51 | room teaching, practical session, field visit etc as

specified by the teacher concerned.
Evaluation is internal.

Classroom Procedoure (Mode of transaction)
Teaching and | § o ture and Practical
Learning
Approach
MODE OF ASSESSMENT
R A. Continuous Comprehensive Assessment (CCA) 25 Marks
Types Writtem Test / Seminar / Viva' Assignments
Practical 15 Marks
B. Scemester End examination S0 Marks Time: 1.5 hours
Written test
Practical Examination 35 Marks
Text Books:

1. Database system concepls,Silberschate, H.F Korth , and § Sudarsan., Fouth Edition,
2002 Tata McGraw Hill.

o

n

Database Security. and Awpditing, Hassan A, Alyouni, India Edition, 2009
cengagelcarmning.

Database Sccunty, SilvanaCastano, Sccond edition 1994, Pearson Education.
Fundmentals of Database Systems, Elmasn and Navathe, 3% edition, 2003 Pearson
Education,

Database systems- Design [mplementation and Management, Peter Rob, Carlos

Coronel, |hh edition, 2012, Course Technology
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Mahatma Gandhi University
Kottayam

Programme BSe (Hons) Cvber Forensics

Course Name | SECURITY ANALYSIS USING PYTHOMN

Typeof

DSC A
Course

Course Code | MGSDSCCFS30)

Course Level | 300 - 399

Aims should be proficient in nsing Python for security analysis tasks and be able 1o

;::::. apply their knowledge in real-world security scenarios. The course should provide a
Y balance between theoretical concepts and practical hands-on experience
Semester v Credits 4
Total
Hours
E':mnl: Learning -!lF[Il'ﬂﬂEh Lecture Tudonal Fractical Cithers
3 ] | 0 79
Pre-
requisites, if
any
COURSE U TCOMES (T0)
() | Expected Course Outcomes upon completion of this Learning PO
No. | course , the students will be able to: Domains © No
| Familianse Python programming language LInderstand 1,2
2 Examine object eriented concepts in python Understund | 1,2
Reviewing network programming concepls and secunty ;
3 modules m Pythen G btk
4 Apply Pyvthon modules for data and network security Apply 1.2.4
*Remember (K), Understand (L), Apply (A), Analyse (An), Evainare (E), Creare (C),
Skill (5), Interest (1) and Appreciation (Ap)

COURSE CONTENT

Content for Classroom transaction (Units)
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Module

Uinits

Course description

Hrs

CO No.

1.1

Introduction to Python and
installation

1.2

variables, expressions,
statements, MNumeric data
types:  Int, float, Boolean,
strimg,

1.3

Basic data types:List, Tuple,
Sets, Dictionanes

2.1

Conditionals: Boolean values
and operators,  conditional
Jieration: statements .break,
continue.

Functions-Function and  iis
use, pass keyword, flow of
exccution,  parameters  and
arguments, retum values,
parameters, local and global

scope, function composition,
recursion.

Exception Handling — Buil-
in excephions, Defining new
exceplions. _

Ohhject Oriented
Programming - Clazses and
objects, Modules, Packages

3.1

Network programming
basics — Socket Programining,
Intemnet Application
Programming. FTF [lib, http
package, smip hib, urllib.

3.2

Pentesting — Introducing the
scope of pentesting,
Approaches 1o pentesung,
Scanning pentesting - using
ping sweep

b

33

TCP scan concepl and i1
implemertation using a Python
sgript, How  to crcate  an
efficient IP Scanner.

4.1

Basic programs, Functions and

Arrays

4.2

Exception handling programs,
Implement  modules  and
packages,

th
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. Programs with OOPS coneepl
(class, object, mhentance)

4.3

Socket Programming.
44 Programs using ftp lib, uel lib, 5 4
' smtp, Create [P scanner, Port
SCAMNCT.

Teacher Specific content. This
can be edher class oom
teaching, practucal session,
ficld visil clc as specified by
the teacher concerned.

11 |

Evaluation is mtcrnal,

Teaching and
Learning
Approach

Classroom Procedure (Mode of transaction)
Lecture and Practical

Assessment
Types

MODE OF ASSESSMENT
A, Continnous Comprehensive Assessment (CCA) 25 Marks
Written Test / Seminar / Yiva' Assignments

Practical 15 Marks

B. Semester End examination 50 Marks Time: 1.5 hours

Wrilten test

Practical Examination 35 Marks

References

1. An Introduction to Python, Guido van Rossum, Network Theory Ltd. (March 1, 2011)
2, Python Penctration Testing Essentials, Mohit Rag, 2* Edition, Packt Publishing Ltd,

20135

SUGGESTED READINGS

1. Head First Python A Brain Friendly Guide, Paul Barry, O'Reilly Media, Inc., 2010
2, Python Programming — An Intreduction o Computer Science, John Zelle, Third
Edition, Tom Sumner.
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Mahatma Gandhi University
Kottayam
Programme BSe (Hons) Cvber Forensics
Course REMOTE SENSING NETWORK (Network Security Specialization)
Type of DSE
Course
Course Code | MGSDSECFS300
Course Level | 300-399
Course The Remote Sensing Network provides & foundational understanding of remote
Summary sensing principles and technologies, leam about various sensors, data interpretation.
4
Semester v Credits Total
Hours
ﬁ::::?:‘ Learning Approach Lesiure Tuarial Practcal Oihiers
i 4 0 0 0 60
Pre-
requisites, if
any
COURSE OUTCOMES (C0O)
C0 | Expected Course Outcomes upon completion of this Learning PO
No. | course, the students will be able to: Domains *
I | Aware of the principles and concepts of remate Understand | 2
SENSING.
5 | Realize the functioning of various Remote || jecind |2
Sensing platforms and sensors
5 Analysing and processing the data from remote Aoabi 34
SENSOTS.
4 | Apply remote sensing techniques to real world Apply 4.5.6,1
problems u
“Remember (K), Understand (L), Apply (A), Analyse (An), Evaluate (E), Create (C),
Skill (8), Interest (1) and Appreciation (Ap)
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COURSE CONTENT

Content for Classroom transaction [(inits)

Monitoring of Atmosphenc Constituents

Module | Units Course description Hrs | CO No.
. Defimtions — Milestones i the history of "
- remote sensing
Electromagnetic Radiations -
1 1.2 | Electromagnetic spectrum — Major divisions | 4 |
of electromagnetic spectrum
13 Radiation Laws — Interactions with the 4 l
’ Atmosphere and surfaces
Platforms - Type of Platforms - Ground
9t Observation Platform — Airborne P 5
) Observation Platform and Space-Borne
Observation Platform
: 29 Types of satellites — Earth Resources 4 >
| Satellites — Meteorological Satellites
31 | Sensors - classification of sensors —optical — | 7
microwave — thermal
3 | Visual Image Interpretation (Overview), | s 3
Digital Image Processing (Overview)
32 | Data Integration, Analysis, and Presentation | - 1
- Mulu-Approach of Remote Sensing
3 Integration with Ground Truth and Other
33 | Ancillary Data - Integration of Transformed | 3 3
Data - Integration with GIS
Process of Remote Sensing Data Analysis -
34 | The Level of Detail - Limitations of Remote | 3 3
Sensing Data Analysis — Presentation
4.1 | Land-Cover and Land-Use, Agriculture 4 4
41 | Forestry , Geology, Geomorphology, Urban | 4 4
. Applications
4.3 Hy-:!r::::l::-lgy, Mapping, Oceans and Coastal | 4
Monitoring
4.4 3 4
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‘Teacher Sg;ﬂ::_iﬁ: content. This can be either class
5 s | room teaching, practical session, field visit etc as
specified by the teacher concerned.

Evaluation is internal.

Teaching and | Classroom Procedure (Mode of transaction)

Learning Lect

Approeach eeture

MODE ©OF ASSESSMENT
Assessment A. Continuous Comprehensive Assessment (CCA) 30 Marks
Tyvpes Written Test / Seminar / Viva' Assignments
B. Semester End examination 70 Marks Time: 2 hours
Written test

REFEREMCES

1. Remote Sensing and GIS. 3™ Edition. BASUDEB BHATTA. Oxford University Press 22
Waorkspace, 2nd Floor, 1/22 Asaf Ali Road, New Delha 11040002
2, Textbook of Remote Sensing and Geographical Information Systems Third Edinon, M.
AN EEDDY, BS Publications
3. Introduction to Remote Sensing, 6 edition, James B campbell, Randolph H. Wyne,
Valerie A, Thomas, GuilFord press
WEBLINK:

1. hitp:/fecoursesonline. iasr. res. in mod/pageview. php Tid=2059
2. hopsy/clucumd.edu/sites/defaulvfilesdcluc_documents/gutman lcluc 8-
20010 traming O.pdf
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Mahatma Gandhi University

Kottayam
Programme BSec { Hons) Cvber Forensics
Course INTERNET OF THINGS (Network Security Specialization)
Typeof DSE
Course
Course Code | MGSDEECFS301
Course Level | 300

Course The Internet of Things (10T ) eourse covers the Fundamentals of connecting devices,
Summary data collection, and communication protocals.
Semester v Credits 4 Total
Hours
EBZ::] r:': Learning Approact Lecture | Tulorial Practacal Others
4 ] 0 il ()
Pre-
reguisites, if
any
COURSE OUTCOMES (C0)
C0O | Expected Course Outcomes npon completion of this Learning PO
Mo, | course , the students will be able to: Domains *
1 Recognize the basic concept and architecture of 10T Understand | |
2 | Analyse the Networking IOT communication protocol. | Analyse 1.2
3 Analyse the 10T enabling technologes Analyse pld
4 | Evaluate vanous 1OT secunty aspects Evaluate 123

*Remember (K), Understand (L), Apply (A), Anafyse (An), Evainate (E), Create (C),
Skill (5), Interest (1) and Appreciation (Ap)

COURSE CONTENT
Content for Classroom transaction (Units)

Maodule

Units

Course description

Hrs

C0 No.
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1.1 Understanding loT 3 I
| 1.2 IoT Architecture 6 l
13 loT Data Management 3 1
21 Metworking loT -Different u 3
Layers
2 2.2 Comparison of M2M and loT 5 1.2
2.3 lol System Management 3 l.2
1l IoT Phyvsical Devices and 5 3
’ Endpoints
3 12 Programming Framework for 4 3
loT
33 Programuming Approaches 3 3
loT Robustness and
At Reliability 3 -
4 4.2 Tools for loT 4 4
43 Case Studies < 4
Teacher Specific content. This
can be gither class room
teaching, pragtical session,
5 5.1 field visit elc as specified by
the teacher concerned.
Valuation is intemal.
TE“'”:EE and Classroom Procedure (Mode of transaction)
Learning
Approach Lecture
MODE OF ASSESSMENT
Assessment A. Continuous Comprehensive Assessment (CCA) 30 Marks
Types Written Test / Seminar / Viva/ Assignments
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B. Semester End examination 70 Marks Time: 2 hours
Written test

References
I. Intemet Of Things A HANDS- ON APPROACH by Arshdeep Bahga, Vijay

Madigetts, Universities Press(INDIA) PRIVATE LIMITTED

2. Intemet of Things: Principles and Paradigms by Rajkumar Buyya

J.  hirpsswwow clouderedential orgblog/knowledse-byte-building-blocks-of-iot-
architecture!

4,  htpssweanw peeksforeeeks org introd uction-to-intermet-of-things-jot-set-1/
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Mahatma Gandhi University

Kottayam
Programme BSe (Hons) Cvber Forensics
Conrse EMBEDDED SYSTEMS [Network Security Specialization)
Typeof DsE
Course
Course Code | MGSDEECFS302
Course Level | 300-399

This Embedded Systems course equips studenis with a comprehensive

$ree understanding of embedded systems architecture and components, real-world
Summary i
applications.
Semester v Credits 4
Total
Hours
E':mnl: Learning -!lF[Il'ﬂﬂEh Lecture Tudonal Fractical Cithers
4 ] 4] 0 6l
Pre-
requisites, if
any
COURSE U TCOMES (T0)
() | Expected Course Outcomes upon completion of this Learning PO
No. | course , the students will be able to: Domains © No
I Fomiliarize embedded systems architecture and Understand | 2
COmponents,

Recognize hardware and software interfaces in

] s

o embedded systems. Undertand | 1,2

3 Analysec pnnciples ul']':al-ﬁm: operating sysicms in Analyse 1.2
embedded svstem desion.

4 | Apply embedded systems for specific applications. Apply 24.5

*Remember (K), Understand (L), Apply (A), Analyse (An), Evaluaie (E), Create (C),
Skill (8), Interest (1) and Appreciation (Ap)
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COURSE CONTENT

Content for Classroom transaction [(inits)

Madule

Units

Course description

Hrs

0 Mo

1A

Embedded Systems— Definitions 2
Characteristics of Embedded Svystems—
Challenges in Designing an  Embedded
Systern - Categonzation of  Embedded
Systems - Examples of Embedded Systems

1.2

Components of Embedded Systems - CISC
vs. RISC Processors -(Gieneral Purpose
Processor and DSP Processor

1.3

Co-design of Hardware and Software -
System on Chip - Teels for Embedded
Systems

1.4

Software Life Cycle - Embedded Life Cycle
- Modelling of Embedded Sysiems -
Simulation and Emulation - Layers of an
Embedded System

&1

Communication  Protocols in Embedded
Systems  and - types-r  Inter . System
Communication Protocols —R5-232,R5-245
USB, UART, USART

2.2

Intra System Communication Protocols —
[2C, 5PI, CAN,

Pt

2.3

Wireless Applications — Bluetooth, Zigbee,
Wi-Fi

3.1

035 service, Process Management, Timer
Functions, Event Functions, Memory
Management

3.2

Device, File and 1'0 subsyslem Management,
Intermupt routines in RTOS Environment and
Handling of inlermupts Source Calls

i3

Realtime Operating system, Basic design
using an RTOS

3.4

RTOS task scheduling models, Interrupt
latency and response of the task as
Performance metrics, OS5 Secunfy [ssues.

4.1

Data compressor - Alarm Clock - Audio

player

Software modem- Digital still camera -
Telephone answering machine
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4.3 Engine control unit — Video accelerator 3 4

Teacher Specific content. This can be either
elass room teaching, practical session, field
5 5.1 | visit etc as speeified by the teacher
concermed.

Valuation is internal.

Teaching and | Classroom Procedure (Mode of transaction)
Learning
Approach Lecture
MODE }F ASSESSMENT
#:ugment A. Continpous Comprehensive Assessment (CCA) 30 Marks
P Writtern Test / Seminar / Viva/ Assignments
B. Semester End examination 70 Marks , Time: 2 hours
Wiritten test
References

1. Embedded Systems (Second Edition) D P Kothari, Shrirem K Vasudevan, Sundaram R
M D, Murali N New Academic Science Limited, 27 Old Gloucester Streel, London,
WCIN JAN, UK

2. Embedded Systems Architecture, Programming and Design Second Edition, Raj
Kamal, McGraw Hill Education (India) Private Limited, New Delhi

3. An Embedded Software Primer, David E. Simon, Pearson Education, Twelfth Indian
Reprnint, 2005 Low Price Edition

4, Manlyn Woll, “Computers as Components - Principles of Embedded Computing
System Design”, Third Edition “Morgan Kaufmann Publisher, 2012,

Weblink:

Dattpss/fwwrw pesenrehgate net/publieation/ A5 [ 9991 00 An loTBazed Smart Home Automati
o Svstem
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Mahatma Gandhi University

Kottayam

Programme | BSe (Hons) CYBER FORENSICS

MOBILE APPLICATION DEVELOPMENT -ANDROID (Operating System

ComrseIName. | \rchitecture Shecislization)

Tvpe of DSE
Course

Course Code | MGSDSECFS303

Course Level | 300 - 399

Course This course cxamines the principles of mobile application design and covers the
Summary necessary concepls which are required w understand mobile based apphications and
develop android based applications in particular.
Semester v
Credits 4 Total
Hours

Exﬁ:" Learning Approach Lecrme | Tuogial | Practical Othiers

4 i} 0 0 &l

COURSE OUTCOMES (O

CO | Expected Course Qutcomes upon completion of | Learning PO No
No. | this course . the students will be able to: Domains *
1 Recognize Android features and architecture Hinileesrandl 1
;) Configure Android covironment and development Analyse 2
tovals
3 Use User Interface Components for android Apply 7
application development
i Create Android applications using database Create 4 Create
*Remember (K), Undersiand (L), Apply (A}, Analyse (An), Evaluare (E), Create (C),
SKifl {5), Interest (1) and Appreciation (Ap)
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COURSE CONTENT
Content for Classroom transaction (Units)

Maodule

I mits

Course description

Hrs

() No.

k.1

Introduchon (o Androsd, Andread
versions , Android Activity, Android
Features and Architecture

1.2

Java JDE, Android SDEK. android
Development Tools, Androwd Virtual
Devices

1.3

Emulators, Dalvik Virtual Machine,
Layouts. -Lincar, Absolute, Frame,
Relative and Table

Android user Interface- Fundamental
LI design , User mterface with View -
Text View

Huttons | Tmage Button, Edit Text
SLheck Box, Tn_gg]c Button,  Badio
Buuon and Radio Group. Progress Bar

2.3

Autocomplete Text View, Spinner,
List View, Grid View | Image View,
Scroll View. Custom Toast Alert .
Time and Date Picker

3.1

Activity  -Introduction,  intent,
Intent filter, Activity Life Cycle

Broadcast Life Cycle . Services
Multimedia-Android System
Architecture

X3

Play Audio and Video , Test to Speech

4.1

S0QLite Database in Android -
Introduction to SQLite Database

4.2

Creation and Connection of Database,
Extracting wvalues from Cursors,
Transactions

4.3

Telephoning and Messaging -SMS
Telephony, Sending SMS, Receiving
amMS, Wi-Fi Activity

5.1

Teacher Specific content. This can be
either class room teaching, practical
session, feld visit ete as specified by
the teacher concerned.
Evaluation is internal.
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Classroom Procedure { Mode of transaction)
Teaching and
Learning Lecture
Approach
Assessment MODE OF ASSESSMENT
Tvpes A. Continuous Comprehensive Assessment (CCA) 30 Marks
Written Test / Seminar / Viva' Assignments
B. Semester End examination 70 Marks Time: 2 hours
Written test
References

1. Kevin Grant and Chris Hiteman, Beginning Andraid Programming -Develop and Design |

Pearson

2. Pradeep Kothan, Android Applicaton Development, Dreamtech Press 2014
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Mahatma Gandhi University
Kottayam

Programme BSe (Hons) Cvber Forensics

SOFT COMPUTING TECHNIQUES (Modern Computing with Resource Sharing

L

s Specialization]
Type of DSE
Course

Course Code | MGSDSECFSMM

Course Level | 200-399

This explores Soft Computing, a method for handling imprecise information. It dives
inte Newral Networks, inspired by the brain, covering their structure, leaming, and
Course limitations., Backpropagation Networks, a powerful tvpe of neural network, are
Summary examined in detail. Fuzzy Set Theory is introduced, along with Fuzzy Logie for
reasoning with uncertain data. Finally, Genetic Algorithms, inspired by evolution,
are explored as a problem-solving technique.

Semester v Credits 4
Taotal
Hours
:’m Learning Approach Liwiure Tudorial Practical Dithers
: 4 0 i i o
Pre-
requisites, if
any
COURSE OUTCOMES (C0O)
U | Expected Course Outcomes upon completion of this Learning PO
Mao. | course . the students will be able to: Domains *

Linderstand the core concepts of Soft Computing and

1 Meural Networks, including their differences from Understand | 2
traditional computing methods. (This outcome relates (o
Unit 1)

Apply Backpropagation, a powerful neural network
2 fearmng EJEu_rirhm. to solve problems. (This outcome Apply 2
relates to Unit 2)
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Evaluate i'-'u.?_zy Set Theory and Fuzzy Logic to
represeni and reason with imprecise information. (This

outcome relates to Unit 5)

] outcome relates to Units 3 & 4) Amlyse 3.4
Apply Genetic Algonthms. mspired by natural selection, 45.6,1
4 to optimize solutions for complex problems. (This Apply 0 i

*Remember (K), Understand (U), Apply (A), Analyse (An), Evaiunate (E), Create (C),
Skill (5}, Interest (1) and Appreciation (Ap)

COURSE CONTENT

Content for Classroom transaction (Units)

Module | Units

Course description

Hrs

CO No,

1.1

Soft Computing and Neuml Networks-Soft
Computing Va. Hard ~ Computing. Key
differences Advantages of soft computing,

1.2

The Building Blocks of Neuml Networks -
Inspiration and  Architecture  Fundamentals{ The
Human Brain as Inspiration, The Artificial Neuron
Medel, Activation Functions-c.g.. sigmoid, ReLU)

1.3

Exploring Newural Network Architectures-Network
Design and Information Flow: Mewral Network
Architectures, ~ Single-layer _wvs.  Multilayer
Feedfiorward Networks, Becumrent Networks, Neural
MNetwork Charsoteristics,

2.1

[ntroduction to Artificial Neural Networks and
Backpropagation-Percepiron. model, Single Layer
Arificial Neural Newwork, Multilayer Perception
Muodel, Backpropagation Leaming

Building Blocks of Backpropagation-Input layer
Propagation, Hidden layer computation,Cutput layer
computation, Calculation of errors,

2.3

The Backpropagation Algorithm

[niroduction to Set Theory and Fozey Logic-Sets and
Their Properties. Crisp seis. Properties and operations
of crisp sets

Page 106 of 211




3.2

Fuzey Sets and Membership Functions-Fuzey Loge
and Its Meed,Furry sels.Membership
functions Basic fuzzy set operations 8 3

33

Properties of Fuzzy Sets and Applications. Properties | 3
of Fuzzy Sets, Applications of Fuzzy Sets

4.1

Classical logic and its l[imitations-Crisp Logie, Laws
of Propositional Logic, Inference in Propositional 4 4
Logic, Predicate Logic, Interpretations of Predicate
Logic Formula, Inference in Predicate Logic,

4.2

Fuzzy Logic for Representing Uncertainty-

Furey Logic V5. Cnsp Logic,fuzey | 4 4
propasitions. fuzzy connectives, fiuzzy quantifiers

4.3

Fuzzy Inference and Applications-Fuzzy Inference,
Fuzzy Rule Based System, Defuzzification Methods, | 4 4

4.4

Applications of Fuzzy Systems

5 3.1

Teacher Specifie content. This can be either class
room teaching, practical scssion, ficld visit clc as
specified by the teacher concerned.

Evaluation is internal.

Teaching and
Learning
Approach

Classroom Procedure ( Mode of transaction)

Leciure

Assessment
Types

MODE OF ASSESSMENT
C. Continwous Comprehensive Assessment (CCA) 30 Marks
Written Test / Seminar / Viva' Assignments

. Semester End examination 70 Marks, Time: 2 hours
Written test

REFERENCES

4. Remote Sensing and GIS. 3™ Edition. BASUDEB BHATTA. Oxford University Press 22
Waorkspace, 2nd Floor, 1/22 Asaf Al Boad, Mew Delh 110002
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5, Textbook of Remote Sensing and Geographical Information Systems Third Edition, M,
ANII REDDY, BS Publications
6, Introduction to Remote Sensing, 6 edition, James B campbell, Randolph H. Wyne,
Valerie A. Thomas, GuilFord press
WEBLINK:

3. hopfecoursesonline. s, res in'mod/ pageview phpid=2059
4, hitps:/deloc umd eduw/sites/'defaultfiles/lcluc documents/putman_leluc 8-
2000 tewining O.pdf
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Mahatma Gandhi University
Kottayam
Programme | BSe (Hons) CYBER FORENSICS
Course Name | BIOMETRIC SECIURITY
Tvpe of DSE
Course
Course Code | MGSDEECFS305
Course Level | 300 - 399
Course Aim to create roles in biometric system design, implementation, evaluation, and
Summary security analvsis, ensuring they have the skills to work in areas where biometrics play
a crucial role in authentication and identification.
Semester W
Credits 4 Total
Hours
C :
ﬂ:::,:f Learming Approach Lecure | Tutorial | Practical (thers
4 ] 4] 0 fal)
COURSE OUTCOMES (CO)
CO | Expected Course Outcomes upon completion of | Learning PO No
Mo. | this conrse , the students will be able to: Domains *
Recognize biometric technologies and _
1 fundumentals, and the standards goverming ther Understand I
implementation.
Analyse the strengths and weaknesses of cach Analyse
9 biometnie technology by considéring factors like 2
accurpey, security, and usability
Apply concepts to design secure and cffective Apply
3 | biometric systems. 2
4 Evaluate hiometrie secunty systems for diverse Evaluate 3
applications
*Remember (K), Understand (L), Apply (A), Analyse (An), Evaluare (E), Creave {C),
Skill (5), Intevest (1) and Appreciation (Ap)
COURSE CONTENT
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Content for Classroom transaction (Units)

Maodule

'mit

Course description

Hrs

0y Mo,

1.1

1.2

Biometric fundamentals and standards:
Definition, Biometrics versus (raditional
| techniques, Characteristics

Key biometric processes; Yerificauon -
Identification - Biomelric matching

1.3

Performance  of  biometne  systems
using metfics like False Acccpance
Rate (FAR), False Rejection Rate
(FRR), and Equal Emor Rate (EER).

2.1

Physiological Biometne Technologies:
Fingerprints  Technical description,
cheractenistics , Competing technologics
strengths, weaknesses deployment

2.2

Facial recognition invelves capturing
and analyzing wnique facial feawres,
often using a combination of cameras

and iape processing algorithms.

2.3

Iris recogmtion involves captunng the
unigue patterns. in the iris of the eye,
often using near-infrared light.

31

Retina vascular pattern recognition
involves capluring and analyzing the
unigues pattemns of blood vessels in
the retina.

Understanding Hand scanning and
analyzing the uwnique characteristics of
an individual's hand, mcluding palm
prints and finger peometry.

3.3

DNA hiometrics involves analyzing an
individual's unique DNA profile for
identification purposes.

34

Analyze Behavioral Biomelric
Technologies

4.1

Signature and handwrniting technology

Keyboard / keystroke dyvnamics

4.3

Vouce-  data  acgusition, feature
extraction, charactenstics, strengths,
weaknesses, deployment.
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Teacher Specific content. This can be
either class room teaching, practical
5 5.1 | session, field visit ete as specified by the
teacher concerned.

Evaluation is internal.

Classroom Procedure ( Mode of transaction)
Teaching and
Learning Lecture
Appraach
MODE OF ASSESSMENT
A t
T::: i A, Confinuwous Comprehensive Assessment (CCA) 30 Marks
B Written Test / Seminar / Viva/ Assignments
B. Semester End examination 70 Marks Time: 2 hours
Wiritten test
References

. Biometrics -Identity verification in 2 network, Samir Nanavathi, Michel Thieme, and Raj
Manavathi, 15t Edition, 2002, Wiley Eastern

2. Implementing Bicmetric Security Jahn Chirillo and Scott Blaul, 1st Edition, 2005, Wiley Eastern

Publication..

Biomaetrics for Network Security, John Berger, 15t Edition, 2004, Prentice Hall,

Blometric Technologies and Verification aystemsJohn R Wacca, 1st Edition, 2007.Elsewvier,

sA

B
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Mahatma Gandhi University
Kottayam

Programme BSe (Hons) Cyber Forensics

Course Name | MOBILE AND WIRELESS SECURITY

Type of
Course

DSE

Course Code | MGSDSECFS306

Course Level | 300 -399

Course Aim 15 to eqgttip with the knowledge and skills to secure mobile devices, wircless
Summary netwaorks, and applications.
Semester vV Credits 4 Total
Hours
E::.IHI;!I-: Learning Approach Lecture | Tuwtorial | Practical Others
4 i 0 i i
Pre-
requisites, if
any
COURSE OUTCOMES (CO)
C0O | Expected Course Outcomes upon completion of this Learning PO
Mo. | course , the students will be able to: Domains © No
Understand
I Linderstand Wircless Programming and WEP Secunity. !
Apply secunity principles, including  authentication,
7 | access control, authonzation, non-repudiation, privacy, 33
confidentality, integrity, and auditing, in wireless | Apply
networks.
Analyse the physical layer and media access frame
3| format of TEEE 802,11, Evaluate the weaknesses in WEP |, 2.3
and conduct WEP decryption using scripts. 4
4 | Analyse the case studies of global mobile satellite gt 124
systems and wireless enterprise networks. il

“Remember (K), Understand (L), Apply (A), Analyse (An), Evalnate (E), Create (C),
Skill {(§), Interest (1) and Appreciation {(Ap)
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COURSE CONTENT
Content for Classroom transaction (Units)

Module

Umits

Course description

Hrs

CO Mo,

1.1

Wireless Fundamemtals: Wireless
Hardware, Wireless Network
Protocols, Wireless Programming WEP

Securnly.

1.2

Wireless  Cellular  Technologies,
concepts, Wireless realty, Security
essentials,  Information  classification
standards,

13

Wireless  Threats: Cracking WEP |
Hacking Technigues, Wircless Attacks,
Adrbome Yiruses,

21

Standards  and Palicy  Solutions,
Netwaork Solutions, Software
Solutions,

2.2

Physical Hardware Security, Wireless
Security. Securing WLAN ,Virtual
Private Networks ,

2.3

Intrusion Detection Systemn, Wireless
Public Key infrastructure

Security  Principles, - Authentication,
Aceess control and Autherization,

25

Non-repudiation, privacy and
Confidenuality, Integnty and Auditing,
Security analysis process.

2.6

Attacks and wvulnerabilities, Analyze
mitigation and protection,

[ 2%

3.1

WLAN Configuration, IEEE 802,11

3.2

Physical layer, media access frame
format

33

systematic  exploitation of 802.11b
WLAN

id

WEP WEP Decryplion scopt.

33

overview of WEP  attack .
Implementation , Analyses of WEP
attacks.

Ik
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4.1
Global Mobile Satellite Systems:, i 4

4.2
Wircless Enterprise Networks: 3 4

43 | mtroduction to Virtual Networks, Blue

tooth technology. Blue tooth Protocols. . »
4.4
4 Pervasive web application architecture | 3 4
4.5 Device ndependent example 3 4
application
Teacher Specific content. This can be
cither class room leaching, practical
5 =1 session, field visii etc as specified by
the teacher concerncd.
Eveluation is intemal.
Classroom Procedure (Mode of transaction): Summative Assessmeni
Teaching and | Lecture
Learning
Approach
MODE OF ASSESSMENT
Assessment A. Continuons Comprehensive Assessment (CCA) 30 Marks
Types Written Test / Seminar / Viva/ Assignments
B. Semester End examination 70 Marks Time: 1 hours
Written test
References

1. Wireless Security Essentials: Defending Mobile from Data Piracy, Russel Dean Vines
JFirst Edition, 2002, John Wiley & Sons..

2. Maximum Wireless Security, Cyrus, Peikari and Seth Fogie 2002, SAMS Publishing.

3. Wireless and Mobile Networks Architectures,Yi-Bing Lin and Imnch Chlamtac, 2001,
John Wiley & Sons,

4. Mobile and Personal Communication systems and services, Raj Pandya, 2001, Prentice

Hall of India..

5. Wireless Secunty and Privacy- Best Practices and Design Techniques, Tara Swaminathan
and Charles R. Eldon, 2002, Addison Wesley.
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Kottayam

Mahatma Gandhi University

Frogramme

B5c (Hons) CYBER FORENSICS

Course Name

CRITICAL INFRASTRUCTURE SECURITY AND FORENSICS

Type of DSE

Course

Course Code | MGSDSECFS307
Course Level | 300 - 399

Course Aim to Provide critical infrastructure security, cybersecurity incident response, and
Summary digital forensics within the context of safeguarding essential services and systems,
Semester g -
Credits 4 Total
Hours
gxﬁs Lezming Approach Lecture | Tatorial Practical Oithers
q ] i i (i1
COURSE OUTCOMES (CO)
0 | Expected Course Outcomes upon completion of | Learning PO No
No. | this course , the students will be able to: Domains *
Recogmze the potential impact of cyber mcidents | {nderstand
1 and ability to assess volnerabilities in critcal | qpy I
infrastructure
9 Analyse existing policy frameworks and their | Analyse(An) 3
impact on risk management.
3 Analyse the vulnerabilities of critical infrastrecture | Analyse{An) 2
to natural disasters,
4 | Evaluate the potential impact of physical security | Evaluate{E) 9
threats on crtical assets and infrastructure,
COURSE CONTENT
Content for Classroom transaction (Units)
Module Units Cowrse description Hrs | CO No.
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1.1 Cntical Infrastructure Protection 5 1
and Cyber Crime
Scientific and Technological Mature
| 1.2 of Cringal Infrastructure 5 3
Vulnerabilitics
1.3 Internet Infrastructure Attacks 5 4
7] Critical infrastructure risk 5 I
management [mmework.
77 CQuantitative and quahtative nsk 3 2
5 assessment methods
53 Establishing . = specific - security 3 2
pbjectives for critical infrastructure
24 Vilncrabilities and threas o cridieal | 4 4
infrastruciure assets
11 Critical infrastructure risk and 3 1
national preparedness
3 30 Law Enforcemeni and Crime 4 2
Prevention
13 Terrorism and its threat to critical 3 1
infrastructure
14 Infrastructure Developmenit and 5 4
Future Challenges
4 4.1 Understanding the scope and 5 1
impartance of Physical Security
4.3 Physical Security Prevention and 5 2
Mitigation
43 Threat Assessment, Planning, and g 1
Implementation
Teacher Specilic content. This can
be either class room teaching,
3 3.1 practical session, field visit et as
specified by the teacher concerned.
Evalumtion 1s infernal.
Teaclj.!ug nd Classroom Procedure { Mode of transaction)
Learning
Approach

Lecture
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MODE OF ASSESSMENT
A i
R A, Continnous Comprehensive Assessment (CCA) 30 Marks

5
Tre Written Test / Seminar / Viva' Assignments

B. Semesier End examination 70 Marks Time: 2 hours
Written test

Text Books

1. Homeland Secunty and Crtical Infrastructure Protection, Collins, Pamela A and Ryan

K. Baggen, 151 Edition, 2009, Pracger Security Intemational
2, Cyber security and IT infrastructure protection. John R Vacca, Ist Bdition 2013,

Svyngress
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Kottayam

Mahatma Gandhi University

BSc (Hons) Cyber Forensics

SECURITY THREATS AND VULNERABILITIES

DSE

MGSDSECFS308

300 - 399

organization

Able to assess address and mitigate security threats and vulnerabilities
effectively contnbuting to the overall security posture of an

Semester v Credits 4 Total
Hour
; 2 5 A
E::';?E kﬁﬁmiﬂgh Lecture | Tutgrial | Practical | Others
ils roac
i 4 0 0 0 60
Pre-
requisites, if
ANY
COURSE OUTCOMES (C0y)
0 | Expected Course Outcomes upon completion of this course , Learning FO
No. | the students will be ahle to: Domains * No
Recall and hist _i]_:l'l_.l.:ﬂ].i'l.[ and physical Eil;‘."GL‘lI.'i!I.‘_?-' [I]rﬂﬂ[ﬁ:. -.:mu.i] ndetstand
1 threats, vulnerabilinies in e-commerce, and hacking techniques in |
wired and wireless networks
Analyze the impact of wircless threats and attacks, including
2 WEP cracking, denial of service attacks, network attacks, fault | Analyse 2
attacks, and side-channel attacks.
3 Apply knowledge of threats and vulnerabiliies to assess and e 2.3
identify potential risks in different computing environments, PP ¥
Evaluate the effectiveness of existing security measures in 2,3.
4 T 2 : Evaluate
mitigating various threats and attacks., 8
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*:Remembfr {K), Understand (U), Apply (A}, Analyse {An), Evaluate (E), Create (C), SKill {5},
Frrerest (1) and Appreciation (Ap)

COURSE CONTENT

Content for Classroom transaction {Units)

Maodule | Units | Course deseription Hrs CO No.

Threats  and Vulnerabilines to
1] Information and Computing 3
2 Infrastructures: Intemnal Secunty Threats,

Physical Security Threats.

E-Mﬂil_'l"lm:ar.s. :I.I:Ilil Vulnerabilities, E-
Commerce Vulnerabilities,

I Hacking Technigues in Wired Networks
1.3 |, Hacking Techniques i Wireless | 3 2
Netwaorks,

Wireless Threats and Attacks: Wireless
Threats and Attacks, Cracking WEP,
1.4 Denial of Service Attacks, Network | § L
Attacks, Fault Attacks, Side-Channel
Antacks

Prevention:  Cryptographic — Privacy
2.1 | Protection Techniques, Protecting Web | 4 |
Sites,

Cryptographic  Hardware  Secunty
3 2.2 Muodules, Client-Side Sccuriiy, Server- | 5 2
Side Secunty, Database Secunty,

Access Control: Principles and Solutions,
23 Password Authentication ,Computer and | g 234
Metwork - Authentication,  Antivirus
Technology,

Detection and Recovery:  Intrusion
31 Detection Syslems Basies, Hosi-Based 4 1
Intrusion Detection Svstems , Network-
Based Intrusion Detection Systems,

L2

32 Use of Agent Technology for Intrusion | 3
1 Detection,

Contingency  Planning Management,
3.3 Computer Secunity Incident Response 4 4
Teams (CSIRTs) .

Implementing a Security Awareness
34 Program, Risk Assessment for Risk 4 2

Management,
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3.5 Security Insurance and Best Practices. 2 4

4.1 Auditing Information Syslems Secunly, 4 1
Evidence Collection and Analysis Tools,

4.2 Information Leakape: Detection and 3 3
Countenmeasurcs.

Management and Policy Considerations:
4.3 Digital Rights Management, Web 4 2
Hosting,

Multilevel Sccurity, Multilevel Seeurity
4.4 Muodels, Guidelines for a Comprehensive 4 4

Secunty System.

Teacher Specific content. This can be
either class room teaching, practical
3.1 session, field visii ete as specified by the
teacher concerned.

Evaluation is internal

Teaching and
Learning
Approach

Classroom Procedure (Mode of transaction)

Lecture

Assessment
Tvpes

MODE OF ASSESSMENT
A. Continvous Comprehensive Assessment (CCA) 30 Marks
Wrritten Test / Seminar / Viva/ Assignments

B. Semester End examination 70 Marks
Written test

References

1. Information Security, Volume 3, Threats, Vulnerabilities. Prevention, Detection, and
Management, Hossein Bidgoli, 2006, Wiley.
2. Loss Prevention and Come Provention Lawrence J Fennelly, fourth editton, 2004,

Elsevier.

3. Information Security Management Handbook, Harold F. Tipton, Sixth Edition, 2010,
Auerbach publications,
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Mahatma Gandhi University
Kottayam
Frogramme B5c (Hons )Cyber Forensics
Course Mame | CYBER SECURITY AUDIT AND COMPLIANCE
Type of DSE
Course
Course Code | MGSDSECFS309
Course Level | 300 -399
This course on "Cyber Security Audit and Compliance” equips participants to apply
Conrse comphance frameworks, evaluate audit findings. understand foundational audit
MR concepls, and analyze various toals and techniques. Participants will gain practical
¥ knowledge to improve cyber security measures through effective reporting, incident
response, and confinuous cnhancement sirategies,
Credits - 4
Semester v Total
Hours
gmrj: Lesrnifig Apprach Lecturn: Tutorinl | Practical Oithers
4 0 0 ] 60
Pre- A basic understanding of information technology amd familiarity with foundational
requisites, if | concepts of eyber security would be beneficial for participants aiming to grasp the
any nuances of this course effectively
COURSE OUTCOMES (C0O)
C0) | Expected Course Qutcomes upon completion of this Learning PO No
Nao. | course . the students will be able to: Domains *
Famuiliarise the fundamental concepts, objectives, and
1 importance of cyber security awdits. along with various Understand | 1
types and scopes of audits,
Apply knowledge of diverse compliance frameworks like
7 GDPR, [50, HIPAA, and Indian regulations to Apply 12
implement effective controls for ensuring compliance in
different orgamizational contexts,
Analyse different audit methodologies, nsk assessment 1.2.6
3 techniques, and tools used in cyber secunty audits 1o Analyse
assess vulnerabilitics and risks comprehensively.
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Develop continuous improvement strategies, and assess :
4 | incident response plans post-audhi to enhance overall Skl 25
eyber securily measures. '

“Remember (K), Understand (L), Apply (A}, Analyse {(dn}, Evaluare (E), Create (C), Skill
(5). Interest (I) and Appreciation (Ap)

COURSE CONTENT
Content lfor Classroom transaction (Uniis)

Modale | Units Course description Hrs C0 No.

Foundations of Cyber Securiry
1.1 Audit: Introduction te Cyber 3 1
Secunty Audil.

1 1.2 Ohbjectives and Importance of 3 I
Anditing.

1.3 T_'_i-]iﬂ! and S-Enp'l!-' ufﬂjrh:r 4 |
Sm;urii}- Audits

Regulatory Compliance and
r | Standards: Undmta.nding 2 3
Complance Frameworks -GDPR,
150, HIPAK

2 55 | Indian Regulatory Compliance ¢
Requirements

| &* ]

23 Implementing Controls for 2
Compliance

Auditing Technigues and Toaols:
3.1 Audit Methodologies and

Technigues

[§Y ]

L]
i

3 1.2 Risk Assessment and Manngement 5 3
m Auditing
33 | Utilizing Tools for Cyber Secunty 5 3
Audits

Reporting, Improvement, and
4.1 Incident Response: Reporting and 5 4
Documentation in Cyber Security
Audits

47 (‘untinu._:m:s Improvement 5 4
Siralegics

43 Incident Response and Post-Audit 5 4
Actions
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be either class room teaching,

5 5.1 practical session, field visit ete as
specilied by the teacher concerned.
Evaluation is internal.
Teaching and | Classroom Procedure (Mode of transaction)
Learning L ki
Approach g
'MODE OF ASSESSMENT
Assessment A, Continuows Comprehensive Assessment (CCA) 30 Marks
Twvpes Written Test / Seminar / Viva’ Assignments
B. Semester End examination 70 Marks Time: 2 hours
Written test
References

1. "Cyber Security Essentials" by Rick Howard

2. "IT Auditng and Application Controls for Small and Mid-Sized Enterprises: Fevenue,
Expenditure, Inventory, Payroll, and More" by Jason Wood

3. "IT Auditing: Using Controls to Protect Information Assets” by Chris Davis and Mike

Schiller

4. "The Basics of Cyber Safety: Computer and Mobile Device Safety Made Easy" by John

Sammons
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Kottayam

Mahatma Gandhi University

Programme

BSe (Hons)Cvber Forensics

Course Name

M-COMMERCE SECURITY

Typeof
Course

DsE

Course Code

MGSDSECFS310

Course Level

oo - 399

Course
Summary

Exploring Secure payment methods, encryption, authentication and protecting
against mobile specific threads

Semester

¥

Crodits

Course
Details

Leamning Approach

Leciure

Tuwloril

Practical

Cithers

Total

Hours

6l

Pre-
requisites, if
any

COURSE OUTCOMES (C0)

0
Ma.

Expected Course Outeomes upon completion of this
course . the students will be able to:

Learning
Domains *

Famiharize the M-Commerce, Payment and secunty
agpects of M-Commerce

Uniderstand

Understand authentication and authonzation methods in
MM-commerce

Understand

Learn architecture, models and security of mobile
pavment systems

Linderstand

Analyse security threats& vulnerahilities m M-
Commerce

Analyse

*Remember (K), Understand (L), Apply (A), Analyse (An), Evaiuate (E), Create (C),
Skill (S), Interest (I) and Appreciation (Ap)
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COURSE CONTENT
Content for Classroom transaction (Units)

Module

Units

Course description

Hrs

CO Mo,

Overview of M-Commerce and its
security=Introduction to M-
Commerce. struclure ol M-
commerce.dilferent types of M-
COMIMErse transactions, Security
challenges in M-Commerce.

Payment Technologies in M-Commerce-
Overview ~ of  mobile  pavment
systems, NFC { Mear Field
Communication) security QR code-based
peyments, Biometric — authentication  in
mobile payments

Legal and regulatory aspecis of M-
Commerce  security-Lepal  aspects-
Information Technolegy Act, 2000 (IT
Act).Data  Protection Laws Electronic
Commerce Laws PCl  DES,Consumer
Protection Laws Key Regulatory
Agencies- Meit, RBLIT
Department, CERT-In NCIIPC

I

2.1

Importance of  Authentication and
Authorization in M-commerce

232

Authentication Methods in M-commerce-
Passwords, Multi-Factor  Authentication
{MFA)Biometric Authentication.

Authorization Methods in M-commerce-
Role-Based Access Control
(RBAC) Attribute-Based Access Control
(ABAC).Policy-Based Access Control
(FBAC)

3l

Architecture and models for mobile
payment systems- Mobile Payvment
System Architecture ., Analysis of mobile
payment  security  architecture

Classification of mobile payment models

L

Secunity in Mobile payvment sysiems-
Secunty  requirements-Confidentiality
Integrity . Availability _Authornzation
Jon repudiabion. Layers of secunty in
M-commeree -Device sccurity, Languiage
security Wireless security,
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Basic concepts in  Cryptography -
SS5L.Symmetrie cryptography. Public key
i3 Cryvptography.elliptic cun'e 5 3
cryplography, Sell certilied public keys.

Common  Threats i M-Commerce-
Phishing. malware Man-in-the-Middle

4.1 (MITM) attacks.social engineering weak | © 4
Authentication

Vulnerabilities in M-Commerce-Insccure

Twvpes

4 Data Storage.Injection Attacks, Insecure
47 | Input Validation, Insecure | . 4
Communication Channels.Insecure
Direct Ohject References ete.
41 | Security protection solutions 3 4
Teacher Specific content. This can be
either ¢lass room teaching, practical
5 5.1 sexsion, feld visil efc as :.'pmiﬁrj:i by the
teacher concermed.
Evaluation s mternal.
Teaching and | Classroom Procedure (Mode of transaction)
Learning .
Approach eI
Ak MODE OF ASSESSMENT

A, Continuons Comprehensive Assessment (CCA) 30 Marks
Written Test / Seminar [ Viva/ Assignments

B. Semester End examination 70 Marks Time: 2 hours
Writien test

Text Books :

1. "Mobile commerce” by Bandyopadhyay, Karabh,

2. "Securing Transactions and Payment Systems for M-Commerce” by Sushila
Madan and Ivet: Batra Arora

3. "Mobile Payment Systems - Secure Network Architectures and Protocols™-Jesus
Tellez,Sheral Zeadally

4. "Cryplography and Network Security: Principles and Practice” by William Stallings.

3. hups:fwww.academia.edu/6730753 1/Secarity Measures_in_ Mobile Commerce Pro
blems and Solutioas(Secunty requirements and layers of securnity).

6. hiips://ooncordia.ab, ca/wp-content/uploads 201 TAM/Clanrewaju T.pdf.{Mobile
Payment System Architecture , Analysis of mobile payment security architecture).

7. "Mobile Commerce Secunty: A Beginner's Guide" by Kapil Rama, Harsh Harsh.
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Kottayam

Mahatma Gandhi University

Programme

B5c (Hons) Cyber Forensics

Coarse Name

CYBER WARFARE

Type of SEC

Course

Course Code | MGSSECCFS300
Course Level | 300 -399

This syliabus 15 designed to provide & holistic understanding of cyberwarfare, from

;‘.mlm its foumdational concepts 10 emerging trends, cmphasizing critical analysis and
Y strategic thinking i addressing cyber threats.
Semester v Credits Total
Hours
E::’:f;: Learning Approach Legture . | Tuwogial Practical Others
3 0 0 45
Fre-
requisites, if
any
COURSE OUTCOMES {C0O)
C0O | Expected Course Outcomes upon completion of this Learning PO
MNo. | course , the students will be able to: Domains * No
1 Fecognize the fundamental concepts and definitions of Understand
cyberwarfare (1)
o | Analyse the characteristics and evolution of | Analyse
= cyberwarfare., LAn)
3 leilx-alume the relevance of traditional warfare concepts in Evaluate(E)
e cyber domain
Apply /Develop a  conceptual framework  that
4 | incorporates  both  raditional and  cyber warfare | Apply (A)

elements.,

*Remember (K), Understand (L), Apply (A}, Analyse (dn), Evaluare (E}), Creare (C),
SEill (5), Inverest (1) and Appreciation (Ap)
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COURSE CONTENT

Content for Classroom transaction (Units)

Module

Units

Course deseription

Hrs

Co
M.

Information as a Military Asset : What
Is Cyberwarfare? The Evolving
Mature of War

Domains of Warlare Exploring the
Cyber Domain

Information Operations Technigues

Intelhgence Operotions  n° o
Comected Weorld ©  Intelligence

Operations . The Intelligence Cycle

Planning and Direction , Collection .
Processing and Exploitation

34

2.3

Analysis and Production .
Dissemination : lntelligence
Disciplines | Intelligence Support to
Cyvbarwarfare

24

The Evolving Threat: From Script
Kiddies to Advanced Attackers: The
Changing Threat Model , Inside the
Advanced Persistent Threal . The
Cyber Kill Chain.

3l

Social Enginesring and Cyberwarfare:
Humans: The Weak Link

3.2

Social Engineenng ., Influence as a
Weapon, Tools of the Social Engineer
5 Defending Against Social
Engineenng

2,34

33

Cryptography and Cyberwar: An
Intreduciion o Cryplography,
Cryptography in Cyberwar, Attacking
Cryptography, Defeating Attacks on
Cryptographic Systems

234

4.1

The Future of Cvberwarfare
Pandora’s Box: The Future of
Cyberwarfare  ,The Fulure of
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Cyberwar , Blurred Boundaries:
Cyberwar and Monstate Actors

Intermational Law and Cyberwarfare |

42 Metworks Everywhere: Cyberwar in a 4 3
Highly Connected World
Cyberwar and  Infrastructure

43 Advanced Tools and Training. The 3 4
Future of Defensive Cvbenwar

Teacher Specific content, This can be
either ¢lass room teaching, practical

5 3l session, field visit ete as specified by
the teacher concerned.
Valuation 15 intcrnal.
Teaching and | Classroom Procedure (Mode of transaction)
Learning Lectur
Appraach £
MODE OF ASSESSMENT
*smﬂmmt A. Continuous Comprehensive Assessment (CCA) 25 Marks
P Written Test / Seminar / Viva' Assignments
B. Semester End examination 50 Marks Time: 1.5 hours
Written test
References

l. Cyberwarfare: Information Operations in a Connected World 2nd Ediion by Mike
Chapple, David Seid], Publisher(s): Jones & Bartlett Learning.

Z. "Cyber War: The MNext Threat to National Security and What 1o Do About 1™ by
Richard A. Clarke and Robert K. Knake

3, Cybersecunity and Cyberwar; What Everyone Needs to Know”™ by P.W. Singer and
Allan Friedman

4, Inside Cyvber Warfure, Ind Edition By Jeffrey Car Released December 201 | Publisher{S):
O'Reilly Med, Inc. ISBN: 9781449325459

SUGGESTED READINGS
1. "Dark Teritory: The Secret History of Cyber War" by Fred Kaplan

Page 129 0f 211




SEMESTER 6



Kottayam

Mahatma Gandhi University

Programme B5c (Hons) Cyvber Forensics

Course Name | PRESERVING AND RECOVERING DIGITAL EVIDENCE
orest  |osca

['.'m: r:.; Code | MGADSCCFS300

Course Level | 300 - 399

This program explores digital investigation, covenng digital evidence, computer crime,

Course network fundamentals, forensic application to networks, and investigating computer
Summary crime, colminating in guidelines for handling digital crime scenes and examining
evidence, emphasizing ethical consideration.
Semester Vi Credils 4
Total Hours
{ﬁm Learning Apgranch Lecture |  Tuiorial Practical Others
3 i | i 75
Pre-
requisites, if
ARy
COURSE OUTCOMES (CO)
C0O | Expected Course Outcomes upon completion of this Learning PO
Mo. | course , the students will be able to: Domains * No
1 Realize the digital evidence and compuiter erime. Understand | 1.2
2 Study, how forensic science 15 applied to networks. Analyse 1.2
3 Evaluate digital evidence's role as an alibi in computer | goaluate 2.3
crime investigations,
4 | Apply guidelines for handling the digital crime scene. Apply 7

“He.mem:.!ur (K), Understand (L), Apply (4), Analyse (4dn), Evalnate (E), Create (C),
Skill (5), Interest (1) and Appreciation (Ap)

COURSE CONTENT

Content for Classroom transaction (Units)
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CO No.

Module | Units Course description Hrs
Digital Investigation: Digital evidence and
computer crime. the investigate process,
1.1 mveshpgate reconstmuction, modus operandl, | 3 |
motive and technology digital evidence in the
COMIL room
! 12 History and terminals of computer crime 4 |
| investigation, technology and law,
The  investigate  process, investigate
1.3 | reconstruction, modus operandi, motive and | 4 1
technology .digital evidence in the court reom
21 | Metworks:  Metworks  basics for digital | 4 3
myestigators,
2.2 | Applying forensic science to networks, 3 2
, 73 Eig'ﬂaf evidence on physical and data link 3 7
VTS
24 Digital evidence on network and transport 3 B
’ layers,
2.5 | Digital cvidence on the inlernet 3 2
3.1 | Investigating Computer Crime: lovestigating | 4 1
computer imtrusions,
3.2 | linvestigating cyberstalking, 3 3
3 3.3 | Digital evidence as alibi. 4 3
3.4 | Guidelines: Handling the digital erime scene 4 4
3.5 | Digital evidence examination guidelines 4 4
4.1 | Data Carving L0 4
4 49 He_n:m‘et data}mm a formatted hard drive 0 4
nsing Disk Drall
Recover data from a formatted hard disk with
4.3 Ba |0 4
ckup
Teacher Specific content. This can be cither
class room lcaching, practical session, ficld
3 31| visit etcas specified by the leacher concerned,

Evaluation is internal.
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-.'-Feaching and .

Classroom Procedure (Mode of trapsaction)

Learning
Approach Lecture and practical
MODE OF ASSESSMENT

Assessment A. Continuous Comprehensive Assessment (CCA) 25 Marks
Types Written Test / Seminar / Viva' Assignments

Praciical 15 Marks

B. Semester End examination S0 Marks Time: 1.5 hours
Written test

Practical Examination 35 Marks

References

1. Digital Evidence and Computer Crime Forensie science, Computers and Internet,

Eoghan Casey, Second Editon, 201 1 ,Elsevier Academic Press,

2. A Electromic Discovery and Digital Evidence in a Nut Shell-Daniel J Capra,Shira A

scheindlin,-Third Edition, 2009 The Sedona Conerence-Academic Press.

3. he Best Damn Cybercrime and Digital Forensics Book PerioJack Wiles, Anthony

Reyes Jesse Varsalone 2007 Syngress Publishing.

4, Computer Evidence and Computer Crime: Forensie Science, Computers, and the

Intemet.Casey, Foghan, 2000 , Cambridge University Press
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Mahatma Gandhi University

Kottayam
Programme B5e (Hons) Cyber Forensics
Course Name | KALI LINIX
Tryeof DSC A
Louarse
Course Code | MGADECCESI0]
Course Level | 300 - 399
Course : - . ! i
Skl Concepts and programming techmigues i Kali Linux.
Semester Credits
V] Total
Hours
Course . Lecrure Tudorial Practical Chthers
Details Leamning Approach
3 ] | 75
Pre-
requisites, if
any
COURSE OUTCOMES {C0)
0 | Expected Course Outcomes upon completion of this Learning Py
No. | course , the students will be able to: Domains * Mo
| Uudvl:rs-tand.m Th: basic concepts of kali linux , polices Madecidaat’ | 1
and 1ts applications
Familiarise vanous types of attacks in internet and apply
2 various tools in Kali linax Apply 2
3 Analyse Security policy | security Measures, Nmap. Analyse 1.2
4 Evall.u’!!l: Em.d apply besl secunty praclices to miligate Braluate 23
potential nsks.

“Remember (R), Understiand (L), Apply (A), Analyse (An), Evainare (E), Create (C),
Skill (8), Interest (1) and Appreciation (4p)

COURSE CONTENT

Content for Classroom transaction {Units)

Module

Units Course description

Hrs

CO No.

Page 134 of 211




Introduction te Kali: Linux-
Features of Kali Linux Kali Linux
Policies, Applications of Kali
Lmux, Booting a Kali IS0 image in
Live mode-Dn a real computer, Ina
virtual compuier

Basic commands-history
free sort more. less, whoami, pwd,c
d.mkdir,users uptime,uname,mm,m
viop.cal.

User account managing
commands- adduser, passwd.chin
«chsh chage, Disabling account,
Managing eroups.

2.1

Introduction o security
assessments- Kali  Linux - in
assessment, Types of assessment,
formalization of assessment, Tvpes
of  attacks-Denial  of  service,
Memory comuption, web
valnerabilities; password attacks,
client side attacks.

b2

22

Fali Limux tools: Information
gathering 1oo]s-
neteraft,whois, shodan,mullego.wa
yback: Dhscovenng and scanning
tools-

Angry[Pscanner superscan, Nessus,
Portscanning

l.2

23

Vulnerability —assessment  tools
Burpsuit,Openvas Netsparker, Aire
rack; Exploitation tools-
Ml:taap-uil.,BnEF; Social
Engineering toolkit-
Ztisher,BlackEve

31

Securing and monitoring  Kah
Linux- Defining a security policy,

possible secunly measures

32

Securing network service, Firewall,
monitoring and logging.

33

Nmap-Syntax for scanning a single
IP, single Port, Range of Port, 1 ()
Most common ports, scanning a
Host. A mnge of IP 5

4.1

Installing Kali Linux, Configunng
Kali Linux- On the desktop wath
network manager, On the command
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line with ifupdown, On the
command line with svstem-

netwark
Downloading a Kali IS0 image,

42 | Booting a kali 1ISO image m live 10 4
miode

Nmap basic commands with
41 | ophons, Evil-limiter basic | 1y 4
commands with options, Network
analysis using Wireshark.

Teacher Specific content. This can
be either class room teaching,
5 Sl practical session, field visit efc as
specified by the teacher concerned.
Evaluation is mternal.

Teaching and Classroom Procedure (Maode of transaction)
Learuing
Approach Lecture and Practical
MODE OF ASSESSMENT
Assessment A.Continweus Comprehensive Assessment (CCA) 15 Marks
Tvpes Written Test [ Seminar / Viva' Assignments

Practical 15 Marks

. Semester End examination 50 Marks Time: 1.5 hours
Written test

Practical Examination 35 Marks

REFERENCES

. Kali Linux Revealed Mastering the Penciration Testing Distribution by Raphaél
Hertzog, Jim O'Gorman, and Mati Ahareni

2, Tools: hitps:/'www javatpoint.com/kali-linux-information-gathenng-tools

3. Nmap Commands: htips:/'www javaipoint. com/nmap-commands-in-kali-linux

4, The Complete reference-Linux, Sixth Edition-TATA McGRAW-HILL Edition

5. Linux Administration-A Beginners Guide, Sixth edition-Wale Soyinka
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Kottayam

Mahatma Gandhi University

Programme B5c (Hons) Cyvber Forensics

Course Name | SOCIAL MEMA SECURITY (Network Security Specialization)
Tvpe of DsE

Course

Course Code | MGGDSEECFSAH

Course Level | 300 -399

social network security..

Course In depth Knowledge to pavigate the social media landscape securely, Protecting both
Summary personal and Professional information from a vanety of secunty and privacy threals
Semester V] Credits 4
Total Hours
ﬁgr]: Learning Approach Lecture | Tutorisl Practical Others
4 1] i i)
Pre-
requisites, if
any
COURSE OUTCOMES (C'())
CO | Expected Course Outcomes upon completion of this | Learning Domains PO No
Mo. | course , the students will be able to: *
Understand the key concepts and challenges in social .
1 network sscurity. Understand 1.2
5 A]:rp-l}’ multi-factor authentication 1 social network Aol 123
EenvITOnments.
Apply data encryption and anonymization techniques for
3 protecting social network data. Apply 123
4 Develop and implement incident response strategies for | 11

*Remember (K), Understand (L), Apply (A}, Analyse (An), Evaluate (E), Create (C), Skill {5), Interest
1) and Appreciation (Ap)
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COURSE CONTENT

Content for Classroom transaction (Uinits)

Module

Units

Course description

Hrs

0 No.

Crverview of  somal
network secunty concepts

1.2

Identify common threats
and wvulnerabilitiezs  in
social networks.

L3

Develop and implement
security _policies  for
social media platforms.

2.1

User Identity Verification

in Social Media

2.2

Agccess Control
Mechanisms,Permissions
and Role-Based Access
Control

Mult-Factor

Authentication in Social
MNerworks

L

31

Privacy: Challeages in
Social Media

1,2

32

Duta  Encryption  and
Anonymization
Technigues

i4

615

Regulatory Compliance
in Social Network Data
Protection, Ethical
Handling of User Data in
Social Networks

34

4.1

Detecting and
Responding to Security
Incidents  in Social
Metwaorks

i4

4.2

Cnsiz  Communication
Strategics  for  Social
Media, Repuiation
Management in the Event
of a Security Breach

34
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Legal and Regulatory
Requiremants for 5 f
Incident Response  in
Social Networks

43

Teacher Specific content,
This can be cither class
room feaching, practical
51 session, field visit etc as
specified by the teacher
concerned,

Evaluation 1s internal.

Teaching and | Classronm Procedure { Mode of transaction)
Learning
Approach Lecture
MODE OF ASSESSMENT
Assesement A. Continuous Comprehensive Assessment (CCA) 30 Marks
Types Written Test / Seminar / Viva' Assignments
B. Semester End examination 70 Marks Time: 2 hrs
Written test
TEXTB{MIKS :

1. "Social Network El:cur'!lj-". Pri.m.'il:lh:s and Practices™ |:|'_n;' John A, Smith

2, Identity Management in Social Networks™ by Robert Johnson

d. "Sceuring Access in Social Media” by Samantha Green

4, "Privacy in Social Networks® by Jennifer Davis

5. "Data Protection Strategies for Social Media Platforms® by Michac] Brown
6. "Social Media Incident Response Handbook™ by Jessica Anderson

7. "Crisis Management in the Ape of Social Networks" by Mark Taylor

SUGGESTED READINGS

L. "Cyber Ethics: Social Media Edition® by Enuly White

2. "Social Network Security Essentials" by Richard T. McCov

J. Social Media Security and Privacy: Concepis, Methoadologies, Tools, and Applications®
edited by Hamid Nemati

4. "Handbook of Secial Media and the Law™ by Laura Secaife
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Mahatma Gandhi University
Kottayam

Programme B5c (Hons) Cyvber Forensics

Course Name | COMPILER DESIGN [Operating System Architecture Specialization)

Tvpe of DsE
Course

Course Code | MGGDSECFS301

Course Level | 300 - 399

Course This syllabus provide @ theoretical knowledge and the ability to apply compiler design
Summary principles to real-world scenarios
Semester V] Credits 4
Total Hours
ﬁgr]: Learning Approach Lecture | Tutorisl Practical Others
4 0 i i)
Pre-
requisites, if
any
COURSE OUTCOMES (C'(y)
C0 | Expected Course Outcomes upon completion of this Learning PO
Mo, | course , the students will be able to: Domains * No
1 Understand the basic concepls and principles compiler Understand 1
desien
Analyse the construction of Finite Automata and the
2 | application of the Longest Match Rule in lexical Analyse 2
analysis.
3 Evaluate, analyse and understand semantic analysis. Evaluate 4
4 Famiharize code generation and optimization. Cieals 7

“Remember (K), Understand (U}, Apply (A), Analyse (An), Evalnate (E), Create (C),
Skill (8), Interest (1) and Appreciation (Ap)
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COURSE CONTENT

Content for Classroom transaction (Units)

Module

Units

Course description

Hrs

CO No.

[.1

COMPILER DESIGN —~
OVERVIEW :  Lanpuage
Processing System, Pre-

ProCoessor

[E]

§.2

Interpreter,  Assembler |
Linker, Loader, Cross-
compiler, . Source-to-source
Compiler

1.3

ARCHITECTURE.PHASES
OF COMPILER: Lexical
Analysis,  Syntex Analysis,
Semanltic Analysis .
Intermediate Code Genaration,
Code  Optimization, Code
Creneration, Symbo] Table

2

]

2.1

LEXICAIL AMALYSIS:
Tokens,  Specifications.  of
Tokens:  Alphabets, Strings,
Spectal Symbols, Language

1,2

2.2

REGULAR EXPRESSIONS :
Chperations, MNotations,
Precedence and Associativity,
FINITE AUTOMATA: Finite
Autormata Constroction,
Longest Maich Rule

23

SYNTAX ANALYSIS 3
Context-Free Cirammar,
Syntax Analyzers, Derivation,
Parse Tree, First and Follow
Sets, Limitations of Syntax
Analyzers:, TYPES OF
PARSING

3.1

SEMANTIC ANALYSIS
Semantics, Semantic  Errors,
Attribute Carammar, 5-
atiributed SDT, L-attributed
sDT

3.2

SYMBOL TABLE:
Implementation, Operations
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INTERMEDIATE CODE
13 GEMNERATION: Intermediate 6 4
Representation, Three-Address
Code, Declarations
CODE GENERATION:
Dhrected  Acvclic  Graph,
Peephole Optimization, Code
Generator, Code Generation

CODE OPTIMIZATION:
4 Machine-independent
Optimization, Machine-
4.2 dependent Optimization, Basic | 7 2
Blocks., Leop  Optimiration,
Dead-code Elimination, Partial
Redundancy,

4.1

Teacher Specifie content. This
can be either <lass room
P 51 teaching, praciical session,
field visil etc as specified by
the teacher concemned.
Evaluation is internal.

Teaching and | Clygsroom Procedure (Made of transaction)

Learning
Approach Lecture
Akt MODE OF ASSESSMENT
Types A, Continuous Comprehensive Assessment (CCA) 30 Marks
e Written Test / Seminar / Viva! Assignments
B. Semester End examination 70 Marks Time:2 hrs
Written test
REFERENCES

I. Compilers: Principles, Techniques, And Toofs™ (Dragon Book) By Alfred V. Aho, Moniea 5.
Lam, Ravi Sethi. And leffrey D. Ullman Pearson Education 2nd Edition.

[

“Introduction to Compiler Design” By Thomas Pittman, James Peters

Y. Compilers: Principles Of Compiler Design" By Alfred V. Ahbo, Jeffrey D. Ullman
Publisher;Marcss Publishing House

4. Engincering A Compiler™ By Keith ). Cooper, Linda Torczon 2nd Edition. PublisherElsevier
Science [SBNATI00809 16613, (0209 16619
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Mahatma Gandhi University
Kottavam

Frogramme BSc (Hons) Cyber Forensics
SECURITY AND PRIVACY IN CLOUD OOMPUTING (Modern Cnmputing with
Course Name ,
Resource Sharing Speciallzation)
Type of DsE
Course
Course Code | MGHDSECFS302
Course Level | 300 - 399

Course Aims is lo acquire the knowledge and skills needed to secure cloud environments, address
Summary privacy concerns, and navigate the complex landscape of cloud security. The course
should prepare them for mles m cloud security, compliance, and nsk management.
Semester VI Credits 4
Total Hours
Course . Lecture | Tutorial | Practical Oithers
Dietails Leamning Approach
4 1] i f £l
Pre-
requisites, if
any
COURSE OUTCOMES {C0O)
CO | Expected Course Qutcomes upon completion of this Learning ()
MNo. | course , the students will be able to: Domains * Mo
1 Familiarize Cloud Computing Basics: Define cloud CRRRE 1
computing and explain its fundamental concepts.
Apply data encryption and masking techniques in cloud
2 | environments. [mplement database security best | Analyse 2
practices,
1 Create comprehensive incident response plans for cloud- | pyatuaie 2
based systems.
4 Evaluate Serverless Computing Security and Implement Apply 2
securily measures for serverless architectures

*Remember (K), Understand (L), Apply (A), Analyse (An), Evaluate (E), Create (C),
Skill (5), Interest (1} and Appreciation (Ap)

COURSE CONTENT
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Content for Classroom transaction (Units)

Module

! nits

Course description

Hrs

0 No.

§ul

Introduction to Cloud Computing and
Security Fundamentals

|

| .

Overview of Cloud Computing, Service
Models (lxaS, Paa3, Saa3) Deployment
Muodels (Public, Private, Hybnd),

1.2

13

Key Security Concepts: Confidentiality,
Integrity,  Avmlabilny (ClA),Threats and
Attacks 10 Cloud Computing Security in
Virtualization

1.4

Network Security in the Cloud ,ldentity and
Access Management (IAM ). Encryption and
Key Management, Security Groups and
Firewalls

L

2.1

Diata Security in the Cloud :Data Encryption
and Masking, Database Security. Data Loss
Prevention (DLP)Backup and = Disaster
Recovery.

Privacy in Cloud Computing: Prvacy
Concerns: and  Regulations  Legal and
Compliance lssucs . Privacy by Design
JPrivacy-Preserving Technologies

3.1

Introduction o Cloud Security
Standards:Definition  and  mmportance  of

cloud security standards.

32

ISO 27001 in Cloud Secunty, NIST
Framework for Cloud Secunty

33

Introduction to Cloud Sccunty Alliance
(CEAY CSA Cloud Controls Matnx (CCM).,

1,2

34

CSA Security Guidance for Critical Areas of
Focus in Clowd Computing, Overview of
Cloud Security Certifications, Certified
Cloud Secunty Professional (CCSP),

AWS Certified Security,

Orher Cloud Secunty Certifications

1,2,3

T
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4.1 Server less Computing Scounty 3 123
4.2 Ephemeral Mature of Server less Funetions: 4 1.2.3
4
4.3 Al and Machine Leaming in Cloud Security 4 2,3
44 Block chain for Cloud Security 4 34
Teacher Specific content. This can be either
class reom teaching, practical session, feld
3 5.1 visit etc as specihed by the teacher
concerned.
Evaluation is internal.

Teaching and | Classroom Procedure (Mode of transaction)

Lesruing Lecture
Approach
MODE OF ASSESSMENT
Assessment A, Continuous Comprehensive Assessment (CCA) 30 Marks
Types Written Test / Seminar / Viva/ Assignments

B. Semester End examination 70 Marks time : 2hrs
Written test

Text Book

L.

Cloud Security and Privacy: An Enterprise perspective on Risks and Compliance™ by
Tim Mather, Subra Kumaraswamy. Shahed Latif

REFERENCES

L.

.

CCSP Certified Cloud Secunty Professional All-in-One Exam Guide-Authors: Daniel
Carter- 2™ Edition, Publisher-McGraw Hill,

. Cloud Security and Privacy: An International Guide to Policy and Technology-

Authors: Tim Mather, Subra Kumaraswamy, Shahed Latif,1¥ edition, publisher -
O'Reilly Media

Security Engineering: A Guide to Butlding Dependable Dhsinbuted Systems-Author:
Ross 1. Anderson.3™ adition, Publisher-Wiley

Security Engineering: A Guide o Butlding Dependable Distnibuted Systems-Author:
Ross ). Anderson published by John Wiley & Sons.

Cuide to Clond Computing: Principles and Practice-Authors: Richard Hill, George
Reese, Ben Sweat |, Springer Science & Business Media 2012
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Mahatma Gandhi University
Kottayam

Programme B5c (Hons) Cyvber Forensics

Course Name | SECURITY SCRIPFTING USING RURY

Tvpe of DsE
Course

Course Code | MGGDSECFS303

Course Level | 300 - 399

Course This course equips students with a strong foundation in Ruby programming and an in-
Summary depth undersianding of the Ruby on Rails framework.
Semester Wl Credits 4
Total Hours
E:;l:: Lesming APRrdieh Lecture | Tutorial | Prictical Chthers
g 3 l 0 0 il
Pre-
requisites, if
any
COURSE OUTCOMES (CO¥)
) | Expected Course Outcomes upon completion of this Learning (L]
Mo. | course , the students will be able to: Domains * Mo
Understand

1 Realize the concept of OOP in Ruby |

2 Apply the apphcation of cops pnnciples Apply 1.3
Analyse the structure and execution flow of Ruby
Programs.

Analyse 123

Asscss and Evalvate the effectivencss of differcnt Ruby Eyiiliske 23
Prigramming construcls in various sccnanos, -

*Remember (K), Understand (L), Apply (A}, Analyse (An), Evalnate (E), Creare {C),
Skill (5}, Interest (1) and Appreciation (Ap)

4

COURSE CONTENT
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Content for Classroom transaction (Units)

Module | Units Couwrse description Hrs | CO Ne.
[ntroduction
Features of Ruby
1.1 Ruby Installation on Linux and 4 |
Windows
The Structure and Execution of
Ruby Programs
|
1.2 | Constants and Literals 3 |
Daita types
1.3 | Operators and Expressions 5 1.2
Statements and Control Structures
14 | Methods 3 .2
21 Arravs and Hashes b 1,2
22 Class. Method vi&'lh-.li'[}". 0P 6 1.2:3
3 Concepts
23 | Regular Expressions 3 3
Exception and Fxception Handling
3.1 Exception Classes and  Exception 9 .2
3.2 File Intreduction. Reading File & 7
Writing File
4.1 | Working with Ruby Gems 5 34
4 Gem commands
4.2 | Working in socket with Ruby 10 3.4
Implementing secure
commumication with SSL/TLS
Teacher Specific content. This can
be cither olass room teaching,
5 5.1 practical session, field visit etc as
specified by the teacher concerned,
Evaluation is internal.
I::f:}ﬁ and Classroom Procedure (Mode of transaction)
Approach Lecture and Practical
Types A. Continuous Comprehensive Assessment (CCA) 30 Marks
Written Test [ Seminar £ Viva' Assignments
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B. Semester End examination 70 Marks. Time : 2hrs
Written test

References:
. The Ruby Programming Language First Edition O'Reilly
2. The Well-Grounded Rubyist Third Edition by David A. Black
3. Beginning Ruby Second Edition by Peter Cooper
4. Learn Ruby on Rails: Book two. by Daniel Kehoe RailsApps
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Kottayam

Mahatma Gandhi University

Programme B5c (Hons) Cyvber Forensics
Course Name | SECURITY SCRIPTING USING PERL
Tvpe of DsE

Course

Course Code | MGADEECTS304

Course Level | 300 - 399

manipulation,

Course Develop basic understanding of web development in PERL and able to design web
Summary application in real world scemario.
Semester Vi Credits 4 Total
Hours
Course 3 Lecture | - Tutorial Practical Oithiers
: Leaming Approach
T 3 | 0 0 60
Pre-
requisites, if
any
COURSE OUTCOMES {€C0O)
C0 | Expecied Course Outcomes npon completion of this Learning o
No. | course , the students will be able to: Domains * No
1 Familiarise the overview of security scripting and o5 | {jderstand | 1
relevance.
A i i 3, i A‘PPI:"I
3 pply the knowledge to write simple Perl programs with |2
basic 1/0 operations. '
Analyse operator procedures and conditional sraements
3| file and directory security mechanisms using Perl. Anglyse 23
Measure the efficiency of loop control mechanisms and
4 the effectiveness of regular expressions in  string | Eyatuate 1.2.3

“Remember (K), Understand (U), Apply (A}, Analyse {(An), Evaluate (E), Create (C),
Skill (8), Interest (T) and Appreciation (4Ap)

COURSE CONTENT
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Content for Classroom transaction (Units)

Madule Units Course deseription Hres | T Na.
1.1 Introduction to Perl 2 l
13 Basic 'O, WVanables, and Backslash ; 5
F Intcrpu]nti.un
1.3 Scalar/List Control Operators, Operator 4 7
I " Procedure, if unless
1.4 Loops. Loop Control 3 24
1.5 Debugging Perl Scripts 3 2
Z.1 Built-in Functions in Perl A 1.2
2.2 Perl Functions 3 2
2
53 Regular Expressions Pattern Matching, 4 334
f m [i I , aedls
2.4 Meta character and Meta symbols, 3 23
' Character Classes, Quantifiers. 3
1.1 Subroutines  Synlax, Scmantics, Parsing | 4 4
Reéferences
3.2 Prototypes,.  Subroutine . Attributes, | 3 4
Formats Format Vanables
3.3 References Creating References, Using | 3 234
Hurd References
i
i4 Symbolic References, Braces, Brackets, 3 2
and Quotes
35 Data Structure Arrays of Arrays, Hashes | 2 14
of Amays
4.1 Here Docs, More CGl E:n:l:llir:lg1 Cookies 4 2.4
4
4.2 File Uploading, E-mail, Security Scripting | 5 2
Orwverview
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43 | File and Directory Security, Network | 4 2
Security with Perl

4.4 Perl for Web Security Basics 2 1.4
5 Teacher Specific content. This can be
either class room teaching, practical
5.1 session, field visil ele as specified by the
teacher concerned.
Evaluation is internal.
T-Eaﬂ}i_ng and Classroom Procedure (Maode of transaction)
Learning
Approach Lecture and Practical
MODE OF ASSESSMENT
Assessment A. Continnous Comprehensive Assessment (CCA) 30 Marks
Types Written Test / Seminar / Viva' Assignments
B. Semester End examination 70 Marks Time: 2 hrs
Written test
References

l. Tom Christiansen, Brian D Foy, Larry Wall, Jon Orwant, Programming Perl, O Reily.

3rd Edition, 2010

2. Scolt Guehch, OGI Programming with Perl, O'Reily. et al.. SPDpublication, 2nd

Edition, 2008.
3.  Tom Chnstiansen, Nathan Tockington | "Perl Cookbook™, 2nd Edition.

4. Seott Guelich. Shishir Gundavaram., Gunther Birrmieks “CG1 Programmuang with Perl”™,

2nd Edition.
5. Lincoln D. Stem "Network Programming with Perl”, 3rd Edition.
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Mahatma Gandhi University
Kottayam

Programme B5c (Hons) Cyvber Forensics

Course Name | SECURITY SCRIPTING USING NODE.JS
Type of DSE

Course

Course Code | MG6DSECFS305

Course Level | 300 -399

This course provides a comprehensive understanding of JavaScnpt and Node. js, covening

Skilf (S), Interest (1) and Appreciation (Ap)

Course i 1
ozl ﬁll‘:me‘lEMHJ concepts, application development, module usage, and file system
GFC!'II[IDHE-
Semester Vi Credits 4
Total Hoarrs
:::;: Learning App I Lecture Tutorial Practical Oither=
3 | )] 0 ()
Pre-
requisites, il
any
COURSE OUTCOMES (C0)
C0 | Expecied Course Outcomes upon completion of this Learning ()]
MNo. | course , the students will be able to: Domains * No
: . Understand
1 Aware of the mastery of java script and fundamentals. ih |
1 En_al::fsr:- the ﬂppt?ﬁlt_lﬂn of express.JS framework for Analyse{An) |2
utlding web application
Apply JavaSeript for form validation and event handling
3 in HTML forms Apply(A) 2
4 Mv;,asure the installation and usage of Nodejs on Evaluate(E) | 2.3
Windows.

*Remember (K), Understand {U), Apply (A}, Analyse {(An), Evaluate (E), Create (C),

COURSE CONTENT

Content lor Classroom (ransaction {(LTnits)
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Module Units Course description Hrs C0 No.
1.1 Introduction to Java Seript 5 !
1.2 JavaSenpt Fundamentals 5 I
|
1.3 Events and Popup Boxes 2 1.2
1.4 HTML Forms and Yalidation 3 i4
21 Features and Advantages of 3 I
’ Naode js
2.2 Environment Setup and Basics 4 2.3
2
23 Asynchronous Programming 4 3
24 MNode js Installation 4 14
3.1 Primitive Types and Object 3 1,23
Litcral ;
3.2 Functions, Buffer, and Global 4 2.3
Seope
3
i3 Module Types amnd Exports 4 2
34 Using Modules and NPM 4 i4
4.1 Handling HTTP Requests and 23
File Operations
4.2 Node.js File System Module 5 3
4 and 10 Operations
4.3 File System Manipulation and 5 i4
Directory Operations
Teacher Specific content, This
can be either class room
teaching, practical session,
5 3. field visit etc as specified by

the teacher concerned.

Evaluation is internal.
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Classroom Procedure (Mode of trapsaction)

Teaching and Lecture and Practical

Learning

Approaach

K thcatett MODE OF ASSESSMENT

Wi A. Continuous Comprehensive Assessment (CCA) 30 Marks

p Written Test / Seminar / Yiva' Assignments
B. Semester End examination 70 Marks Time: 2 brs
Written test

References

1.
2.

3.

4.
5. Basarat Ali Syed, Beginning Node js, A press, 2004, Trade Paperback, New Edition.

Professional JavaScript for Web Developers 3rd Edition , Nicholas C. Zakas,
JavaScript and JQuery: Interactive Front-End Web Development st Edition 2014, Jon
Duckent.

Advanced [removed] Speed Up Web Development with the Powertul Features and
Benefits of JavaScnpt, Ist edition 2019, Zachary Shute,

Dhruti Shah, “Node.JS Guidebook™, BPB Publications. Ist Edition 2014,

WEE REFERENCES :

htipa.//nodejs. org/en/docs
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Kottayam

Mahatma Gandhi University

Programme B5c (Hons) Cyvber Forensics
Course Name | FENETRATION TESTING TOOLS
Tvpe of SEC

Course

Course Code | MGOSECCFS300

Course Level | 300 -399

Course Able to identify and address secunty vulnerabilities, helping organizations strengthen
Summary their defense against eyber threats.
Semester V] Credits 1
Total Hours
ﬁgr]: Learning Approach Lecture | Tutorisl Practical Others
2 1] | 0 i)
Pre-
requisites, if
any
COURSE OUTCOMES (CO)
CO | Expected Course Outcomes upon completion of this course , Learning PO No
No. | the students will be able to: Domains *
1 Realize the penetration  testing methodologies including | . . 0 |
reconnaissance, scanning, exploitation and post-exploitation,
Examine port scanning, vulnerability scanning, and exploation
2 in penetration testing, and understanding social engineering toal Analyse 2
kits
Study the wireless attacks and utilize hands-on ols 1o gather " "
> information and exploit vulnerabilities Anglyse 2
1 Make use of theoretical knowledge in a hands-on lab to explore Appl 14
vanous tools used in different phases of penetration testing. PPy
*Remember (K), Understand (U), Apply (A), Analyse (An), Evaluare (E), Creare (C), Skill (S}, Intevest
1) and Appreciation {Ap)
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COURSE CONTENT

Content for Classroom transaction (Units)

Module | Units Course description Hrs | CO No.
11 Understanding Penetration  testing-Phases 4 |
; of pentesting
[ 1.2 | Setting up virtual machine-using Kali Linux | 4 14
Information Gathenng -Whos, Netoraft,
13 Extracting miormation from DNS, The 4 1.2
Harvester, HTTrock, MetaGooFil
71 Discovery and scanming- pings and pin - |2
- sweeps, port scanning, MNessus p
2.2 | Vulnersbility Scanning-BurpSuit, Aircrack 2 23
Exploitation-Gaining | agcess fo  remole
2.3 SEIVICES, Fn}']nﬂ& g:nm‘ﬂﬁun-M:tnspluit, 2 23
2 BeEF
24 The Mmap Seripting Engme, Running a i 5
o single NSE script
2.5 | Password attacks-types of attacks 2 2
b phishing, Mass Email Anacks, Zphisher
11 Wireless  attacks-setting  up.Monitor 1 1
' mode, Captuning packets
Wired Equivalent Privacy, Wi-Fi Protected
32 Access \WPA2, Wi-Fi Protecied Setup ,The 2 3
Smartphone Pentest Framework
14 Maintaining Access with Backdoors and \ 13
: Rootkits and how to create pentesting report
3 Apply theoretical knowledge into hands-on
lab practical :
3.3 | Information Giathering tools: | B ER
Whois, Netcrafl, Wslookup. Shodan Maltego,
Wayhack /or can add any other tools
Discovery and Scanning tools: Angry IP
3.6 | scanner, Super Scan, Port scanning-Nmap, | 7 34
Messus' or can add any other 1ools
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Apply hands-on lab practical:

4.1 Vilnerability Scanning lools: BurpSuit, 5 4
CrpenVAS, Netsparker, Aircrack / or can
add any other tools

Exploitation 1ools: Metasplont ,BeEF
17 Socal engineering toolkit = | g 4
' Zphisher/Blackeye/or any other phishing

toal

(remerale a penctration testing report based
4.3 . s 5 4
on these practical activitics

Teacher Specific content. This can be either
class room teaching, practical session, field
51 visit ete as specified by o the teacher
concerned,

Valuation 1s indemal,

Teaching and
Learning
Approach

Classroom Procedure (Maode of fransaction)
Lecture and Practical

Assessment
Types

MODE OF ASSESSMENT
A. Continwous Comprehensive Assessment (CUA) 15 Marks
Written Test / Seminar / Viva/ Assignments

Practical Marks 15 Marks

B. Semester End examination 35 Marks Time: 1.5 houwrs
Written test

Practical Examination 35 Marks

References:

1. The basics of hnukinE and p:ni:l:raﬁun ll:ﬁh'ng b}' Patrick engebreston

2. Penetration testing A Hands-On Introduction to Hacking, Georgia Weidman, William
Pollock, 2014

3. Metasploit: The Penetration Tester's Guideby David Kennedy, Jim O'Gorman, Devon
Kearnz, and Mati Aharoni

4. Penctration Testing: Procedures & Methodologiesby EC-Council

5. The Web Application Hacker's Handbook: Finding and Exploiting Security Flaws" by
Dafvdd Stuttard and Marcus Pinto
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Mahatma Gandhi University
Kottayam

Programme

BSe (Hons) Cyber Forensics

Course Name

ARTIFICIAL INTELLIGENCE ETHICS

Tvpe of At

Course

Course Code | MGOVACCFS300
Coarse Level | 300 =399

Aim is to equip with a comprehensive understanding of the ethical dimensions of Al
and be capable of crilical assessing, designing, and implementing Al systems with

g“m cthical considerations in mind. This course’ gives an awareness of the broader
g socictal imphications of Al and be prepared to contribute 1o cthical decision-making
m the figld.
Semester Vi Credits 3
Total
Hours
E:Ta:?: Leaming jippronch Lecture | Tutorial | Practical | Others
3 0 i {0 45
Fre-
requisites, if
any
COURSE OUTCOMES (C0O)
C0 | Expected Course Outeomes upon completion of this Learning O
No. | course , the students will be able to: Domains * No
Familiarise the Anificial Intelligence and the ethical ;
: Considerations of Al technologies. wcha o
7 Recognize Framework, Concepts, Standards and Undeistand 2.8
rerulations of Al '
3 | Study the different Perspectives of Al Fthics. Analyse 26,8
4 I.::xp]_r.lrc the real-world cases where Al cthics played a " 128
significant role.
*Remember (K), Understand (L), Apply (A), Analyse (An), Evaluate (E}), Create (C),
Skill (8}, Interest (1) and Appreciation (Ap)
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COURSE CONTENT

Content for Classroom transaction [(inits)

Module | Units Course description Hrs | CO No,
1.1 | Artificial [Intelligence:  Introduction to  Artificial | - |
[ntelligence, Goal of Al
1.2 | Applications of Al, Role of Artificial Intelligence in | 4 1
Human Life.
1 Artificial Intelligence and Ethics: Introduction to
1.3 | Ethics Of Al, Why Ethics in Al? Understanding | 4 |
Ethics, Ethical Considerations of Al
1.4 | Current Initiatives in Al and Ethics, Ethical Issues | 5 1
with our relationship with artificial Entities
3| | Framework And Mode: Al Governance by Human- | 5 )
right centred design, deliberation and oversight.
27 | Normative - mode. Role of professional norms in the | 4 2
povernanee of artificial intelligence,
2 23 | Coneepts And Issues: Aecountability in Computer | 3 4
Systems, Transparency, Responsibility and Al
Race and Gender, Al a5 a moral right-holder,
3 4 | Autonomy, Is Human Judgement necessary? Arificaal | 4 b
Intelligence, Algonthmic Governance and the Law,
Al standards and regulations.
3.1 | Perspectives And Approaches: Perspectives on Ethics | 4 3
of Al- Computer Science.
3.2 | Human centred Approach to Al Ethics: A perspective | 4 3
from cognitive Science.
i
3.3 | Integrating cthical values and cconomic value to steer | 4 3
progress in artilicial imelligence.
3.4 Automating orgimation: Perspective from humanities., 3 3
Cases  And Application: Ethics of Anificial
4.1 [ntelligence in Transport. Ethical Al n Milstary. | 5 4
Ethical Al in Biomedical research, Patient Care,
4 Public Health.
4.7 Ethics of AT in LAW: Basic questions, Beyond Baas: 4 4
“Ethical AI"” in criminal LAW.
Teacher Specific content, This can be either class
5 5| | mom teaching, practical session, field visit etc as

specilied by the teacher concerned.
Evaluation is internal.
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Teaching and Classroom Procedure (Mode of trapsaction)

Learning Lecture
Approach
MODE OF ASSESSMENT
C. Continuous Comprehensive Assessment (CCA) 25 Marks
Assessment Written Test / Seminar / Viva' Assignments
Types

b, Semester End examination 30 Marks Time: 1.5 hours

Written test

References:

L,

2,

S. Russell and P. Norvig, "Adificial Intelligence: A Modem Approach, Prentice Hall,
Third Edition, 2009,

Paula Boddington, —Towards a Code of Ethics for Anificial Intelligence Springer,
2017

Markus D). Dubber, Frank Pasquale, Sunit Das, —The Oxford Handbook of Ethics of
Al Oxford University Press Edited book, 2020

S. Matthew Liao, —Ethics of Anificial Intelligencel, Oxford University Press Edited
Book, 2020

v. Eleanor Bird. Jasmin Fox-Skelly. Micola Jenner, Ruth Larbey, Emma Weitkamp and
Alan Winfield,” The ethics of anificial mielligence: Issues and initistives™, EPRS |
European Parliamentary Rescarch Scrvice Scientific Foresight Unit (STOA) PE
634.452 — March 2020

Weh Link:

2. htips:/fwww cs buap my/~aolvers/TA2016 Applications%200{%20A pdl
3. hatps:'www.spiceworks.com/tech/art ficial-intelligence/articles/what-is-ai/
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Mahatma Gandhi University
Kottayam

Frogramme BSc (Hons) CYBER FORENSICS

Course Name | MACHINE LEARNING USING FYTHON

Type of
Course DCC

Course Code | MGTDCCCFS40

Course Level | 400 - 499

Course Aim to provide students with the necessary knowledge and skills to apply machine
Summary learning techniques fo real-world problems using Python.
Semester Vi Credits 4
Total Hours
E:r;i:: Learning Approach Lecture Tutosial Praciscal Dithers
3 1] 1 75
COURSE OUTCOMES (C0O)
C0 | Expected Course Outcomes upon completion of Learning FO No
MNo. | this course , the students will be able to: Domains *
| | Familiarize with Machine Learning Understand 1
2 Analyse vanous leammg methods Analyse 2
3 Review and visualize the data analysis with Pyvthon Apply “
d Implement Machine Learming concepls using Create 3
Python
*Remember (K), Understand (U}, Apply (4), Analyse (An), Evaluate (E), Create (C),
Skill (8), Intevest (1) and Appreciation (Ap)

COURSE CONTENT

Content for Classroom transaction (Units)
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Module

U'nits

Course description

Hirs

0 No.

i1

Overview of Machine Learning -
Defimtion and applications, Importance and
Impact.

Types of Machine Learning - Supervised
learning, Unsupervised learning,
Reinforcement learning.

Basic Concepts - Features and [labels,
Training and testing data. Model, prediction,
and evaluation.

Supervised Learning:

Regression - Introduction v Regression,
Lincar regression  basics,  Simple  and
multiple linear regression

2.2

Model Evaluation - Mean Squared Error
(MSE), Resquared

Classification - Introduction Lo
Classilication, Logistic regression, Decision
(recs

. 2

23

Model Evaluation for Classification -
Confusion  matrix.-  Accuracy: precision,
recall.

1,2

il

MumPy and Pandas, Aravs and
DataFranws, Basic operations for data

mamnipulation, Matplotlib, Data
visualization basics.

3.2

Exploratory Diata Analysis (EDA) and Data
Preprocessing, EDA  with Pandas and
Matploilib, Understanding and summarnizing
data, Data Preprocessing, Handling missing

valuecs,

3.1

4.1

Arrays and DamFrames, NumPy and Pandas

4.2

Basic operations for data manipulation

4.3

Data visualization basics - Matplotlib,
Scatterplot, Line chart, bar chart, histogram
elc,

44

Exploratory Data Analysis (EDA) and Data
Pre-processing.

10
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Teacher Specific content. This can be either
class room teaching, practical session, field
5 31 | wvisit ete as specified by the teacher
concerned.

Evaluation 15 internal.

Teaching iind Classroom Procedure {Mode of transaction)
Learning
Approach Lecture and Practical
MODE OF ASSESSMENT

Assessment E. Continuous Comprehensive Assessment (CCA) 25 Marks
Types Written Test / Seminar / Viva! Assignments

Practical 15 Marks

F. Semester End examination 50 Marks Time: 1.5 hours
Written test
Practical Examination 35 Marks
References

1. Machine Learning - Saikat Duty, Subramanian Chandmmouli, Amit Kumar Das,
Pearson Education

2. Introduction to Machine Leaming with Python A Guide for Data Scientists - Andreas
C. Miiller and Sarah Guido, O"Reilly Media, Inc.
SUGGESTED READINGS
Basic operations for data manipulation -

1. hitps:www.analviiesvidbyviccom/blog 201 60171 2 -pandas-tec hnigues-py thon-

data-manipulation

Drata Visualization Basics —

1. "rlIr i '1P-

P A
inpyvthon'#:—text=Data % 2 0vigua lration s 208 %e 2 0the % J0discipline with2 a2 (o

i5 Vo 200 M s 20d i Terent %o 200 s tures,
3. Exploratory Data Analysis (EDA) and Data Pre-processing -
[ittpes:orwew. pnslvticsvidhvs com/blop 202207 stepby.step-sx plotory -data-

analvsis-ede-using-python/
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Mahatma Gandhi University
Kottayam

Programme BSsc (Hons) CYBER FORENSICS
Course Name | SOFTWARE ENGINEERING
Tvpe of :
Course e
Course Code | MGTDCCCFS401
Course Level | 400 - 499
Adm 1o provide siudents with a strong foundation in seftware engineering, enabling
Course them to contribute effectively to software development projects and adapt to the
Summary dynamic nature of the field. Specific outcomes may vary based on the course and
institution.
Semester Vil Credits 4
Total
Hours
Course L Py o) | .
Detnils carmng Approach Legture Tutorial Praciical Others
4 i ( i
COURSE OUTCOMES (C()
C0 | Expected Course Outcomes upon completion of Learning PO N
No. | this course , the students will be able to: Domains * i
I Recognize vanous stcps of sofiware engineering, Understand |
3 Apply suitable life eyele models to a project. Apply 1.2.9
5 Analvze a problem and identify and define the Analyze 1.2
requirements to the problem
Evaluate the design and testing phases of software Evaluate
[ 1,2
Engineering
*Remember (K}, Understand (U), Apply (A), Analyse (An), Evaluate (E), Create (C),
SRl (5), fnrerest (1) and Appreciation (Ap)
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COURSE CONTENT

Content for Classroom transaction (Units)

Different Types of Software testing

Module Units Course deseription Hrs C0 No.
Introduction to Software Engineening:
What 15 Software Engineering, Program

1.1 Vs Software, Software process | 5 3
Software Characteristics,

Characteristics of Software
I Engineering.

1.2 Brief introduction about product and o) 3
process

12 Life cvele of a software system. 2 1
Saftware life eycle models: Definition,

21 Waterfall model, Spiral model, ¥ ‘) |3
model, Incremental and Rerative )
process model, Prototype Model.

2 v

22 Introduction to Agile Group-Serum, XP 2 L3

13 Selection of a life cycle model. 4 3
Saoftware Requirement Engineering:

3.1 What iz Requirement Engineering, 4 1.5
Types of requirecments

3 12 Steps in Requirement Engineering 5 5
Process

39 Project planning- Size estimation, cost 5 4
estimaton.

34 Constructive Cost Model (COCOMO) 4 4

4.1 Software d&fign process: Purpose of 4 1.6
software design

4.3 Al‘l:".-hil.ﬁ:llIIHIJ d:iigl’ilﬁ, User interface 5 6
design, Detailed design.

Software Testing: What is testing?

4.3 Importance of Software Testing, 3 1.6
Verification and Validation

4.4 4 I
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4.5 Levels of Software Testing 4 b

46 Black box, White box and Gray box 3 6
teshing
4
4.7 Benelits of software testing 2 6
Teacher Specific content. This ¢an be
either ¢lass room teaching, practical
5 5.1 session, ficld visit etc as specified by

the teacher concerned.
Evaluation 18 internal.

Classroom Procedure (Mode of transaction)
Teaching and | | weture
Learning
Appreach
MODE OF ASSESSMENT
Assessment A. Continuous Comprehensive Assessment (CCA) 30 Marks
Tvpes
oL Written Test / Seminar / Viva/ Assignments
B. Semester End examination 70 Marks Time: 2 hours
Written test
REFERENCES

. Software Engineering Roger 5 . Pressman, Sixth edition, 2004, TataMegraw - Hill
Intermational Edition,

2, Software Engincering Programs Documentation Operating procedures, KK.
Apzarwal& Y ogesh Smgh. 2003, New Age International Publishers

1. Software engineering lan Sommerville, Sixth edition, 2001 Pearson education Asia
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Mahatma Gandhi University
Kottayam

Programme BSc (Hens) CYBER FORENMNSICS

Course Name | BLOCK CHAIN TECHNOLOGY

Tvpe of .
Course DOC

Course Code | MGTDCCCFS402

Course Level | 400 - 499

Aim to provide students with 2 strong foundation i software engineening, enabling

Course them to contrbute effectively to software development projects and adapt to the
Summary dynami¢ nature of the held. Specific outcomes may vary based on the course and
NS Tt
Semester VIl Credits 4 Totl
Hours
E:Iuﬂri?: L ing Approach Lcrure Tuzorial Fracuical Chlyers
4 0 0 60

COURSE OUTCOMES (COy)

C0O | Expected Course Outcomes npon completion of | Learning PO No
Mo. | this course , the students will be able to: Domains *
| | Familiarise Block chain Technology, definition of | Understand 12
block chain.
2 Analyse the mining process Analyse 1
3 Compare cryplocurrencies and Bitcoin Evaluate 2
Make use of the knowledge of blockchain Apply
4 | components to describe the consensus mechanism. 1

*Remember (K), Understand (U), Apply (A), Analyse (An), Evaluate (E), Create (C),
Skili (5), Intevest (1) and Appreciation (Ap)
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OURSE CONTENT

Content for Classroom transaction (Uniis)

Maodule | Units Course description Hrs | CO Mo,
1| | Foundations of Blockchain Technology (Definition 4 1
and Historical Evolution)
1.7 | Basics of Decentralized Systems and Componentsof | 4 1
1 Blockchain
1.3 | Cryptographic Principles in Blockchain 3 1
1.4 | Secunty in Blockehain Networks and Conclusion 4 12
2.1 | Fundamentals of Blockchain Technology 3 .23
2.2 | Components of Bloeckchain 4 1
2
2.3 | Cryptography in Blockchain 4 1.2
24 | Security md Applications in Blockehain Networks 4 1
3.1 | Foundations of Blockchan  Technology 5 1
(Defimtion and Histonical Evolution)
3 1 | Basics of Decentralized Systems and Componentsof | 5 1.2
Blockchain
3.3 | Cryptography in Blockchain 4 |12
34 | Security and Applications in Blockchain Networks | 3 3
4.1 | Scalability Challenges and Solutions 3 12
4 4.2 Applications of Blockchain m  Supply Chain 3 1,23
Management
4.3 | Blockcham in Finance, Banking, Healthcare, and | 4 2.3
Voling Systems
4.4 Challenges, Regulations, and Future Trends 3 3
Teacher Specific content. This can be either class
room teaching, practical session, field visit ete as
5 5.1 specified by the teacher concerned.
Evaluation 15 internal.
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Teaching Classroom Procedure (Mode of transaction)

and Learning

Approach Lecture

A MODE OF ASSESSMENT

T:;f:;“‘*“‘ A. Continuous Comprehensive Assessment (CCA) 30 Marks
Written Test / Seminar / Viva/ Assignments

B. Semester End examination 70 Marks Time: 2 hours
Written test
References

L,

2,

"Mastering Bitcoin: Unlocking Digital Cryptocurrencies” by Andreas M,
Antonopoulos, second edition, published in 2007, The publisher is O Reilly Media.
"Blockchain Basics: A Non-Technical Introduction in 25 Steps” by Daniel Drescher,
2nd edition in 2022, published by 51 Martin's Press.

"Blockchain  Revolution: How the Technology Behind Bitcoin and Other
Cryptocurrencies is Changing the World" by Deon Tapscot! and Alex Tapscott, published
by Penguin Random House: The book was first published in 2016.

"Ethereum: Blockehains, Digital Assets, Smart Contracts, Decentralized Autonomous
Organizations” by Hennmg Diedrich, Publisher Wildfire Publishing, 2016
"Blockchain by Example: Decentralized applications using Bitcoin, Ethercum, and
Hyperledger” by Bellaj Badr and FRichard Homrocks pablished by Packt
Publishing on November 30, 2018_

"Blockchain Applications: A Hands-On hppmuc]:"lby Arshdeep Bahga and Vijay
Madisettr,, Publisher Arshdeep Bahga 2007

SUGGESTED READINGS

1.

"Blockchain Basics: A Non-Technical Introduction in 25 Steps” by Damiel
Direscher Edition: 2nd Edition Publisher: Apress

"Mastering Bitcoin: Unlocking Digital Cryptocurrencies” by Andreas M.
Antonopoulos. Edition: 2nd Edihon Publisher: O'Reilly Media

"Mastering Ethereum: Building Smart Contracts and DApps" by Andreas ML
Antonopoulos and Gavin Wood, Edition: 2nd Edition, Publisher: O'Reilly Media
"Blockchain Applications: A Hands-On Approach" by Arshdeep Bahga and Vijay
Madisctti.Edition: 1st Edition, Publisher: VPT

"Blockchmm and Cryptocurrency  Explamed™ by David Chismon Edition:  [st
Edition Publisher: Wiley

"Blockchain Revolution: How the Technology Behind Bitcoin and Other
Cryptocumrencies is Changing the World™ by Don Tapscott and Alex Tapscout,Edition:
15t Edition, Publisher: Portfolo
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Mahatma Gandhi University
Kottayam

Programme BSe (Hons) CYBER FORENSICS

Course Name | MULTIMEDIA SECURITY

Typeof
Course

DCE

Course Code | MGTDCECFS400

Course Level | 400 - 499

This course covers digital video watermarking, quality assessment, and related
topics, explonng apphieations, propertics, models, basic message coding,

;‘.mlm walcrmarking with side information. authentigation, collusion attacks, visibility
Y control, and multimedia forensies, emphasizing practical aspects and evaluation
methods,
Semester Vil Credits 4 Totl
Hours
g::;;: Leamning Approach Leciire Taorial Fractical Dihers
4 1] i i)
Pre-
requisites, if
any
COURSE OUTCOMES {C0O)
0 | Expected Course Outcomes upon completion of this Learning PO No
Mo, | course , the students will be able to: Domains *
1 Recall and kst application of watermarking and Hodcratinil |
steganography
2 Asgess the effectiveness of different watermarking and
steganographic systems. BT |
;. Make wuse of communication-based maodels of - g
watermarking in prectical scenarios e
4 Model watermark detection using correlation and impact KN |
of collusron attacks in digital video walermarking. ¥

fnrerest

(1) and Appreciation (Ap)

“Remember (K}, Understand (L), Apply (A}, Analyse (An), Evaluate (E), Creare (C), Skill (8},

COURSE CONTENT

Content for Classroom transaction (Units)
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Module | Units Course description Hrs | CO No.
1.1 | Introduction, Applications of Watermarking | 4 1
and Steganography,
13 Propertiecs of Watermarking  Svstems, 5 7
| ' Evaluating Watermarking Systems,
Properties of Steganographic and Steganalysis
1.3 Syslems, Evaluating and Testing 3 2
Steganographic Systems.
Models of Watermarking- Communications,
21 Communication-Based Models of | 3 3
Watermarking,
Geometric.  Madels:  of . Watermarking,
2.2 | Modeling - Watermark = Detection by | 6 3
2 Comelation,
Basic Message Coding-Mapping Messages
2.3 |mio Message Vectors, kmor Correction | 4 2
Coding,
2.4 | Detecting Multisymbol Watermarks. 2 2
3.1 Watermarking:  withe  Side.  Information- | 4 k|
Informed Embeddmg.
3.2 | Warermarking Using Side Information 3 3
3 Authentication  Watermarkings for Binary | |
3.3 I + 3
mages,
1.4 Secure Multimedia Content Distnibution Based 4 7
' on Watermarking Technology
41 Digital Video Watermarking and the Collusion 4 4
' Attack
42 Visibility Control and Quality Assessment of 4 ]
’ Watermarking and Data Hiding Algonthms,
4 4.3 | Steganalysis: Trends and Challenges. 2 |
Digital camera Source identification through
4.4 | jepg quantization, Traitor Tracing for| 3 |
Multimedia Forensies,
4.5 | JPEG20M) encryption. 2 |
Teacher Specific content. This can be either
class room teachmg, practical session. held
3 3.l visil et as specified by the teacher concerned.
Evaluation 15 mlemal.
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Teaching and

Classroom Procedure (Mode of trapsaction)

Learning

Approach Lecture

Assessment MODE OF ASSESSMENT

Types A. Continuous Comprehensive Assessment (CCA) 30 Marks
Written Test / Seminar / Viva' Assignmenis

B. Semester End éexamination 70 Marks Time: 2 hours
Written test
References

1. Digital Watermarking and Steganography,Second Edition, Ingemar J. Cox.Matthew L.
Miller, Jeffrey A. Bloom, Jessica Fridrich, Ton Kalker, 2008 , Elsevier Inc.

2. Multimedia Forensics and Security, Chang-Tsun Li, University of Warwick, UK, 2009
by 1G1 Global
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Mahatma Gandhi University
Kottayam

Programme BSe (Hons) CYBER FORENSICS

Course Name | TECHNICAL DNCUMENTATION

Typeof DCE
Course

Course Code | MGTDCECFS40]

Course Level | 400-499

Course This syllabus provides a theoretical knowledge of technical docamentation
Summary and be able to create high-guality docomentation in real-world scenarios.
Semester Vil Credits 4 Total
Hours
S::IHIT: Learning Approach Leciure Tusorinl Practical Orhers
i 4 0 0 60
Pre-
requisites, if
any
COURSE OUTCOMES (C0O)
0 | Expected Course Dutcomes upon completion of this Learning POy
Mo, | course , the students will be able to: Domains ® No

1 Examine the fundamental concepts and principles of Understand | 1

technical commumcation,

7 Analyse the historical evolution and significance of Anaiyee 2
techmeal communication.,
: Evaluate the impact of ecffective technical Evaluate 2

communication on varous industres and sectors.
4 Develop a brief technical document introducing a Create .
complex concept 1n a clear and understandable manner.
*Remember (K), Understand (L), Apply (A}, Analyse (An), Evaiuare (E), Create (C),
Skill (5), Interest (1) and Appreciation (Ap)
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COURSE CONTENT

Content for Classroom transaction (Units)

Module

Umits

Course description

Hrs

0O No.

Introduction i Technical
Documentation: Overview of
Techmical Communication,
Importance of Effective
Documentation, Types of Technical
Documents Role of Technical Writers

1.2

Audience - Analvsis and Pumpose;
Identifying and  Analysing the
Audience, Defimng = Document
Parpose - and _Objectives; - Adapting
Communication for Different
Audiences

1.3

Case Studics: Analysing Real-world
Documents

21

Docurment Plamﬂng anliﬂrgm'uznhm
Defining Document Scope, Docunsent
Development Life Cycle, Information
Architecture, Creating  Document
Outhines

2.4

Wiriting Techniques for Technical
Documentation: Clarity and
Concizseness, Avoiding Ambiguity

L

3

Stvle and Tone in Technical Writing,
Grrammar and Punctustion

Al

Visual - Elements in  Technical
Documentation: Graphoes.  and
Mustrations, Document Design and
Layvout

2,3

3.2

Effective Use of Visuals, Document
Formatting Guidelines,

33

Collaboration and Revision:
Collaborative Writing and Editing
Tools, Version Coatrol and Sharing
Platforms, Handling Feedback and
Revisions, Ensuring Document
Accuracy.

4.1

Advanced Topics i Techmeal
Documentation: APl Documentation,
Code Documentation Best Practices
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42 Regulatory Compliance, Legal and 5 [23
Ethical Considerations.

Teacher Specific content. This can be
cither class room teaching, practical

5 a1 session, field visit etc as specified by
the teacher concemed.
Evaluation is internal,
Classroom Procedure { Mode of transaction)
Teaching and
Learning Lecture
Approach
MODE OF ASSESSMENT
Assessmient A, Continuows Comprehensive Assessment (CCA) 30 Marks
Types Written Test / Seminar / Viva/ Assignments
B. Semester End examination 70 Marks Time: 2 hours
Writien test
REFERENCES

. "Technical Communication: A Practical Approach” By William 5. Pfeiffer And Kave A.

Adkins Pearson Education (2013) 8" Edition.

2. “Technical Wniting: Process And Product” By Sharon J, Gersen And Steven M. Gersen ™

Edition

3. "Technical Commainicotion Strategies For Today™ By Richard Joehnson-Sheehan
Pearson Education 3* Edition

SUGGESTED READINGS
1. “Practical Strategies For Technical Conmunication™ By Mike Markel
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Mahatma Gandhi University
Kottayam

Programme BSc (Hons) CYBER FORENSICS

Course Name | MOBILE FORENSICS

Type of DCE
Course

Course Code MGTDCECFS402

Course Level | 400 -499

Course Aim to to conduct mobile forensic investigations. adhere to lezal and ethical standards.
Summary and eflectively communicate thewr findings ina professional context.
Semester Vi Credits 4
Total Hours
E:tuﬁ Learning A o Lecture Tusarial Praclical Ohihers
4 (1] (1] Gl
COURSE OUTCOMES (C0)
CO | Expected Course Outcomes upon completion of | Learning PO No
Mo. | this course , the students will be able to: Doamains *
Recognize the concept mobile forcnsics,
1 architecture and file systems, data storage Understand |
mechanisms, and sccurity features.
7 | Understand the mobile forensics sieps and data Understand 7
acguisition types
3 Analyze the basic concepts of mobile device and Analyze 3
procedure in it
4 | Evaluate the performance of different mobile Analyze b
forensic tools.
*Remember (K), Understand (L), Apply (A}, Analyse (An), Evaluate (E), Create (C),
Xkill {8}, fntevest (1) and Appreciation (Ap)

COURSE CONTENT
Content for Classroom transaction (Lnits)

Module Units Course description Hrs CO No.
Owverview of mobile forensics,
1 1.1 history of mobile devices, 8 |
ethical and legal considerations
i} miobile forensics.
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architecture and components of
105 and android devices,

1.2

Mohile device File
Systemns(FAT, exFAT, EXT4,
NTFS, YAFFS, F2FS5 AFPF5).

1.3

Data storage on mobile
devices-SIM card data,
phone’s embedded memory,
S card data,

2l

Mobile forensics SiZps=
selzure, acquisition,

examination and analysis.

2.2

Common methods of mobile
seizure-device
documentation,use of Faraday
bags, power off and isolate,
chain of custody, legal
Authonzation,data
preservation,expert assistance

| g4

23

Acquisition types-manual
Jogical physical chip-off .

EN |

File swstem analysis. data
carving, application-specific
dota analysis, deleted data
recovery analysis.

32

CDR  analysis, Sim card
analvais

3.3

Android data  analysis and
recovery, 105 data analysis and

FeCOvEry

4.1

Overview of mobile forensics
tools

4.2

Different  mobile  {orensics
tonls- Cellebrite UFED XRY .
Belkasoft |, AccessData FTK
Oxygen Forensie,  Andnller,
GrayKey, BlackBag Mobilize.
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Mobhile forensics reporting-
purpose of mobile forensics
reporting.key components of
mobile forensics reports-case
4.3 overview.examination details, 6 4
evidence findings, analysis and
conclusions, cham of custody,
expert opinion,

5 51 teaching, practical session,

Teacher Specific content. This
can bec cither class reom

field visit efc as specified by
the teacher concerned.
Evaluation 15 internal.

Teaching and | Classroom Procedure (Mode of transaction)

Learning Lecture
Approeach \

MODE 0OF ASSESSMENT
A, Continuous Comprehensive Assessment (CCA) 30 Marks

#5“““‘““‘ Written Test / Seminar / Viva/ Assignmenis
vpes

B. Semester End examination 70 Marks Time: 2 hours
Written test

Text Books;

1.

2,

Introduction to mobile forensics,date storage on mobile devices CDR analysis-

hitps:/ fwww. egvankogsh.ac.in/bitstream/ 123456 789,/50894/ 1/Blgck-3.pdl
Mobile Forensics — Advanced Investigative Strategies
By Oleg Afonin and Viadimir Katalov

. Acquisition types-Manual, Logical, physical chip-off acquisition.-

https:/ fwww.researchgate.net/publication/261465980 Forensics_data_acquisition_
meathods_for_mobile_phones

"Practical Mobile Farensics - Third Edition” by Rohit Tamma, Oleg Skulkin, Heather
Mahalik, 5atish Bommisetty

“Mobile Forensics - The File Format Handbook™ by Chrstian Hummert, Dirk
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Mahatma Gandhi University

Kottayam
Programme BSe (Hons) Cvber Forensics
Course Name | MALWARE AND ATTACKING TECHNIDUES
Typeof DCC
Course
Course Code | MGEDCCUFS400
Course Level | 400 - 499

Course Able to defend against cyber threats and understand the tactics used by attackers
Summary with an emphasise on ethical and responsible use of the knowledge gained
Semester Vil Credits 4 Total
Hoiirs
ﬁ::::?: Learning Approach Leciure Tusorial Practcal Others
: 3 0 | 75
Pre-
requisites, if
anv
COURSE OUTCOMES (CO)
C0 | Expected Course Qutcomes upon completion of this Learning MO
MNo. | course , the students will be able to: Domains © No
| Understand the concept of malware and itz role in Understand |
cybersecurity.
Apply techniques to analyse and dissect malicious code
2 (o undersiamd s behaviour . Apply 3
F Ana.l:.r'.-:_f attackers exploit vulnerabilities and defensive P 12
strategics . "
Develop the skill to respond and mitigate the impact of a Create
4 ot 2.3
cyber secunty incident

*Remember (K}, Understand (U), Apply (A), Analyse (An), Evaluate (E}, Create {C},
Skill (5), Interest (1) and Appreciation (Ap)
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COURSE CONTENT
Content for Classroom transaction (Units)

Muodule

Lmits

Course description

Hrs

CO No.

Definition of Malware, Types of
Malware, Malware Life
eyele,Common Infection Vectors

1.2

Malware Analvsis  Chverview
Malware  Analysis  Technigues,
Behavioural Analysis, Code
Reverse Engincenng

1.3

Sandboning, Automated  Analysis
Touls,

1.4

Cas¢  Studics and  Practical
Application '

Real-world Examples, Hands-on
Exercises, Ethical Considerations

£3:3

2.1

Overview of Attack Vectors, Social
Engincering Attacks;, Phishing and
Spear - Phishing,  Watering - Hole
Attacks :

2.2

Common Vulperabilines  and
Explots, Buffer Overflows, fero-
Day  Exploits, Post-Exploitation
Techniques

i3

23

APT  Characteristies, Nation-State
Attacks; APT Life evele

123

T

Overview of Offensive Techniques,
Ethical Hacking

123

3.1

Overview of Penetration Testing,
Ethical Hacking, Legal and
Regulatory Framework

3.2

Metasploit Framework, Burp Suite,
Other Penetration Testing Tools

L

1.2.3

33

Metwork Penetration T:st:ing+ Weh
Application  Penetration  Testing,
Wireless  Network Penetration

23
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Testing, Wireless Metwork
Penetration Tesnng

14

Adversarial  Simulation, Cloud

Security Testing, Reporting and
Documentation

23

4.1

Overview of Cybersecurity Défense,

Intrusion Detection and Prevention
Svatems ( [DPS ), Endpoint Protection

Network  Security  Fundamentals,
Firewulls and Intrusion Prevention
Syatems  (IPS),Secure  Network
Architectune

L3

4.3

Antivirus and Antimalware
Solutions, Endpoint Detection and
Response  (EDR),  Application
Whitelisting and Least Privilege

23

44

Incident Response Basics, Creating
an lncident Response Plan, Effecuve
Incident Handling

23

Teacher Specific content. This can
be . either class room - teaching,
practical session, field visit e as
specified by the teacher concemned.

Evaluation is intcrnal.

Teaching and
Learning
Approach

Classroom Procedure (Mode of transaction)

Lecture and Practical

Axsessment
Tvpes

MODE OF ASSESSMENT

C. Continwous Comprehensive Assessment (CCA) 25 Marks

Written Test / Seminar / Viva' Assignments

Practical 15 Marks

D. Semester End examination S0 Marks Time: 1.5 hours

Written test

Practical Examination 35 Marks

Texthook:
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|  Practical Malware Analysis: The Hands-On Guide to Dissecting Malicious Software-
Authors: Michael Sikorski and Andrew Honig.

References;
1. Malware Analysis; The Art of Dissccting Malicious Code-Author: Mark Russinovich,
Aaron Walters
2, The Web Application Hacker's Handbook: Finding and Exploiting Security Flaws-
Authors: Dafvdd Stttard. Marcus Pinto

3, Metasploit: The Penetration Tester's Guide-Authors: David Kennedy, Jim OGomman,
Devon Keams, Mati Aharom

Hacking: The Art of Explottation-Author: Jun Enckson
MNetwork Security Essentials: Applications and Standards-Authors: William Stallings

Incident Response & Computer Forensics, Thind Edition-Author: Jason Lutigens,
Matthew Pepe, Kevin Mandia

B b
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Mahatma Gandhi University

Kottayam
Programme BSec { Hons) Cvber Forensics
Course Name | BUG BOUNTY
Typeof DCC
Course
Course Code | MGEDCCUFS401
Course Level | 400 - 499

Course gives you an overview of what bug bounty hunting is and what the key steps

bug bounty hunting

Skill (8), Interest (1) and Appreciation (Ap)

Course for doing it are, including the techmiques, platlomms, and tools that are necessary for
Summary it and cantributing to the improvement of overall evber sccurity and design a strategy
fior bug hounty hunting.
Semester VI Credits 4 Total
Hours
E:;:TE Learning Approach Lecture | Twiogal Practical Orhers
5
3 0 1 75
Fre-
requisites, if
any
COURSE OUTCOMES (C0)
CO | Expected Course Outcomes upon completion of this Learning O
Na. | course , the students will be able to: Domains * No

1 Recognize the essentials of bug bounty hunting Understand | |

= Apply the leamed concept of bug bounty hunting and Aiid |2

= | focus on CRLF bug bounty reports PpLY '

3 ;nalysl: some of the vulnerabihties and attacks for bug Ariilyse 2

unty
4 Evaluate tools to detect bugs and develop strategies for T— 23
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COURSE CONTENT

Content for Classroom transaction (Units)

Module

Umnits

Course description

Hrs

CO No.

1.1

Basics of Bug Bounty Hunting:
Bug bounty hunting platform,

Types of bug bounty program,
Bug Bounty hiunter statistics

L2

Methodology: How 1o become a
bug bounty hunter, Rules of bug
beounty huntmg

1.3

How to Wrte a Bug Bounty
Report: Prerequisites of writing a
report

1,2

1.4

Salient [eatures of report, Format
of a bug bounty report

bt

SQL Injection Vulnerabilities:
SOL  Imjection, Types of SOL
imjection vulnerability, Goals for
bug bounty humers uber SQL
injection, LZomato SOL Injection,
Local Tapiola SQL injection

1.2

2.2

Cross-Site  Request  Forgery:
Types of CSRF, Protecting
Cookies

2.3

Detecting and exploring
CSRF Cross-domain  policies,
Application Logic vulnerabilities

[

3.1

SQL. Injection: Types of SQL
Injection, Fundamental
cxploitation,  Detecting  and
explaiting SOL injection

| [ ]

3.2

Cross-Site  Scnpting  Attacks:
Types of X85, Detect XSS bugs,
Workflow of an X585 Anack

33

Open  Redirect  Vulnerabilities
External Entity vulnerability

34

Apply  theoretical knowledge
through hands-on labs and

practical

=

34
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OSINT Top bug bounty hunting
tools

HTTF Proxies analyzers,
automated vulnerability discovery

3.5 and exploitation,  recogmizc, 3 34
exlensions
16 OWASP TOP 10 Tools 4 34
creale bug bounty report of SQL
4.1 imjection vulnerability and XSS 12 4
villnerability
* 4 Dietect bug and crcate bug bounty 18 4
& hunting report
Teacher Specific content. Thaz can
be either class. room teaching,
practical session, field visil ele as
5 5.1 specified by the  teacher
concerned.
Evaluation is internal.
Teaching and | Classroom Procedure (Mode of transaction)
Learning .
Approach Lectures and Practical
MODE OF ASSESSMENT
A . A. Continuous Comprehensive Assessment (CCA) 25 Marks
s Written Test / Seminar [ Viva/ Assignments
Types
Practical 15 Marks
B. Semester End examination 50 Marks Time: 1.5 hours
Written test
Practical Examination 15 Marks
References

1. Bug Bounty Hunting Esszentials:Quick-paced guide to help white-hat hackers get through

bug bounty programs. Carlos A. Lozanoe Shahmeer Amir

2. Bug Bounty Bootcamp:; The Guide 1o Finding and Reporting Web Yulnerabilities, Vickie Li
URL: hups://www.geeksforgeeks.org/how-lo-get-started-with-bug-bounty/

L4

4. URL: hitps://bugbountyguide.com/
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Mahatma Gandhi University

Kottayam
Programme BSe (Hons) Cvber Forensics
Course Name | REVERSE ENGINEERING ANDCASE STUDIES
Typeof DCE
Course
Course Code | MGEDCECFS400
Course Level | 400 - 499

Abie 10 analyse and understand the nner workings of software and system which

;‘.uuru i5 valoable m areas such as cyber secunty |, sofiware development and digital
ummary i -
Drensics
Semester VI Credits 4 Total
Hours
Course : Licture Tutorial | Practical |  Others
Details Lezrming Approach
3 0 | 73
Pre-
requisites, if
any
COURSE OUTCOMES (C0O)
CO | Expected Course Outcomes upon completion of this Learning rO
No. | course , the students will be able to: Domains * No
Understand the fundamentals of reverse engineering and
1 its applications, leaming assembly language and machine | Understand 1
code
o | Analyzing binary files and various debugging tools and Al |3
| techniques to manipulate the execution of a program i b
Apply reveme engincenng skills to dissect malicious
3 software Apply 2
4 Develn:lnp reverse engineering skills in real world Create 2.3
scenartos , remforcing theoretical knowledge
*Remember (K), Understand (L), Apply (A}, Analyse (An), Evaluare (E), Creare (C),
Skill (S), Interest (1) and Appreciation (Ap)
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COURSE CONTENT

Content for Classroom transaction [(1inits)

Muodule

Ulmits

Course description

Hrs

CO Mo,

1.1

Definition of Reverse
Engineenng. Software Reverse
Engineenng, Reversing
Applications

1.2

Security-Related — Reversing,
Reversing in Software
Development, Low-Level
Software

1.3

Reversing Process, The Tools.

21

Program Structure:  Modules,
Data Management

Control ~ Flow  High-Level
Languages;

23

Low-Level Data Management

24

Applications Control - Flow,
Assembly Language.

3l

DifTerent Reversing
Approaches, Disassemblers,
Debuggers, Kernel-Mode

Debugpers

|-

3.

Decompulers, System-
Monitoring Tools

33

Patching Tools, Executable-
Dumping Tools.

4.1

Reversing Malware, Types of
Malwares, Uscs of Malware
Cracking: Piacy and Copy
Protection-Software  Piracy,
Types of Protection.

4.2

Advanced Protechon Concepts,
Crypto-Processors

43

Dhgiral Rights Management

4.4

Watermarking, Trusted
Computing & Case studies of
deciphening file format
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can  he either class room
teaching, practical session, field

3 3.1 visit eto as specified by the
teacher concemed.
Evaluation is internal.
Classroom Procedure (Mode of transaction)
I::f:;:g and Lecture and Practical
Approach
MODE OF ASSESSMENT
Assessment A. Continuous Comprehensive Assessment (CCA) 25 Marks
Types Written Test / Seminar / Viva/ Assignments
Practical 15 Marks
B. Semester End examination S0 Marks Time: 1.5 hours
Written test
Practical Examination 35 Marks
Text Books :

l. "Practical Reverse Engincermg: x86, x64, ARM, Windows Kemel, Reversing Tools,

and

Obfuscation” by Bruce Dang, Alexandre Gazet, and Elias Bachaalany.{Module 1)
2. "Reversing: Secrets of Reverse Engineening” by Eldad Eilam.(Module I)

3. "The Web Application Hacker's Handbook: Finding and Exploiting Sccurity Flaws™ by

Dafvdd Stuttard and Marcus Pinto.{Module 3)

4. "Practical Malware Analysis: The Hands-On Guide to Dissecting Malicious Software”

by Michael Sikosski and Andrew Hoemg. (Module 4)

References ¢

1. "Practical Reverse En.ginc:n'ng: xB6, x64, ARM. Wmdows Kermel, Reversing Tools.

amd Obfuscation”
2. "Reversing: Secrets of Reverse Engineering” by Eldad Eilam
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Mahatma Gandhi University

Kottayam
Programme BSe (Hons) Cvber Forensics
Course Name DESIGN ANTY ANALYSIS OF ALGORITHM
Typeof DCE
Course
Course Code MGEDCECFS40]
Course Level | 400 - 499

Course Able to develop efficient solutions to computational problems encountered in various
Summary domains with a Strong foundation in algorithm design and analysis
Semester VI Credits 4 Total
Hours
Course Details | Lesrning Approach Legture Tsarinl Practicl Others
3 0 I 5
Basic knowledge of programming languages and problem-solving techniques,
F"E'l'ﬁl“hih’i Basic Understanding of mathematical concepts like graphs, trees. sels, and logic.
if amy Some familianty with algonthmic analvsis.
COURSE OUTCOMES (C()
CO | Expected Course OQutcomes upon completion of this Learning ro
MNo. | course , the students will be able to: Domains * No
1 Familiarize core Algonthmie principles Understand | 1.2
g Analyse Divide and Congquer Strategies. Analyse 1.2
3 Analyse Graph Algonthms. Analyse 1.2
4 Evaluate Greedy Methods and Dynamic Programming Evaluate 12

*Remember (K), Understand (L), Apply (A), Analyse (An), Evainate (E), Create (C),
Skill (5), Interest (I) and Appreciation {(Ap)
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COURSE CONTENT

Content for Classroom transaction (Units)

Module

Units

Course description

Hrs

CO No.

1.1

Definition of  Aleorithm,
Areas of algorithm study

1.2

Performance analysis, space
complexity, ime complexity

]

1.3

Asympiotic notations (Ore. W,
q)

2.1

Divide and Conguer: General
method

L

2.2

Divide and Conquer: General
methad, Binary scarch, finding
the maximum and minimuom,
merge  sort, o guick  sort,
performance measuremeni of
quick sort, Selection, Saracen’s
miatrix- multiplication.

m

b2

Ciraphs Algorithms:
Traversing Trees, Depth-
First, Breadth-First  Search,
Backtracking H-gueens
problem, Best-First Search &
Minimax Principle

il

Greedy . method; General
method,

3.2

Enapsack  problem, Job
sequencing  with . deadlines,
Minimal cost spanming trees,
Pnm’s algonthm, Kruskal's
algorithm,  Single  source
shortest  path,  Dijkstra’s
Algorithm,

4.1

Dynamic programming: The
general method

4.2

Mullistage graphs, all-pairs
shortest path, Single source
shortest path, ¥] Knapsack
problem, Traveling  Sales
person problem. The Principie
of Optimality, Chained Matrix
Multiplication,
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| Teacher Specific content. This
can  be either class room
5 teaching, practical session,

5 field visil etc as specified by
the teacher concerned.
Evaloation is internal.
Classroom Procedure (Mode of transaction)
Teaching and
Leﬂmiﬁ Lecture and Practical
Approach
MODE OF ASSESSMENT
Assessment E. Continwous Comprehensive Assessment (CCA) 25 Marks
Types Written Test / Seminar [ Viva/ Assignments
Practical 15 Marks
F. Semester End examination 50 Marks Time: 1.5 hours
Written test
Practical Examination 35 Marks
REFERENCES

1. Ellis Horowite, Sartaj Sahni, Sanguthevan Rajasekharan Computer algonthms/C++ (Second
Edition) Universitics Press.

2. Anany Levitin Introdiction to design and analysis of algorithms Addison Wesley Low price
edition. 3. Richard Neapolitan, Kumarss Naimipour Foundation of Algorithms using C++.

3. Thomas H. Commen, Charles E. Leiserson, Ronald L. Rivest, Clifford Stein, Introduction 10
Algonthms, MIT Press, 2009 [Modules 1.2.6]

4, Alfred V. Aho, John E. Hoperofi and leffrey D.'Ullman, The Design and Analysis ofComputer
Algorithms, Pearson Education, 19
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Mahatma Gandhi University

Kottayam
Programme BSe (Hons) Cvber Forensics
Course Name | DATA MINING AND BIG DATA ANALYSIS WITH TOOLS
Typeof DCE
Course
Course Code | MGEDCECFS402
Course Level | 400 - 499

Course Able to handle large dataset, extract valuable insights and contribule
Summary meaningfully to data-driven decision-making processes
Semester Vil Credits Total
Howrs
E::::?:‘ Learning Approach Lesiure Tuarial Practcal Oithers
i 3 0 ! 75
Pre-
requisites, if
any
COURSE OUTCOMES {C0O)
C0 | Expected Course Qutcomes upon completion of this Learning MO
No. | course , the students will be able to: Domains * No
1 Recognize big data and data mining techniques Understand | 1
Analyse the critical role of data guality n analysis and
| decision making. oy i
1 Apply statistical concepts in Big Data analylics. Ak 12
4 Developing problem solving abilitics Create 1.2

*Remember (K), Understand (L), Apply (A), Analyse (An), Evainate (E), Create (C),
Skill (S), Interest (T) and Appreciation (Ap)
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COURSE CONTENT

Content for Classroom transaction (Uinits)

Module

Units

Course description

Hrs

0 No.

1.1

Introduction o data mining
concepls.

¥2

Evaluaton of data warchouse,
OLAP technology and data
wirchouse architecture,

1.3

Analyse the classification and
regression  for  predictive
annlysts, cluster analysis and

outlier analysis.

2.1

An overview of data pre-
Processing and Data Cleaning.

2.2

Efficient and scalable method
of association rale mining

23

Evaluation and classification
by decision tres terminologies.

3.l

Undersiand the concepts of
big data mining. :

3.2

Analyse the nature of data and
processing tools,

i3

Evaluaie the statistical
concepts ufﬁnmplc distribution
and prediclion ermor

4.1

Understand the installation and
configuration of MNumPy,
pandas using python.

1o

4.2

Analysing and implementation
of machine leaming tools like
Hadoop & Spark.

10

4.3

Evaloate the problem-solving
abilitiezs by addressing the
Map-reduce framework.

10

5.1

Teacher Specific content. This
can be either class room
teaching, practical session,
field visil eic as specified by
the teacher concerned.

Evaluation iz internal.
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Classroom Procedure (Mode of transaction)

Teaching and
Learning Lecture and Practical
Approach
MODE OF ASSESSMENT
Assessment A. Continnous Comprehensive Assessment (CCA) 25 Marks
Types Written Test / Seminar / Viva/ Assignments

Practical 15 Marks

B. Semester End examination S0 Marks Time: 1.5 hours
Written test

Practical Examination 35 Marks

Text Books :

1.

et b

Jiawei Han and Micheline Kamber — Data Mining — Concepts and Technigues, Second
Edition ,Elsevier 20046,

Michacl Berthold . David J. Hand )" Intelligent Dats Analysis™, Springer. 2007.

Michael Minelli, Michelle Chambers, and AmbigaDhiraj, "Big Data, Big Analytics:
Emerging Business Intelligence and Analytic Trends for Today's Businesses”, Wiley,

2013.

Eric Sammer, “Hadoop Operations™, O Reilley, 2012.

Reference Books;

1.

3

Big Data Analytics Lab Manual: 5tep by 5tep Guide to Hadoop, Pig, Hive and
MongoDB Kindle Edition byDr. M.SVijaya Dr. N.Radha V. Pream
Sudha (Authar), Dr.  N. Radha Naravanan (Author), Mrs. V. Pream  Sudha
Veluswamy (Author).

Big Data Analytics with Spark: A Practitioner’s Guide 1o Using Spark for Large Scale
Data Analysis Paperback — 14 February 2016 by Mohammed Guller [Author).
MapReduce Design Patterns: Building Effective Algorithms and Analytics for
Hadoop and Other Systems Paperback — Import, 7 December 2012 by Donald
Miner {Author), Adam Shook (Author).

Absofute Beginner's Python Programming Full Color Guide with Lab Exercises: The
Nustrated Guide to Leaming Computer Programming: 1  (illustrated
Coding) Paperback - Import, 5 December 2022 by Kevin Wilson [Authaor).

DATA SCIENCE WITH PYTHON : A Beginner's Guide to Python for Data Science
That's Easy to Follow (2022 Crash Course for Newbies) Paperback — 3 October
2022 by Wade Brigps (Author).
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Mahatma Gandhi University
Kottayam

Programme BSe (Hons) Cvber Forensics

Course Name | RESEARCH METHODMLOGY IN CYBER FORENSICS

Typeof

DCE
Course

Course Code | MGEDCECFS403

Course Level | 400 - 499

It provides sindents with the knowledge and skills required to conduct research

;::::. effectively, choose appropriate research methodologies, and document research
4 findings in a comprehensive dissertation.
Semester Credits 4
Total
V1
Hours
E“‘“m Learning Approach Leciure Tutonal Fractcal Dihers
efails
3 0 | 745
Fre-
requisites, if | Domain knowledge, Research aptiude
any
COURSE OUTCOMES (C()

C0O | Expected Course Outeomes upon completion of this Learning rO
No. | course | the students will be able to: Domains * T

}Jndrrﬁland Ilhl; concepts of research and its significance L —
in various disciplines

2 Evaluate research questions and hypotheses Evaluate 1.2

Analyse appropriate research designs and methodologies

3 tor difterent types of studies A e wa
4 Apply various data collection methods, statistical and b 234
qualitative analysis techniques to interpret research data Apply B

*Remember (K), Understand (U}, Apply (A), Analyse (An), Evaluate (E), Create (C),
Skilf (8), Interest () and Appreciation (Ap)

COURSE CONTENT

Content for Classroom transaction (Units)
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Module

U nits

Course description

Hrs

C0O No,

Intreduction to Besearch Methods-

Muotivation and Objectives of Research,
Types and Approaches, Methods of
Research: Theoretical and Experimental
Research Process

Significance ol Research - Methods Vs
Methodology - Research Process —
Components of Rescarch  Problem,
Various Steps i Scientific Research,
Literature Survey — Pnmary Data and

Secondary Data.

Major Internet Services, Working of
Internet. Downloading Super Tools for
Better Computing Intcrmet, Searching
the Keywords,

2.1

Data Collection and Sampling Design-

Sources of Data: Prmary = Data,
Sccondary [ata; Procedure
Chiestionnaire

22

Survey and Expenments - Sampling
Merits and Dements. Sampling Errors,
Processing and  Amalysis of Data -
Statistics m Research

23

Measures of Central  Tendency -
Measures of Dispersion -Measures of
Asymmetry {Skewness) - Erfor Analysis

L ]

3l

Processing and Analvsis of Data -

Processing Operations .Some Problems
in  Processing  ElememsTypes  of
Analysis  Statistics  in Research,
Measures of Central Tendency

332

Measures of Dispersion Measures of
Asymmetry  (Skewness) Measures of
Relationship  Simple  Regression
Analysis

33

Multiple Comelaton and Regression
JPartial Correlation,

4.1

Sampling Fundamentals

Meed for Samplmg ,Some Fundamential
Defimitions
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Important  Sampling  Distributions |
42 | Central Limit Theorem Sampling f 4
Theory

| Sandler's A-test, Concept of Standard |
Error .Estimation

43

Teacher Specific content. This can be
either class room fteaching, practical
5.1 scssion, field visit ele as specified by the
teacher concemed.

Evaluation 1= internal.

Teaching and | Classroom Procedure (Maode of transaction)

Learning Lecture and Practical
Approach
MODE OF ASSESSMENT
A. Continuous Comprehensive Assessment (CCA) 25 Marks
#“‘-’3“’““‘ Written Test / Seminar / Viva/ Assignments
ypes

Practical 15 Marks

B. Semester End examination S0 Marks Time: 1.5 hours
Wiritten test

Practical Examination 35 Marks

Books for References

1.

P~

S pupRa

-l

C.R. Kothari, Rescarch Methodology Mcthods and Techniques, 2/e, Vishwa Prakashan,
2006

Bendat and Piersol, Handom Datad Analysis and Measurement Procedures, Wiley
Interscience, 2001,

Shumway and Stoffer, Time Sertes Analysis and Its Applications, Springer, 2000.
Jenking, GM., and Wans, D.G., Spectral Analysis and Its Applications, Holden Day, 1986
8.C.Gupta and V. K. Kapoor, Fundamentals of Mathematical Statistics, | 1" Edition-2002
Donald H. McBumey, Rescarch Methods, 5% Edition, Thomson Learning, ISBN: 31-315-
0047=0, 2006,

Helmet Kopka and Patrick W_Daly, “A Guide to Latex and Electronic™, 4" Edition —
Addison- Wesly Longman Limated, 2004 (Section 3.1-3.4,4.1,4.2.4.5,4.8, 5.1, 5.3 and 9.3)
Section Amos Gilat, MATLAR, An Introduction with Apphecations, John Wilev & Sons,
2004 (Chapters & and 9)

Leslic Lamport, LaTeX: A Document Preparation System. Addison Wesley, ISBN-13:
ST8-0201529838, 1994
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Mahatma Gandhi University
Kottayam

Programme B5c (Hons) Cyber Forensics

Course Name | PUBLICATION ETHICS AND DOCUMENTATION STANDARDS

Twpe of

DCE
Course

Course Code | MGEDCECFS404

Course Level | 400 -490

This syllabus aim to encompass a range of skills, knowledge, and ethical

E::lr:! awareness necessary for students to navigate the complex landscape of cyber
F forensics with integrity and professionalism.
Semester Credits .
Total
VI
Hours
EE:!I: Learning Approact Lecture | Tulorial Practacal Others
3 0 | 15
Pre-
requisites, if
any
COURSE OUTCOMES (C(O)
C0O | Expected Course Outcomes upon completion of this Learning M
MNo. | course, the students will be able to: Domains * N
1 Understand the legal and ethical considerations in Xneriing |
creating and maintaining documentahon
; Analyse the cthical challenges in real-world cyber Analyse 4.6
forensics cases .
3 Evaluate authorship guidelines tools and techniques for Evaltate 680
detecting plagiarism in cyber forensics research
4 Applying ecthical pnneiples to hypothetical cyber Apply 68
forensics
*Remember (K), Understand (U). Apply (A), Analyse (An), Evaluate (E), Create (C),
Skill (8), Interest (1) and Appreciation (Ap)

COURSE CONTENT
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Content for Classroom transaction (Units)

Module

Units

Course description

Hrs

CO No.

Introduction to Pablication Ethics
in Cyber Forensics: Overview of
cyber forensics and its role in
investigations

Ethical considerabions unique fto
cyber forensies research, Historical
cases of ethical misconduct in cyber
forensics

1.3

Responsible Authorship in Cyber
Forensics: Authorship guidelines in
cyber  forensics publications,
Collaborative rescarch and
authorship atinbution, Casc sindics
on- authorship  disputes  in  cyber
forensics

21

Plagiarism and Academic Inteprity
in Cyher Forensics: Types of
Plugim:ism - {be context of cyber
forensics ,  Academic  infegnty
challenges in digital investigations

2.2

Tools and techniques for detecting
plagiansm i cvber  forensics
research

2.3

Peer Review  Process in Cyvber
Forensics : Importance of peer
review n cyber . forensics
publications | Ethical challenges n
reviewing digital evidence , Ensunng
objectivity and fairness in cyber
forensics peer review , Simulated
PEET TEVIEW CXETTISES

34

31

Data Integrity and Management in
Cyber Forensics : Data miegnity
challengess in digital forensics
Techniques for ensuring the ntegrity
of digital evidence

3.2

Ethical considerations in the handling
and storage of digital data , Digital
cvidence prescrvation and chain of
custody

3.3

Ethical Issues in Cyber Forensics
Publishing : Conflicts of mnferest in
cyber forensics research , Ethieal
considerations in  analyzing and

13
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reporting cyber threats . Balancing
the need for transparency with
secanty concems |,  Addressing
cthical challenges in  inlernational
cyber investigations

Docomentation  Standards  in
Cyber Forensics : Ciiation styles

and referencing in digital
investigations , Documenting and
41 reporting eyber forensics 15 |

methodologies |, Standard operating
procedures  for cyber forensics
documentation , Legal and ethical
considerations  In creating  and
maintainmg documentation

Emerging Issues and  Foture
Trends in Cyber Forensics ; Ethical
implications of emerging
technologies in cyber forensics .
Evolving  standards  for  digital
investigations

4.2

Cybersecurity and ethical
43 responsibilitics , Final reflections on :
: cthical considerations in - cyber
forensics

Teacher Specilic content. This can be
either class room teaching, practical
51 | session, field visit etc as specified by
the teacher concerned.

Valuation is internal,

Teaching and
Learning
Approach

Classroom Procedure (Mode of transaction)
Lecture and Practical

Assessment
Types

MODE OF ASSESSMENT
A. Continuous Comprehensive Assessment (CCA) 25 Marks
Written Test / Seminar / Viva' Assignments

Practical 15 Marks

B. Semester End examination 50 Marks Time: 1.5 howrs
Written test

Practical Examination 35 Marks

References @

1 "Ethics in Information Technology"” by George Reynolds
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"Wniting and Publishing Science Rescarch Papers in English; A Global Perspective” by
Karen Englander

"Plagiarism, Intellectual Property and the Teaching of LI Writing” by Joel Bloch

Peer Review and Manuscript Management in Scientific Journals: Guidelines for Good
Practice™ by Irene Hames

Digual Forensics: Principles and Practices™ by Natarajan Meghanathan, et al.

Digital Evidence and Computer Crime: Forensic Science, Computers and the Internet”

by Eoghan Casey
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Mahatma Gandhi University

Kottayam
Programme BSe (Hons) Cvber Forensics
Course Name | STATISTICAL ANALYSIS OF RESEARCH DATA AND TOHILS
Typeof DCE
Course
Course Code | MGEDCECFS403
Course Level | 400 - 499

This course 15 designed to'eguip siudents with the necessary skills to analyze and interpret

;::::. data collected in the field of cyber forensics, It integrates statistical methods with
4 practical tools commonly used in digial investigations,
Semester VI Credits 4
Total Hours
gm I;!:: Leaming Approac Lecture | Tuforial | Practical Othiers
3 ] | 0 75
Pre-
requisites, if
any
COURSE OUTCOMES (C0¥)
C0 | Expected Course Outcomes upon completion of this Learning O
No. | course, the students will be able to: Domains * No
| Understand the Prinl.:ipiv:s ufh}’PUlhl:!liE tnsting_ Understand | |
- E}'.arnm_.: the r:_h_allmn&]ljps between vanables using Krihjee |
regression analysis technigques
3 | Apply statistical techmiques to make informed decisions. Apply .
4 Implement Probability distributions in cyber forensics Apply 2

*Remember (K), Understand (L), Apply (A), Analyse (An), Evalnate (E), Create (C),
Skill (8}, Interest (1) and Appreciation (Ap)

COURSE CONTENT

Content for Classroom transaction (Units)
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Muodule

Imits

Course description

Hrs

CO No.

Feasons to Smudy Statistics,
The Natare and Role of
Yariability,

1.2

Statistics and the [ata
Analysis Process,

| £¥ ]

1.3

Types of Data

1.4

Collecting Data Sensibly:
Sampling

2.1

Mumerical Methods for

Desenbing Data

Deseribing the Center of a
Data Set

2.2

Deeseribing Vanability ina

Data Set)

23

Summartzang Bivanate Data:
Correlation, Linear Regression

24

Assessing the Fit ola Line

¥

Monlinear Relationships and
Transformations

2.0

Logistic Regression

31

Definition of Probability,
Basic Properties of
Probahility, Conditional
Probahbility

32

Random Varahles and
Probability Distributions.
Random Vanables, Probability
[Dhstnbutions for Dhscrete
Random Vanables.

X3

Probability Distributions for
Continuous Random Variables

34

Mean and Standard Deviation
of a Random Variable

4.1

Hypotheses and Test
Procedures.
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42 | Emomsmn Hypotheses 'Fe_s;[ihg | 5 1

43 Multiple Regression B 2
id Analysis of Variance: Single- o P
' Factor ANOVA and the F Test.

Teacher Specific content. This
can be either class room
teaching, practical session,
field visit cte as specified by
the teacher concerned.

Evaliuation 15 imternal.

Teaching and | Classroom Procedure (Mode of transaction)

Learning .
Approach Lecturer and practical
| MODE OF ASSESSMENT

A, Continuous Comprehensive Assessment (CCA) 25 Marks
Asspssment 5 .
Types Written Test / Seminar / Viva' Assignments

Fractical 15 Marks
B. Semester End examination S0 Marks
Written test .. Time -1.5 hours
Practical Examination 35 Marks
TEXT BOOKS:

I. Introduction to Statistics and Data Analysis by Roxy Peck, Chris Olsen, Jay Devore,
Third Edition, Thomson .

REFERENCES:

|. "Statistics for Business and Economics” by Paul Newbold, William L. Carlson, and
Betty Thorne, Pearson, Eighth edition.

2. Data Science for Business: What You Need 1o Know about Data Mining and Data-
Analytic Thinking , lst Edition, Kindle Edition,

3. Joumnal articles, research papers, and online resources related to statistical analysis in
cyber forensics.
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Mahatma Gandhi University
Kottayam

Programme B5c (Hons) Cyvber Forensics
Course Name | INTERNSHIP

ZeE |m

[.'u; r:.; Code | MGAINTCFS200

Course Level | 200 -199

A key aspect of the new MGU LGP pregramme is indoction into actual
work situations. All Students will undergo internships in a firm,

and 1n "Pr'r.illlnE.

g::]r:" industry, or organization or training in labs with faculty and
¥ researchers in their own or other institutions during the summer
vacation,
Semester v Credits P Total
Hours
Course Lissning Aiito i Leciire Taorial Fractical Dihers
Details s
rtri::liiaitﬂ. i E:}:ic.hmwl-ndgn of programming and understanding of computer
. science concepls.
any
COURSE OUTCOMES (CO)
0 | Expected Course Outcomes upon completion of this Learning PO No
No. | course . the students will be able to: Domains * :
Apply technical knowledge effectively to assigned tasks
| ) AnALS |
and projects
Demonstrate critical thinking and problam-solving
2 Fm e gl C.8E 2
skills in various situations
Communicates clearly and effectively, both verbally
3 AnAAp |2

*Remember (K), Understand (L), Apply (A), Anafyse {An), Evainate (E), Create (C), Skill (8},
Interest (1) and Appreciation (Ap)
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COURSE CONTENT

Content for Classroom transaction (Units)

Module Units Course description Hrs EE
All Students will undergo internship in a |
firm, industry, or organization or training
I 11 m labs with facalty and researchers m
their own or other institutions dunng the
SLITUMEr vacation.
Classroom Procedure (Mode of transaction)
Ie“tfﬁﬁ and | . No class room activity. Done During Vacation
:“’”nﬁh * Discussions
PP - Self-learning and Development
MODE OF ASSESSMENT
A, Continuwons Comprehensive Assessment (CCA) 15
Assesy i hana
SSCSSIIC :
T}']]E'S 1. Review 1
2. Review 2

B. Semester End examination 35 Marks
1. Project Presentation <15
2. Viva - 10
3. Report - 10
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Mahatma Gandhi University
Kottayam

Programme B5c (Hons) Cyvber Forensics
Course Name | PROJECT

['.'m: r:.; Code | MGEPRICFS400

Course Level | 400 - 499

Course The aim of the project is to test the independent rescarch skills students have
Summary acquired daring their ime at University/College.
Semester Credits 12 Total
VI
Hours
C . : "
[j::uri: Learning Approach Lecture Tutorial Practscal Dihers
0 i) i2
Pre-
requisites, if
any
COURSE OUTCOMES (C()
C0O | Expected Course Outcomes upon completion of this | Learning Domains PO No
No. | course , the students will be able to: *
| Degign research problem and align research objective Apply 1.2,3.%
Demonstrate skills in literature review, data collection,
2 o ; _ Apply 123
analysis, interpretation, and reporting.
} Appraise research design, methods and expenments Rl 123
used.
4 | lmterpret the findings in relation o research objective Apply 12.3
Communicates clearly and effectively, both verbally,
5 ) ) o Apply 1.2.3.4
visually and in wrniting

“Remember (K), Uniderstand (U), Apply (A), Analyse (An), Evaluare (E), Create (C), SKill (5},
Interest (1) and Appreciation (Ap)
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COURSE CONTENT

Content for Classroom transaction (Units)

Muodule Uinits Course description Hrs L0 N,
The students who want to T
graduate az BSe (Honours
with Rescarch) are required to
complete the Research
[ 1.1 A
Project in the cighth semester.
Research Project must be
done under the guidance of an
elimble faculty.
Classroom Procedure (Mode of transaction)
Teaching and
Learning
Approach
MODE OF ASSESSMENT
A. Continuous Comprehensive Assessment (CCA) 60 Marks
i. Review 1: Problem statement (CO1)— (10 marks)
ii. Review 2: Literature Review, Gap Analysis,
ﬁz’::“""‘“ Research Objectives (C02) -(10 marks)

iil. Review 3 (C03): Methodology and Design- (20 marks)
iv. Review 4 (CO4 & COS): (20 marks)

a) Experiments and Resulis

b) Presentation and Viva Voce

B. Semester End examination 140 Marks
i. Problem statement (C0O1): 10 marks
ii. Literature Review. Gap Analysis. Research
Objectives — (C0O2): 30 marks
iil. Methodology and Design (C03): 30 marks
iv. Experiments and Results (CO4): 30 marks
v. Thesis Fresentation and Viva YVoce (O05): 25 marks
vi. Publication (COS): 15 marks
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MG U FYUGP -5 Day Workshop
13.11.2023 - 17.11.2023
Name of the Programme: CYBER FORENSICS
Chairperson/Convenor of BOS/ Expert Committee: Dr. Kurian M.J.
Venue of the Programme: NESTT Muvattupuzha/Nirmala College Muvattupuzha

51.Mo Name of the Participant Designation |Department |I:utlzge Address

1 |SyamaP5k. Asst, Professor [Computer Science STAS, Edappally

2 |Thirumeni K. R. Asst, Professor [Computer Science ETAS, Edappally

3 |Binitha Raju Asst. Professor [Computer Science ILM Caliege

4 |Lintu Sara fose Acst. Professor |Computer Science IGCAS Mellikuzhy

5 lhasikala & Asst, Professor |Computer Sclence STAS, Edappally

& |Rajasree G. Asst, Professor (Computer Science STAS, Patharamthitta

7 |AnnV Easow Asst, Professor |Computer Science STAS, Patharamthitta

& |Abdul Muhammed Rasheed  |Asst, Professor |Computer Scéence STAS, Patharamthitta

2 |Rema K. aAsst. Professor [Computer Schence 5TAS, Patharamthitta
Viswabrahmana College ,

10 g b Assl, Professor Computer sCience Wechaochitg
KMM College Arts &

11 |Anuja Ghosh M.A Asst, Professor |[Computer Science Science Thrikkakara

12 [Nawya Vijayan M. Asst, Professor |Computer Science STAS, Patharamthitta
Cochin Arts and Science

13 |Rabeena F.A Asst, Professor |Computer Science College, Manakkakadawu

14 |Capt. Jobin varghese P. Asst. Professor [Computer Science E.E. Coliege Manmanam

15 jRenjana Ramachandran Acst, Professor |[Computer Science LSTASL, Patharamthitta

16 [Niben Babu Asst, Professor [Computer S5chence  ISNGLAS, paingattoor

17 |Divya §. Asst, Professor |Computer Schence STAS, Edappally

18 [lsha Mary George Acct, Professor |Computer Schence STAS, Kottayam

19 |ManjuG. R, Asst. Professor [Computer Science STAL, Kottayam
sena College of
Professional Studies

20 |Shalini V. Asst, Professor |Computer Scence Edakochd

21 |Anit Bernjamin Asct, Professor |[Computer Science STAS; Kottayam
Baselios Powlose I
Catholicos College

22 |Dr. Kurian k.4 Professor Camputer Applications{Pirawom
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